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Abstract: In this paper a parallel RSA algorithm with preliminary shuffling of source text was presented.

Dependence of an encryption speed on the number of encryption nodes has been analysed, The proposed

algorithm was implemented on C# language.

Haubonee axryanbHoil Temoil B XXI Beke — Beke MH(OPMAIMOHHBIX TEXHOJOTWH - sBiseTcs pabora c
nHpOpManye, a TIaBHBIM INPHOPHUTETOM CTAaHOBUTCS ee 3amuTa. CyTh pabOTHI 3aKIIOYAeTCS B 3alluTe
repesaBaeMbIX JaHHBIX U YBEJIMYCHUH CKOPOCTH OOpaOOTKU MOCPEACTBOM HECKOJIBKHX ATAlOB IMU(PPOBAHMUI.
ITepBeIit oTanm BKItOYaeT B ce0sl MpeaBapuTeIbHOE IepeMennBanre napopmanuu ¢ ucnoias3oBanneM SHUFFLE
anmroputMma [1]. Bropoii sTanm — mapamrensHoe mudpoBaHne anropuTMoM RSA Ha 7 y3max, The TOA y3710M

IIOHUMACTCA HepCOHaIILHLIﬁ KOMIIBIOTEP, BXOII,S[HII/Iﬁ B CCTh «OTHpaBI/ITeJIL-HOJ’Iy‘{aTGJ’IL». Pa3pa60TaHHaﬂ HaMu

cXeMa MIpeacTaBjcHa Ha pucC. 1.
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Puc. 1. Cxema napannenvno2o wugposanus OaGHHbIX C B03MOHCHOCMbIO nepexsama uHgdopmayuu
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Tak xak anroput™M RSA OTHOCHTCS K THIy aCUMMETPHYHBIX, TO CKOPOCTb €ro pabOThl HAMHOI'O HWXKE, YEM y
CHMMETPHYHBIX, HO €r0 KPUIITOYCTOMYMBOCTh KpaTHO BbIie [2]. [TapamienbHoe mmudpoBaHue yacTeil TeKCTa Ha
HECKONIPKMX Yy3/1axX 3HAYMTECIBHO MOBBIMIACT CKOPOCTh MIH(paruy, a TakKe MOBBIIACT 3allHIICHHOCTD
repeaBaeMbIX JaHHBIX, BEIb €CIH 3J0YMBIIUICHHUK ITOJIYYUT Jake HECKOJIFKO JacTel TeKCTa Ha OJHOM M3
JIBYX 3TaIoB, TO HE CMOXET HOIYYHUTH IEITFHOTO TEKCTa, HECYIIETO CMBICI IJIS TTOTyJaTels.

OcHOBHas ues B pealn3alyi JaHHOTO aIrOpHTMa 3aKII0YaeTCs B MEePEeMENINBAHNN W3HAYAIBHOTO TEKCTa
npu nomomu SHUFFLE anroputma, pasneneHuu pesynbrata Ha 7 paBHBIX 4acTed (naObl pacrpeaeinuTb
Harpy3ky MeXIy Y3JaMH) M OTHpaBKa TEKCTOB Ha KOMIBIOTEPHI, BXOSIIMX B ILElb IapajulelIbHOTO
mm¢poBanus. s mmdpanuu nosryyaress TeHEpUpYeT # HapHBIX Kitouei (0uH it muppoBaHus, a BTOPOH
U AeTN(POBaHMs) U MPOMU3BOAUT MX Tepenady Ha y3ibl. [locime momydeHus 9acTH TEKCTa KaKAbIH y3JI0BOH
KOMIBIOTEP MPOW3BOAWUT MMHUQPP-TEKCT M Tepenaér ero B TOUYKY NpuéMa WHGOpMAIWH, UIA IalbHEHIIeH
nemmdparuy 1 coopa IeTbHOTO TeKcTa [3].

[Ipu mapamnensHON MK panuy TaHHBIX CKOPOCTH 3aBUCHT OT HECKOIBKHIX (PaKTOPOB:

1. nnuHA TEKCTa,

2. HCHOJIb3yEeMBIH SI3bIK (AHIIMHCKUHN, PYCCKHI);

3. nnuvHA KIToYa;

4. KOIUYECTBO Y3JIOB.

PesymbraTel W3MeEpeHHs CKOpPOCTH IH(POBAHUS TEKCTOB TPH W3MEHEHHHM pa3IHUYHBIX (DaKTOpOB
TpeacTaBiIeHsl B Tabn. 1. V3MepeHnss CKOpOCTH NMPOM3BOAMINCH Ha HECKOJIBKUX TEKCTaX PaBHOW JJIMHBI, HO
pa3Horo cofep KaHusl (JTUTEPaTyPHBIH, TEXHUUECKUH, HAyIHBII).

Tab6muma 1

Cropocmb wugposanus npu pasiuiHoM Koauuecmase Y3108, ¢

be3 y3noB | 2y3ma | 4 y3nos 8 y3nmoB | 16 y3moB
Texcr Ha anrnmuiickom miuHoK 1600 0,042 0,029 0,022 0,0206 0,0201
TekcT Ha pycckoM s3bIke amrHOM 1400 0,040 0,030 0,027 0,0263 0,0231

Anrmmiicknii Teket quHOH 1600 cnoB umeer 8760 cumBoinoB (35 040 Gaiir), pycckuit Tekct mmmHOM 1400
CJIOB, B CBOIO ouepens umeet 8674 cumBodna (34696 6aiit) B komupoBke UTF-32.

Kpunrocroiikocts anroputma RSA
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Puc. 2. H3menenue ckopocmu wugposarus 6 >(EKTUBHBIA ANTOPUTM  BBIIOJIHEHUS

3a8UCUMOCMU OM KOIUYeCmaa )3/108 (akropuzaun Ha J@HHBIH MOMEHT —
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(PUII). KpunroctoiikocTh ajiropurMa OICHHBACTCS BPEMEHEM, KOTOpoe Tpedyercs mis (akropu3anuud k-
6utHOTro yncna MmerogoM PUIl, koTopoe MOKHO OLICHUTD Kak:

exp(cto(1))k'*log'k,
rae ¢<2 — K03 UIHEHT KOTOPHIH, 3aBUCUT OT BEIYUCIUTEIIEHOW MOIITHOCTH KOMITBIOTEPA.

B cBf3M ¢ TOCTOSHHBIM POCTOM BBIYMCIWTEIBHBIX MOIIHOCTEH [UIA IMU(PAIUN HCIIONB30BANCS KIIOY
nmHOM 2048 6uT, uto pasHO (2247 — 617)-3HaunOMy umcny. Ha cerommsimmmii neHs Km0 muuHON 2048 GuT
ABJIAETCS KPUIITOYCTOMYMBEIM, JTsi €ro B3jioma notpedyercs 2,042-10% ner. K nacrosmeMy BpemMeHu SIBHO ObLI
B3JIOMaH JIMIIb Koy JuimHoi 700 Out, mpu sToM mpornecc 3ansul 11 mecsiieB coBMecTHo# padotsr 300-400
koMmmbioTepoB (2007 rox). Peann3oBaHHas cxema Tak e IMOBBINIACT KPUITOCTOUKOCTh B 7 Pa3 M UCKIIIOYACT
TONHBINA TepexBaT WHpopMannu, 4To moutd Ha 100% 3ammmmaer moik30BaTeNs, TaKk JKe€ eciau Oyaer
MIPOM3BECHA [TOIMEHA TTAKETOB JAHHBIX, TO MOJMyYaTeldh CMOXET JIETKO HANTH Opemib B 3amuTe, BeAb OH OyaeT
3HATh HOMEP y371a, B KOTOPOM IPON30IILIA IOJMEHA JaHHBIX.

AHanu3 pe3ylbTaToB, MIPEACTABICHHBIX B Ta0J. 1, TOKa3bIBAeT, YTO ONTHMAIBHBIM KOJIMYECTBOM Y3JIOB IS
3¢ PEeKTUBHOTO YCKOpeHUs HIM(POBaHUS MO AaHHOMY METOHy siBisieTcs 8-16 y3110B, MCIOJIB30BAaHUE KOTOPBIX
YCKOPSIFOT BbIUMCIieHHe Ha 42,5-52% OTHOCHTEIBHO CKOPOCTH IIU(pPOBAHHS HAa MEPCOHATHHOM KOMIBIOTEpE.
JanbHeilmee yBennueHHe y3J0B HE NPHIAET BECOMOTO YCKOPEHUS W MOXKET OBITh HMCIOJIb30BaHO JIHIIb IS
MOBBIIICHUS KPUNTOCTOMKOCTH. 3ammra OyJeT TMOBBIIIATECA MPSIMO MPOMOPIMOHAIBHO  YBEIUYCHUIO
KOJIMYECTBA y3JIOB, BEb OYAYT MOSBISATHCS HOBBIE ITAPHBIE KIIFOYH, KOTOPHIE TaK kK€ HYXKHO OyIeT B3JIaMBIBaTh.

Anroputm SHUFFLE namHoro OpicTpee, u BbimodHsieTcst 3a 0,0001 ¢ mist TekcTa TOYTH JTFOOOH JUTHHBI
(paccmartpuBancs Texct anuHOH 30 000 cuMBONOB W 3 IMKIAMH TMEpEeMEIINBaHUS), NMPH yYMEHBIICHUH WA
YBEJIIMYEHUN €T0 pa3Mepa Ha CKOPOCTh 3TO HUKAaK HE BIHUSET, BIUSET TOJNBKO Pa3psIHOCTh IIWHBI TAHHBIX
MUKpPOIIpOIeccopa.

Peanmzanus cxeMbl mapajuienbHOro mm@poBaHus BhIMONHEHAa Ha si3bike C# B cpene paspaborkm Visual
Studio. [Jlmst comocraBieHuss OykBaM X CHUMBOJAM YHCIIOBOTO JKBUBAJICHTA HCIOJNB30BAIUCH 3HAYCHUS
koaupoBkn UTF-32, mocne mmppoBaHus BBINONHSIIOCH oOpaTHOe npeoOpazoBanue B Base64String, nannas
(yHKOHMS TP KOHBEPTAIlMM HCIOJIB3YeT COIOCTAaBICHHE dYncenl ¢ cuMmBoiamu B koaupoBke ASCIL. Dto
T03BOJISIET MPOU3BOIUTH OJJHO3HAYHOE MPeoOpa3oBaHue Il MUGPANUH U AT PAITAH.

JlarHBIE HCCIeOBaHUS MOTYT OBITH MOJE3HBI B SKOHOMHUYECKOH cdepe. [IpennoxKeHHBIH anropuT™M MMeeT
MPUMEHCHHE TPH Tepefaye HOBOCTHBIX TEKCTOB, CEKPETHBIX JOKYMEHTOB, MPEIHA3HAYCHHBIX JUJIsI 3aKPBITOrO
kpyra nun [3]. 13-3a oTcyTcTBHs 3G QEKTUBHOTO MeToa I (paKTOpH3aLMK YUCeN JIMHON Ooubueit, yem 230
pa3psiioB, CrEHEPUPOBAHHBIC CIUHOXIBI KIIFOYM MOTYT HCIIOJNB30BATHCSA HA MPOTSKECHUU HECKOJIBKHX JIET, a

MOXKCT U ,HeCHTPIJIeTPIﬁ. Taxxe B 1F000H MOMEHT MOKHO MMPOU3BECTU 3aMCHY KJ'HO‘IefI, BKJIFOYCHHBIX B CUCTCMY.
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