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Kaxxmas ctpana mo ypoBHIO cBoero TOP B Tekymmii rox oToOpaskaeTcss KOHKPETHOU sTeHKOM Ha KapTe.
Sldeiikn ¢ OTMHAKOBBIMU KOOPIMHATAMH COIEPKAT CTPAHBI ¢ TOMOOHBIM cocTostHieM TOP. Uem nanplie Ha KapTe
KOOPZIMHATHI CTPaH, TEM OOJIbIIE OTIMYACTCS APYT OT APyra UX TEXHUKO-3KOHOMHYECKHI TIOPTpET.

3aki0ueHue

CoBpeMEeHHBIH 3Tall HAYYHO-TEXHUYECKOTO MpOrpecca XapaKkTepu3yeTcsl 3apoXKIeHHEM HOBOTO TeX-
HOJIOTHYECKOTO YKJIaza, Mo KOoTopsM, corytacHO C. ['1a3peBy MOHMMAeTCsi HEKOTOpasi COBOKYITHOCTh CO-
MPSOKEHHBIX TIPOU3BOJICTB, HAXOAIIMXCS IPUMEPHO HA OJHOM M TOM XK€ YPOBHE TEXHHYIECKOTO PA3BUTHS.
OnbIT MaKpPOIKOHOMHYECKHX HCCIIEOBAHUN TOBOPUT HE TOJIBKO O BO3MOKHOCTH, HO M O TUIOJJOTBOPHOCTH
UCTIONIb30BAaHMS MEKCTPAHOBBIX COIIOCTABJICHUH ISl OMYyYCHUS U KaYECTBEHHBIX, U JOBOJIBHO TOYHBIX KO-
JIMYECTBEHHBIX BBIBOJIOB, B TOM YHCIIE IPOTHO3HOTO XapakTepa.

CucreMHOE UCITOIb30BAaHHE MAaTEMAaTHKO-CTATUCTHIECKNX METOIOB, IPHEMOB U ITOKa3aTeNe B KOM-
IUIEKCE C MHTEJUIEKTYaIbHBIMH MOAX0AaMH 00ecneunBaeT Ha MPAaKTHKE BCECTOPOHHHUN aHAN3 SKOHOMHUYe-
CKUX SIBIICHUHA W TPOIECCOB, IMPOUCXOMSIIINX B COBPEMEHHOH 3KOHOMHUKE. HaydHO-000CHOBaHHEIA aHAN3
ABIsIeTCsl 0a30BBIM (DYHAAMEHTOM pa3pabOTKH CIEHAPUEB PA3BUTHS 3KOHOMHKH M CTPATETHH TOCYIapCT-
BEHHOTO PEryJIMPOBAHMS CTUXUHHO-PHIHOYHBIX IPOLIECCOB.

Hccnedosanue evinonneno npu gpunancosoii noodeprcke POOU (zcpanm Ne 16-29-12858).
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3AIIUTA UH®OPMAILIUU B BAHKOBCKUX CUCTEMAX
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bankoBcKas IeATeNbHOCTh BCETAa MMeENa TECHYIO CBA3b C 00pabOTKON M XpaHEHHEM OTPOMHOTO KO-
J4YecTBa KOH(PUICHIMANBGHBIX JaHHBIX. B mepByro odepenb 3TO JHWYHBIE AAaHHBIE Ka)XXKJOr0 KIHEHTA, MX
BKJIaJbl M BCE OCYIIECTBIISIEMbIE OIICPaLNH.

AOGCONIOTHO BCS KOMMepUecKass HHpOpManus, KOTopas XpaHUTCS u oO0padaThIBaeTCs B KPEIUTHBIX
OpPTaHM3aLMX, MOJBEPraeTCs PasiMYHBIM PHCKAM, CBS3aHHBIMH C BHPYCAMH, ITOJIOMKOW amlIlapaTHOTO
obecrnieueHns, cOOSIMHU OTIEPAIIMOHHBIX CUCTEM U T.II. Ho GONBIMHCTBO U3 3THX MpobdieM He CIOCOOHBI Ha-
HECTH KOKOH-THOO cepbe3Hblil ymepO. ExxenHeBHOE pe3epBHOE KOIMPOBAHHE TAHHBIX, 0€3 KOTOpOro He-
BO3MOJXKHa paboTa 000K WHPOPMAMOHHOW CHCTEMBI TPEATIPHUITHS, Oaromaps STOMy PUCK Oe3BO3BpaT-
HOH yTepu nHpOpMannu cBOIUTCS K MUHUMYMY. [ToMHMO TOTO, CymIecTBYIOT 1aBHO YK€ H3BECTHBIE CIIOCO-
OBl 3aIUTHl OT BBIIICTICPEUUCICHHBIX yrpo3. [103TOMy Ha mepeaHuil IIaH BBIXOIAT PHCKH, KOTOPHIE CBS-
3aHHBI C HECAaHKIIMOHMPOBAHHBIM JOCTYIIOM K KOH(GHUACHINATBHOW HH)OPMALIUH.

B Hacrosimee BpeMs BBLACIAIOT CIIEAYIOMUE TPOOIEMBI:

1. TIpoGmema yHWYTOXEHHS OaHKOBCKOW HH(MOpMAIMH, KOTOpas MOXKET OBITh BBI3BaHA, KaKOW-THOO TO-
moMkoit mn cbosmu 10, Tak U, HampuMep, CICUATFHBIMH BUPYCaMH, CIOCOOHBIMHU BBI3BIBATH COOM
orepanioHHON cuctemsl. [lorepn nHpopManuy u3-3a 3TUX (aKTOPOB CBOANTCS K MUHUMAIBLHOMY 3HA-
YEHHUIO C TIOMOINBIO €XETHEBHOIO PE3EPBHOTO KOMMPOBAHUS JaHHBIX, HOCTOsIHHOTO 0O0HOBIEeHUS OC 1
crenuaigbpHoro 3ammraoro I10.

2. TlpoGmema mckakeHHS OaHKOBCKOM MH(OpMAINH, KOTOpPasi TECHO CBS3aHA C YEIOBEUYECKUM (PaKTOPOM,
Ipru4eM B OOJBIIMHCTBE CIIy4aeB ¢ COOCTBEHHBIMH YEJIOBEUECKUMHE pecypcamu Oanka. llHorna camu co-
TPYAHUKH 0aHKA MOTYT CHeNaTh KaKylo-HHOYAb OMIMOKY IPpH KOTIMPOBAHUH WM TPAHCIIOPTUPOBKH JIaH-
HBIX, IPUTOM, OIINOKa OBIBAaeT, KAK HAMEPEHHOHW, TaK M aBTOMaTH4YecKoi. Pemaercs sta mpobnema c
TIOMOIIBIO THIATELHOTO O0TOOPA MEePCOHaa, KOTOPHIE MOMYYaloT AOCTYI K BaKHON MH(OpPMALIUH, aBTO-
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Ceknus 1: CucTeMHBIH aHATTN3, yIpaBieHne u 00padoTka HHPOPMAIIUN B SKOHOMHKE

MaTH3aLK MPOLECCOB BHECEHUS NAaHHBIX, NIM(POBAHUIO NAaHHBIX, a TAKKE KOHTPOJb 32 ICHCTBHAMH
PSLIOBBIX paOOTHUKOB CO CTOPOHBI MEHEKEPOB.

[Tpobnema nosyyeHus 6aHKOBCKOW WH(OPMAIMM TPETHHMH JIMIIAMH — 3TO camasi IJlaBHas yrposa s
0aHKOBCKOM CHCTEMBI, MPUBOAAIIAS K OOJIBIINM (HHAHCOBBIM NOTEpsM. Ha ceroqHsmHuil 1eHb MOTYT
OBITh IPIMEHEHBI HECKOJIBKO OCHOBHBIX CIIOCOOOB HECAaHKIMOHHPOBAHHOIO J0OCTYNa K OAaHKOBCKOW HH-
(dbopmarmu:

a) Joctyn x MecTy 06pabOTKH 1 XpaHEHUSI JaHHBIX. MOXKeT OBITh NOJIY4YeH, TAKUMH ITyTSIMH Kak
¢usnueckuii B3JI0M OaHKa, B3JIOM DJIEKTPOHHOIO XpaHWJMIIA WHPOpManuu (O4eHb pelKuii
cnyqaﬁ, €CJIM YUUTBIBATH CTCIICHDb 3allIUTBI TaKUX I/ICTO‘lHI/lKOB) 1 KpaXka JaHHBIX C IOMOIIbIO
9JIEKTPOHHBIX HOCHTEINeH nH(pOpMai caMuX paOOTHUKOB OaHKa.

b) Coznganue U UCIIOIB30BAaHKUE PE3EPBHBIX Komuii. JlocTyn K KonusM HHPOPMAIMOHHBIX OJIOKOB
HE TaKoH CTPOTWH, 4eM JOCTYIl K CAMHUM HOCHTENSIM HH(OpMalnH, KOTOPBIE B Cilydae HeI00-
pPOTO yMBICIIA MM KaKOW-JINOO OIMOKM MOTYT OKa3aThCs B PyKax MOIIEHHHKOB. B MupoBoii
NPaKTHKe ObUIO OOJIBIIOE KOJMYECTBO CIIyYaeB KPaXKd ACHEKHBIX CPEACTB MMEHHO Onaronaps
TIOMOIIY PE3EPBHBIX KOMUI HHPOPMALOHHBIX OJIOKOB.

c) HecaHKIIMOHUPOBAHHEIH JOCTYI CO CTOPOHBI PaOOTHUKOB OaHKa. DTO caMBId BEPOSTHBIA U
HauboJIee YacThIi Cr1oco0 moTepr 0AHKOBCKON HH(OPMAITHH.

3amura GaHKOBCKOH MH(OpPMAIMU OT YTEYKH M PasralleHHs TPETHUM JIHIaM MPOU3BOAUTCS NPH

MIOMOIIX CIIEYIOUINX HHCTPYMEHTOB:

1.
2.

Nk

el

Hanexuoe crenuansaoe [10.

[Tporpammsbl 1 3aLIUTHI OT aTak BUPYCaMU U APYTMMH BPEIOHOCHBIMH IPOrPaMMaMH - aHTUBHPYCHOE
I10.

Crporwuii 0TO0p ¥ KOHTPOJIb 3a IIEPCOHATIOM, KOTOPBIH UMEET AOCTYI K OAaHKOBCKOW MH(OpMAITUH; pa3-
JIMYHBIE YPOBHH JOCTYTIA.

Cucremsl criocoOHbBIE PACIIO3HATH MTOJIB30BATEIS.

[IporpamMmeI crienuaabHOTO MUPPOBAHUS HHPOPMALIUH.

ITpumeHneHne MeXCeTeBbIX SKPAHOB.

3amuTa 0T GU3NIECKOTOo rpadexa.

C OMOIIIBIO TPOTPAMMHBIX CPEJICTB MOXKHO PEAIN30BATH CIECAYIOIINE CIIOCOOBI 3aIIUTHI:
Kpunrorpaduuaeckoe npeodpazoBanue win npocto mmdposanue nHGopMaImy. HanbojIee pacmpocTpa-
"HeaHeiMu MeTomamu cumrtarorca DES m RSA. DES — DATA ENCRIPTION STANDART — stoT
CcTaHmapT MWU(PPOBAaHHUA NAaHHBIX pa3paboTaHHBIN (pupmoit IBM mns coOCTBEHHBIX HYXI, HO TO3THEE
craBmmit ocHOBHBIM craHnaprom CIIA. Anroputm DES odeHps gacTo MCHONB3yeTCSI BO BCEM MHUPE TaK
KaK SBISIETCSI OTKPBITHIM. OH JIOBOJIBHO-TAKHM MPOCTOH [UIl OHMMAHMS M MCIOIB3YET METOJ 3aIlnThI,
OCHOBaHHBIH Ha KJIFOUE M IPH 3TOM HE 3aBHCUT OT CTENCHU «CEKPETHOCTH» anroputMma. RSA — cuura-
eTcs caMbIM INEPCIEKTUBHBIM METOIOM Ha JITaHHBIH MOMEHT, T.K. OH He TpeOyeT mepenadn Kioda s
mmgpoBaHUs APYTUM Tonb3oBateneM. Kpunrorpadudaeckoe mpeodpa3oBaHne JaHHBIX OCYIIECTBILIETCS C
MIOMOIIBIO TIEPBOTO OTKPBITOTO KIFOYA, & BOCCTAHOBJIECHHE JIAHHBIX MPOMCXOIUT BTOPHIM YK€ CEKPETHBIM
ki1r090M. OCHOBHBIM IpMeHeHHeM RSA Ha 1aHHBII MOMEHT SIBIISIETCS 3AIIIUTa IEKTPOHHOTO JOKYMEHTO-
obopota. B kauectBe mpumepa MoxxHO TpuBecTH mpotokon SSL (Secure Sockets Layer), KoTopblit TapaH-
THpYyeT 0e30macHyIo mnepenady nHpopmanuu mo cetd. SSL koMOMHHpYeT Kpunrorpadudeckoe mudpoa-
HHE C OTKPBHITBIM KIIFOYOM M OJIOYHBIM MIM(POBaHWEM JAHHBIX. EIMHCTBEHHBIN HEZOCTATOK alropurMa
RSA 510 TO, 9TO OH HE MOITHOCTHIO U3Y4EH U HeNb34 AaBath 1 00% rapaHTHrO ero HaJeKHOCTH.
AyTteHTn(UKaIuUs M0JIb30BaTENEH WM MTPOBEPKa Ha MPABIIBLHOCTh BBEJCHHBIX IOJIB30BATENEM PETUCT-
PalMOHHBIX JAHHBIX NPH BXOJIE B CHCTEMY. B OCHOBHOM HCIONIB3yeTCS AJIsl IPUHYAUTEIBHOTO MpUMe-
HEHUS M30MpaTeNbHBIX NpaB JOCTyNa K MH(OPMAIOHHBIM pecypcaM M MOJIy4eHHHU NpaB Ha BBIIOIHE-
HHUE KaKUX-JIH00 olepanuii B CHCTEME.

Pasrpanutdenne npaB ¥ IPUBUIIET U TTOTB30BATENEH Ha TOCTYI K OAHKOBCKUM MH(OPMALIIOHHBIM PECYpCaM.
KoHTposbs 11e7I0CTHOCTH TaHHBIX, aHTUBUPYCHAsS 3aIIUTa, ayAWT WM. IPOCMOTP IESTENBHOCTH MOJIb30BaTe-
neit u 110, paboTaronyx B CHCTEME ITyTEM PErMCTPHPOBAHUS ONPEICIICHHBIX COOBITHI B CHCTEMHOM >KypHa-
J1e 0E30ITaCHOCTH, @ TAK)KE BBITIOJHEHHE OIPE/ICIICHHBIX OTBETHBIX ACHCTBHIA MM 3alIPEIICHNE BBITOTHEHMSI.
Habmonenne 3a paboTOCIIOCOOHOCTBIO KOMITIEKCOB 3aIIMTHI IAHHBIX, KaK MIPOTPAaMMHBIX, TaK W ara-
PaTHBIX WM pean3alisi CPEICTB KOHTPOIS M YIPABICHNS MEXaHU3MaMH 3alllUThl CHCTEMBI, 00ecIen-
BaroIEeil 0E€30IMaCHOCTb.

PezepBHOE KONMpOBaHUE MH(GOPMAIMHN U B TIOCIIEICTBUN €€ BOCCTAaHOBJICHHE.
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7. Bpanmmayap (firewall) - cucrema M KOMOMHALIUS CHCTEM, KOTOpasi CO3MIAET 3aIUIAIONINI Oapbep MEKITY
JIBYMSI TUTH OOJTBIIIFIM KOJIFTYECTBOM CETEeH U TPEIOTBPAIIAIONIAI BTOP)KEHHE B YaCTHYIO ceTh. Firewall st mc-
TIOJIB3YIOTCS KaK BUPTyallbHBIE Oaphephl VIS epeiady IIaKeTOB TaHHbIX M3 OTHOW CETH B APYTYIO.

CambIM OOJBIIMM HEJOCTATKOM CHCTEM 3allUThl, CKOHCTPYHMPOBAaHHBIX HAa OCHOBE TOJBKO IIPO-
TPaMMHBIX KOMIUIEKCOB, CYUTAETCs] BO3MOYKHOCTD MX aHAJIM3a MPH HECAaHKIMOHMPOBAaHHOM JocTyne. Vcxo-
JI1 U3 3TOTO HENb3sS MCKIIOYUTH BO3MOXKHOCTH Pa3pabOTKH CIIOCOOOB, KOTOPBIE MOTYT HPEOJONIETh KOM-
IUIEKCHI IPOTPAMMHBIX CPEJCTB 0OecneueHns! 0€30MacHOCTH WM €r0 MOIU(HKAIHH.

Hecmotps Ha Bo3pocimii ypoBeHb HH(GOPMAIIMOHHBIX TEXHOJOTUH, KOTOPbIE MMO3BOJIAIOT HE CaHK-
IIMOHMPOBAHHO IOJYYaTh JOCTYN K OAHKOBCKOM MH(OPMAIMN, COBPEMEHHBIH PBIHOK MOXET MPEATI0XKUThH
Hambonee 3(pQeKTHBHBIE W HANEKHBIE CIIOCOOBI 3aIIUTHl OAHKOBCKUX IAHHBIX, COBEPIICHCTBYIOIIUECS C
0OJBIION CKOPOCTHIO HE YCTymHaromieil MHCTpyMeHTaM B3noma. ObecriedeHne MHPOPMAIMOHHON Oe3ormac-
HOCTH — 3TO OJIHA M3 CaMbIX aKTyaJIbHBIX NMPOOJIEM, Kacaromasics KaXI0ro 0aHka, B KOTOPOE BKJIAbIBACTCS
OTPOMHOE KOJIMYECTBO PECYPCOB.
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MamrHoctpoutenbHbli KoMIUieke Poccuiickoin Denepaliuu sBIs€TCs TIIaBHON OTPACIBIO MPOMBIIII-
JICHHOTO TMPOU3BOJCTBA. [10CKOIbKY MAaIIMHOCTPOSHUE HE TOJIBKO OXBATHIBACT Pa3jIMYHBIC OTPACIH IPO-
MBIIUIeHHOCTH (cM. puc. 1 [1]), HO m BiMsAET Ha pa3BUTHE IPYTUX chep XO3THCTBEHHOHN NESATEIHHOCTH, a
MPOJIYKIHUS MAIIMHOCTPOCHHUS HTPAET TIIABHYIO POJIb B MPOLIECCE Pealii3allii MHHOBALMOHHBIX IOCTHKCHUH
COBPEMEHHOT0 HayYHO-TEXHHUYECKOTO MpOorpecca CTpaHbl.
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Puc. 1. CtpykTypa npoayKnuy MantmHOCTPOUTEIIEHOTO KoMIuiekca Poccun

CornacHo nuarpamme, MpeCTaBlICHHOW Ha PUCYHKE |, IIIaBEeHCTBYIOIEE IOJI0KEHHUE CPEeIH OTpac-
JIe TIPOMBIIUIEHHOCTH 3aHHMaeT aBromobmnectpoenue (31%). Jlannas rpymia B HACTOSIINIT MOMEHT CO-
crasisieT opsaka 1% BBII u ob6ecnieunBaet okoio 400 TeIC. paboYuX MeCT Ha MPEIIPUATHIX.

Kpome Toro, HanboJbmii BKIA B IPUPOCT MPOU3BOJCTBA MAIIMHOCTPOUTEIILHOTO CEKTOPa BHECIIO
TpaHCIIOPTHOE MarmuHocTpoeHne (58,8% ot o0mero odbeMa MpUpOCTa), W, MPEXKAE BCET0, aBTOMOOMIIE-
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