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Abstract. The article is devoted to issues of development of the informational complex for
simulation of functioning of the security system elements. The complex is described from the
point of view of main objectives, a design concept and an interrelation of main elements. The
proposed conception of the computer simulation provides an opportunity to simulate processes
of security system work for training security staff during normal and emergency operation.

1. Introduction

Safe functioning of the industrial facility cannot be possible without creation of a security system.
Usually, an automated systems execute the management of the security system. Such systems
presuppose the presence of people [1, 2]. In this case, the security staff should perform competent and
prompt actions, because it defines the capabilities of the system to resist threats.

Objectives of the security staff are: to observe the operation of facility, to react to alarm signals, to
manage the response forces for capture of adversary. Training of the security staff is necessary to
increase the protection level of an object [3]. However, such kind of trainings on the basis of the real
security system are impossible. Depending on the field of activity of the staff, different training
methods can be implemented. It can be consideration of technical and legal documentation, operation
of specialized stands with technical equipment. But, the best complex training can be implemented
using integrated electronic training devices that are based on modern modelling technologies. These
training simulators can be formed as specialized computer workstations [4]. Its features are only
limited by assigned tasks.

2. Basic elements of the analytical complex
The informational complex is considered as a computer-based workstation that simulates an
interaction between an attacker and a security system of the object, where both sides are controlled by
the users. The automated workplace simulates functions of security systems to provide training
opportunities for a training staff.
Main objectives of the complex are:
» training of skills of the operators of the control center;
» formation of abilities to observe and analyze the information by the security system staff;
* learning the decision-making methods caused by an unauthorized activity.
Work of the complex is based on the simulation of interaction "attacker - security system" with
regards of characteristics of both [5]. The main functions of the complex are performed by a special
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software. It stores and archives data, executes algorithms, makes a connection between units and a
fundamental mathematical model, visualizes the processes.

The software configuration is designed in the form of target blocks - units, which are allocated
according to the performing tasks [6]. The units operate data that are represented by embedded or
customer databases. Core units are presented in Table 1.

Table 1. Basic units of the analytical complex
Function Name of unit

1 First level “Static”” model

Construction Unit

Description of basic characteristics of the object and Evaluation Unit

the attacker

2 Second level “Dynamic” model

: : . . Imitation Unit
Performing of interaction algorithms

3 Third Level Visualization Visual Unit
Displaying of the object, events and interface Interface Unit
4 Support Service

. X X Information-analytical unit
Legislative and methodical maintenance

Constructive, evaluation and imitation units are the basis blocks of the complex. The first two are
responsible for the imitation of the first level model — a “static” model. At this level, a user describes
basic characteristics and the infrastructure of the object, for example: features of an object, properties
of engineering and technical means of a security system etc. In addition, a user defines the general
characteristics of both sides: the number of response forces and attackers, their “tactics” etc.

The imitation unit is responsible for the second level of the simulation. This level is determined by
dynamic parameters of the model. At this stage, interaction algorithms of elements of the first level
model are defined. Examples are the implementation of different “tactics” and versions of scenarios
for response forces and attackers; the influence of an intruder; simulation modeling within an
emergency situation etc.

The visual unit presents the third level of the simulation. Its function is to display the prototype of
an object and events in a form that is convenient and realistic for a user. Another purpose is to
visualize a graphical user interface. Along with the interface unit, the visual unit maintains a
connection between a user and resources of the analytical complex [7]. The interface unit
administrates a software interaction between databases and units. It is also responsible for linking
organization of hardware, which is combined into an automatized workplace.

Visualization of security systems pursues a number of objectives. In turn, the computer simulation
gives the ability to display the object of research as a combination of elements and their properties. In
forming the initial requirements to the model of an object with considering the possibility of
subsequent visualization, it is logical to determine the levels of detailing and connections of the
visualization and computational parts of the model.

Imaging techniques in varying degrees are based on source data of the model. When forming the
functional part of the security system model, its visualization is possible through the following
options. The option one is when two separate units: visual and evaluation, are connected only at the
logical level and their purpose is demonstration. An alternative option is a more "dense" interaction of
the model elements and connections, up to the use of additional methods and visualization techniques.

In case of simulation of security systems, the "interactive environment' is in the spotlight. It is
focused on computational models of physical and technical parameters of the technical means,
response forces and variants of their complex interaction. Related tools provide construction activity at
the information and documentary level that extends the functionality of such an environment. And the
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presence of a well-prepared graphical database converts this model in the framework of the
environment at a significantly different level.

The information-analytical unit is responsible for informational support of the analytical complex.
It is reference-methodical maintenance and a legislative and regulatory framework related to the
operation and the construction of the security systems [8]. This unit presented as a database consisting
of documentation related to security systems. It is an interactive documentary search engine to quickly
find the desired information using a variety of filters. Besides, a user can add, remove and change the
stored information. Extra tools for work represent analytical functions with the evaluation unit. This
unit also allows choosing the modes of operation of the analytical complex depending on the demands
in training of several types of the staff of the security systems.

3. Data sour ces

The databases form a resource base for describing parameters of the object and interacting elements.
In general, databases are considered as systematized and categorized data. Their purpose is
information support of the organization of the simulation process. Databases consists of numerical
characteristics, independent or combined parameters as well as graphical and other elements of
visualization. One or few units can use multiple elements of the databases.

Additional plug-resources - custom databases also can be used [9]. They give the opportunity to
upload and download data for special calculations. An identical opportunity is presented for working
with graphics and algorithmic resources. This greatly expands capabilities of the system as a whole.

All the data used by the informational complex are shown in Table 2 [10].

Table 2. Primary data sources

Type Name Description Parameters
Attacker characteristics of outside adversary - number;
Active - qualification;
members Guards characteristics of response forces - type;

- equipment etc.

- characteristics of standard
objects;
- targets (object of defense);

Object description and features of secure . i
object for simulation purposes - operation mode;
- threats;
Description of - operation mode;
the object - site area parameters etc.
- type;
Barriers . ) - time of delay;
And parameters of engineering and - triggering probability;
Sensors technical means of security system — _ (.0 gth and durability

- location etc.

- information support;
Library legislative and regulatory - fragmentary and full text
framework, supporting assistance =~ documents;
- visual material etc.

Support ST
pp - primitives and elements of
Media video, sound data, graphical graphical maintenance;
primitives - video elements;

- acoustic elements etc.

A user can perform different types of training. He can observe and analyze data from video
surveillance and sensors, performing a role of an “operator of the security system”, while the other is
trying to disrupt the facility as an attacker. An expert mode allows a synchronous organization up to
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four roles. Active Members are an “operator of the security system”, an “attacker” and “response
forces”. Passive participants are “observer experts”. The number of participants of the “training”
determines the maximum number of personal devices.

The minimal configuration of the complex can be formed as a personal device. It is enough for
training of the operator of security systems. The automatized workstation is organized with the
simultaneous operation of the server and client parts of the complex.

The local configuration of each of the personal devices includes a specialized software, the
subunits of the security staff and the adversary, the data on engineering and technical means [11, 12].
Thus, each workstation is a separate system and can be used independently from other workstations.
The interaction between the users and subsystems of the instructor and the operator is implemented
through the appropriate interfaces. The considered configuration suggests the possibility of a separate
and independent work in training.

4. Conclusion

As a result of the work, the conception of the informational complex to simulate the work of security
systems is developed. The proposed set of the core units enables modelling of a security system, and
then, on this basis, performing the functioning of the used engineering and technical means. Thus, this
allows one to simulate the interaction “attacker — security system”. This development can be used for
training of a security staff, effectiveness evaluation of used engineering and technical means.
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