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A  co m p reh en siv e  th rea t a ssessm en t co n sid ers  ac tual, in h eren t, an d  po ten tia l 
th rea ts . T he  A n sh a r R a d ia tio n  S ource  C a lib ra tio n  L ab o ra to ry  an d  N a tio n a l R e p o s i­
to ry  (R S C L ) is a  h y p o th e tica l fac ility  w h ich  has b e en  ad ap ted  fo r th is  re sea rch  and  
is lo ca ted  in  an  in d u stria l a re a  n e a r an  in te rn a tio n a l a irp o rt ou tsid e  o f  a  c ity  w ith  a  
p o p u la tio n  o f  750 ,000 .

T he  in d u stria l a re a  is u sed  fo r p ro cess in g  an d  p ack ag in g  th e  m a in  expo rt 
p ro d u c ts  fo r th e  country . T h ere  are severa l res id en ces  an d  ap artm en t b u ild in g s lo ­
ca ted  w ith in  ap p ro x im ate ly  300 m  to  the  so u th w est o f  th e  R S C L . T h ere  is a  s ig n if­
ican t am o u n t o f  c rim in a l activ ity  in  th e  g en era l a rea  a t n ig h t as rep o rted  b y  th e  s e ­
cu rity  fo rces, due to  its lo ca tio n  an d  p ro x im ity  to  v a rio u s  co m m erc ia l p roperties . 
O n  av erag e , th e re  are five  cars s to len  p e r y e a r  o r  v a n d a lized  in  th e  im m ed ia te  v i ­
cin ity . T o  tack le  th is  co n cern , sta te  ac to rs co n d u c t co m p reh en siv e  an d  c red ib le  
th rea t a ssessm en ts  fo llo w ed  b y  ap p ro p ria te  ac tio n s to  im p ro v e  rad io lo g ica l se cu ri­

ty.
T h rea t a ssessm en t is th e  p rac tice  o f  d e te rm in in g  th e  c red ib ility  an d  v a lid ity  o f  

a  po ten tia l th rea t, an d  to  ack n o w led g e  th e  p ro b ab ility  th a t th e  es tim ated  th rea t can  
be  ac tiv a ted  in to  rea lity . T h is  s tudy  an a ly zes  a  h y p o th e tica l rad io lo g ica l resea rch  
o rg an iza tio n  u sin g  m o d e lin g  too ls. T he  re sea rch  ev a lu a tes  th ree  (3 ) fac ilitie s  at the  
rad io lo g ica l o rg an iza tio n  and  th e ir  P h y sica l P ro te c tio n  S y stem  (P P S ) to  assess  p o s ­
sib le  en tran ces an d  d iversion . T he  th ree  (3 ) m a jo r fac ilitie s  b e in g  co n sid ered  fo r 
th is  re sea rch  a t th e  R S C L  are  th e  C a lib ra tio n  L ab o ra to ry  (F 1), th e  N a tio n a l R e p o s i­
to ry  (F 2), an d  th e  In te rim  S to rage  fac ility  (F3). T he  b u ild in g s a llo ca ted  fo r these  
fac ilitie s  are  s tra teg ica lly  sp aced  fro m  each  o th e r to  a llo w  effec tiv e  tran sfe r  o f  m a ­
te ria ls  and  also  to  su p p o rt ro u tin e  secu rity  resp o n se  concerns.

T he  site  secu rity  p lan  p rep a red  by  th e  s tak eh o ld ers  has co n sid ered  th e  n eed  
fo r p e rio d ic  th rea t a ssessm en t to  be co n d u c ted  to  supp o rt the  resp o n se  te a m  an d  
m a in ta in  e ffec tiv e  secu rity  onsite . T h is  co n d itio n  w ith  in itia l p ro b ab ilitie s  o f  a d ­
v e rsa ry  a ttack  as 0 .26 , 0 .15 an d  0 .42  lead s th e  scenario  in to  a  sta te  o f  v a ry in g  
p ro b ab ilitie s  o f  th rea t a t th e  th ree  (3 ) fac ilitie s  b e in g  co n sid ered ; F 1 , F 2  an d  F3 r e ­
spectively . T he  re sea rch  con d u cts  severa l rep e titiv e  runs o f  the  th rea t a ssessm en t 
p ro cess  u s in g  th e  m o d e lin g  to o ls , b y  co n sid erin g  d iffe ren t resp o n se  e lem en ts  th a t 
co u ld  p o ten tia lly  be ad d ed  to  th e  d e sig n  to  rea ch  the  d esired  resp o n se  m arg in  and  
overa ll sy s tem  e ffec tiveness . A fte r  th ir te e n  (13 ) s im u la tio n  ev en t tria ls , a  steady  
sta te  is reach ed  w ith  final p ro b ab ility  o f  ad v ersa ry  a ttack  v a lu es  as 0 .60 , 0 .09  and  
0 .14  fo r fac ilitie s  F 1 , F 2  an d  F3 respec tive ly . T he  severa l tr ia ls  co n d u c ted  and  the 
s teady  sta te  reach ed  serves as a  gu ide  fo r fac ility  m an ag ers  to  ack n o w led g e  an d  d e ­
te rm in e  th e  reso u rces req u ired  to  con tro l ad v ersa ry  a ttacks a t the  v a rio u s  fac ilitie s  
co n sid ered  a t the  n u c lea r o rgan iza tion .
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