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W ith  the  increase  in  the  ap p lica tio n  o f n u c lea r te c h n o lo g y  a ro u n d  the  g lobe, 
th e re  is a  n eed  to  in stitu te  p red ic tiv e  an d  p ru d en t m easu res a t n u c le a r an d  rad io lo g 
ical fac ilitie s  an d  ac tiv itie s  to  ad eq u a te ly  an d  e ffec tiv e ly  p ro tec t th e ir  m ateria ls  
fro m  in c id en ts  an d  adversaries.

T h is  im p lies  th a t th e  h u m an  fac to r an d  secu rity  cu ltu re  as d e fin ed  by  the  I n 
te rn a tio n a l A to m ic  E n e rg y  A g en cy  (IA E A ) in  th e  N u c lea r S ecu rity  S eries N o . 7, 
p lay s a  c ruc ia l ro le  in  the  en tire  n u c lea r secu rity  a rch itec tu re  o f  any  o rg an isa tio n  o r 
state. P h y sica l P ro te c tio n  S ystem s fo r n u c lea r fac ilitie s  and  rad io lo g ica l sou rces are 
d esig n ed  to  p ro tec t an d /o r p rev en t p o ssib le  m alic io u s  acts.

T he  d ynam ic  s ig n ifican t th rea t en v iro n m en t has ev o lv ed  su ch  th a t, re ly in g  on  
th e  p e rc ep tio n  th a t c e rta in  n u c lea r m ate ria ls  are se lf-p ro tec tin g , c an  lead  to  the  
sabo tage  an d  u n au th o rized  rem o v a l o f  fac ility  asse ts  by  insiders. T hese  asse ts  are 
m an n ed  b y  m an ag em en t m em b ers  an d  em p lo y ees w h o  are tra in ed  and  tru s ted  to  
m a in ta in  p ro ced u res  an d  p rac tices req u ired  fo r the  ro u tin e  o p e ra tio n  an d  d e v e lo p 
m en t o f  th e  asso c ia ted  fac ilitie s  an d  activ ities.

T he  m eth o d o lo g ica l ap p ro ach  u tilized  in  th is  re sea rch  as a  p red ic tiv e  po ten tia l 
in s id e r m odel adap ts in itia l d a ta  fro m  th e  th rea t g ro u p  tab le  o f  the  h y p o th e tica l fa 
c ility , A n sh a r  R a d ia tio n  S ource  C a lib ra tio n  L ab o ra to ry  an d  N a tio n a l R ep o sito ry  
(R S C L ).

T he  in itia l s ta te  v e c to r v a lu es  ad ap ted  fro m  the  th rea t g ro u p  tab le  w ith  a  h igh , 
m ed iu m  an d  lo w  po ten tia l in s id e r a ttribu te  an a ly sis  are; 0 .4 2 %  0 .3 3 %  an d  0 .25%  
resp ec tiv e ly  o f  th e  em p loyee  p o p u la tio n  at R S C L .

T h is  m eth o d o lo g y  is d esig n ed  to  q u an tify  th e  lik e ly  o u tcom e o f  an  im p le 
m en ted  in te rn a tio n a lly  reco m m en d ed  secu rity  cu ltu re  m o d el to  gu ide  m an ag em en t 
o f  n u c lea r an d  rad io lo g ica l fac ilitie s  in  p rev en tin g  sabo tage  an d  th e ft at n u c lea r and  
rad io lo g ica l facilities.

O v e r  a  20  y e a r  p e rio d  (ie. tria ls), in v o lv in g  an  annual In te rn a tio n a l A to m ic  
E n e rg y  A g en cy  (IA E A ) reco m m en d ed  se lf-a ssessm en t o f  the  fac ility  secu rity  cu l
tu re , a  s tead y  sta te  o f  0 .38% , 0 .3 5 %  an d  0 .2 7 %  o f  the  em p lo y ee  p o p u la tio n  in d i
ca tin g  a  fa irly  b a lan ced  secu rity  system .

T he  o b ta in ed  steady  sta te  w ill a id  th e  m an ag ers  o f  R S C L  to  ack n o w led g e  and  
m ak e  th e  n ecessa ry  ch an g es to  the  k n o w led g e  tra in in g  d ev e lo p m en t o f  p e rso n n el, 
th e  co n tro lled  au th o rized  access g ran ted  to  the  em p lo y ees  a t v a rio u s  d iv is io n s o f  
th e  fac ility  an d  con tro l the  leve l o f  au th o rity  g ran ted  to  the  em ployees.
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