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Annotation
Nuclear technologies currently in use are characterized by systems with features that
ensure the security of radiation materials at facilities. Radiation security
recommendations have been developed by international organizations and expects but
these documents do not take into account functional features of security systems in the
State's territory. Models have been developed and used in nuclear facilities but a little
has been done in terms of radiological facilities thus, there is a need to develop effective
security system models for radiological facilities. Regulation requirements cover an
incomplete list of possible scenarios for the realization of project threats. Possible
solution to the challenges in assessing the level of the nuclear security at a nuclear
facility is by modeling of security system processes. The work is devoted to the
development and creation of an analytical investigative model to effectively secure
radiological facilities considering the impact external influence during an event of
unauthorized actions. Assessment of external adversaries that might attack a
radiological facility was made in order aid in designing effective physical nuclear
security for radiological facilities. In the construction of the analytical model, the
recommendations of international organizations and existing experience of physical
nuclear systems procedures were taken into account to develop adversary sequence
diagram. The modeling process combined adversary sequences diagrams to visualize
the possible paths an external adversary may employ to attack a radiological facility,
estimate of adversary sequence interruption model to determine the overall probability
of interruption value of a physical nuclear security system. The model also analyzes
risk associated to the radiological facility considering various probability of attack.
Improvement strategies was developed and applied to the analytical model to obtain
effective physical security regime for the radiological facility as result. The analytical
model demonstrates that the chance of interrupting an external adversary has
significantly improved which implies that an attacker is more likely to be detected and

interrupted as a result of the improvement strategies. The reduction of the risk value



associated with the hypothetical radiological facility indicates that the reliability of the
established security system is enhanced.

This analytical model demonstrates an effective physical nuclear security regime for
radiological facilities and when appropriately applied to a radioactive facility; this study

can assist in making critical decisions about security.



