5. Conclusion

The algorithm of determination the hydrogen ions saturation levakes
possible to standardize the assessment methods of the soikveH dnd soil
resistivity, to simplify and speed up the preparation ofdbeice to measurement,
and to reduce the subjective factors influence on the measureomshicted.

Wide application of these methods in the devices for estimatiothe soil
corrosion activity and the effectiveness of the cathodiceptiain equipment will
reduce labour and material costs on the diagnosis and maicgéeofthe pipelines,
identify areas of the corrosion risk and develop recommamgafor additional
preventive measures to protect the pipelines.

References

1. Namackun b.b. Dxexrpoxumust / b.b. lamackun, O.A. Tlerpwmii, [ A. Lupnua. 2e w3a., ucrp. u
nepepad. M.: Xumus, KonocC, 2006. 672 c.

2. ViBanoB FO.A. AcIeKThI pa3BUTHS U IPUMEHEHHUS DIIEKTPOAHATUTUYECKUX chcTeM // Marepualisl
CHMITO3MYMa ¢ MEKIYyHAPOIHBIM ydacTueM «Teopus U MpakTuKa dIeKTPOAHATHTHICCKON XHUMHUN»
(Tomck, 13-17 cenrsopst 2010 r.). Tomck, 2010. 185 c.

3. Bacunbes B.I1. Asasmrnueckas xumust. B 2 ki, KH. 2. ®U3UKO-XUMHUYECKUE METO/IbI aHaAIN3a;
Yueb. A cTya. BY30B, 00y4aromUXcsl 10 XUMUKO-TEXHOI. Crel. 2-e u3A., nepepad. u gom. M.:
Jlpocda, 2002. 384 c., un. C. 179-181.

4. Xuwxuakos B.M. IlpotuBokoppo3noHHas 3ammra OOBEKTOB TPYOONPOBOAHOTO TPaHCIOPTa
Hedtu u raza. Tomck: M3a. TITY, 2005. 15%.

Scentific adviser: V.V. Korobochkin, Professor of TPU; linguidtic adviser: T.S Mylnikova, senior teacher
of TPU.

D.S Kozhevnikov, N.P. Shatilov
Tomsk Polytechnic University

Hardwar e and softwareimplementation of telecommunication systems
components

Hardware implementation of telecommunication systemsnpoments is
currently considered to be of great interest for researchersl@reopers since this
implementation can be faster than software implementalenertheless, software
implementation sometimes can be more flexible and easily dethudégete that
numerous telecommunication components are implemented in theofofhard”
logic, and hardware implementation of high level telecomnatioic protocols is
being investigated. Therefore, clear criteria to evaluateftaetiweness of hardware
implementation versus software one. In this paper, therieriselected are time and
speed of input data processing. The preliminary resultgadfiating the effectiveness
of hardware implementation as the components of the telecoroatiom system are
shown.

In particular, since security of information transmitted roeemmunication
channels is of current importance in today's world, the pa@mines the possibility

of hardware encryption. U.S. Standard DES is chosen as gp#&an algorithm.
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In 1972, the National Bureau of Standards (National Bucd&tandards, NBS)
initiated a program for protection of communication lines emchputer data. One of
the goals of the program was to develop a single, standard agplag algorithm.
To develop the product the following basic requirements werde met: the
algorithm must be tested and certified, easily accessblé various cryptographic
devices using the algorithm must interact. Thus, the enorypiigorithm DES (Data
Encryption Standard) was designed.

DES is a block cipher that transforms the plaintext da4blit blocks. The 64-
bit plaintext block is applied to the algorithm input and th@wouis removed from a
64-bit block of ciphertext. Note that DES is a symmetrgoethm, i.e. the same
algorithm and key are used for data encryption and decryptioafefar small
differences in the use of the key).

The key length is 56 bits. The key is typically représerby a 64-bit number,
however, every eighth bit is used for parity checking argligrniored. The parity bits
are the least significant bits of the key bytes. AccordinBES, the key, which may
be any 56-bit number, can be changed any time. Neverthelgssalseey humbers
are known to be weak in terms of stability of the cipherd®the initial value in the
encryption algorithm is split into two halves, and each of hiadves moves
independently. The vector one half of which consists of @mel the second half of
zeroes may serve as an example. In this case, the sgne used for all stages of
the algorithm. The main operations in the algorithm are peatioatand diffusion.
Figure 1 shows a diagram of DES algorithm.

The key length is 56 bits. The key is typically represented By-bit number,
however, every eighth bit is used for parity checking andigrisred. The parity bits
are the least significant bits of the key bytes. AccordinBES, the key, which may
be any 56-bit number, can be changed any time. Neverthelessalseey numbers
are known to be weak in terms of stability of the cipher kehagnitial value in the
encryption algorithm is split into two halves, and each of hiadves moves
independently. The vector one half of which consists of @mel the second half of
zeroes may serve as an example. In this case, the legyms used for all stages of
the algorithm. The main operations in the algorithm are peatioatand diffusion.
Figure 1 shows a diagram of DES algorithm.
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Fig. 1. DES algorithm

The DES algorithm was implemented with the hardware orf-B@A Cyclone
Il Starter Development Board of Altera (Fig. 2).

Fig. 2. Exterior of the Cyclone Il Starter Development Board

FPGA technology is widely used and based on the multiitasummation
blocks (in particular, signal processing and DSP), and logesdaisually based on
truth tables of corresponding functions), and their switching yRjtsThe FPGA
technology is commonly used for signal processing and itstactinie is more
flexible than that of CPLD, as an example. Program for FP&8tared in shared
memory which can be made both on the basis of volatile SR (the program is
not retained if the power supply of the chip fails), and on the ldisi®n-volatile
memory cells of Flash-jumpers or antifuse (the prograsaised when the power
supply fails). If the program is stored in volatile memagyery time the circuit is
switched on it is to be reconfigured with a bootloader, whaghlie embedded in the
board based on FPGA. Slower digital signal processors eamséd as alternative
FPGA, however, research in the use of such processors witivdr@ encryption are
beyond the scope of this paper.
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In addition to hardware implementation, software implentanteof the DES
encryption has been developed. The corresponding program washwmit@ + +
using the integrated environment of Microsoft Visual Studio 2013dSspEdition.

A 64-bit vector (plaintext block) and a randomly generated kEythe same
dimension are processed by the program. The output is a 64-tkt dijgther. Note
that the software implementation uses the PLO and datrirent of Boolean vectors
greater than 32 bits "Long Boolean vector class" was impleden

The implementation acts were compared, and the time spesricryption using
hardware and software implementations was chosen as oneefalo@tion criteria.
In particular, a plurality of sequences is experimentallyemheined for each of the
implementations, and the total time of the input data psingsvas compared.

To achieve a maximum encryption speed the fastest waydoiméormation for
encryption is required. The optimal solution in this case i®&d the data from SD-
card or business data interface, which will insure spéeahsfer of the data to the
FPGA. USB or Ethernet is an example of this type of interflote that the solution
of this problem, namely, the choice of a suitable interfacealculation of the "net"
time hardware encryption is of interest for further redgaend currently, the
memory is realized in the FPGA chip. This fact allows akthe 64-bit memory from
which 64 bits of a plaintext can be read simultaneously.eMperiments to estimate
the time of the encryption are being performed by the authors

Note that in addition to the speed and time data process$iagg are other
criteria to evaluate the two implementations. In the futueeplan to evaluate other
implementations to compare the efficiency, reliabilgyality and other parameters.
The issue of testing is a special problem in the design ofidhdware, and in the
future the authors propose to use software implementatidrafdware testing.

These tasks offer prospects for further research.

The research is supported by the Ministry of Science andafduocof the
Russian Federatiofroject No 5.1307.2014.
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