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Abstract. In this paper we describe a method of mathematical attack on the RSA cipher, which is called the
method of frequency analysis of the encrypted message. The main idea of this method is comparison a frequency
of encrypted text elements and a frequency distribution of the English alphabet. The frequency distribution of the
letters of the English alphabet on different original texts and the frequency distribution of the encrypted message
elements were calculated. The minimum length of the encrypted message have been determined that can be

decrypted without the key. This result was confirmed with statistical hypothesis testing using the chi-square test.

KpHnTorpa(quecxaﬂ CUCTEMa C OTKPBLITBIM KJIHOYOM — 3TO CUCTCMaA HII/I(l)pOBaHI/IH JaHHbIX, IIpU KOTOpOﬁ
OTKpLITLIﬁ KJIIO4Y HCpCﬂaéTCﬂ IO OTKPLITOMY KaHaJly W HCIOJb3YyCTCA A HII/I(l)pOBaHI/IH COO6III€HI/I$L I[JIS[

paciuppoBKU COOOIICHUS HCIIOIB3YETCs 3aKPBITHIH KiTro4 [ 1].
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KpurntocucremMa ¢ OTKpPBITBIM  KIIIOUOM — OINpPEZENSIETCS TPEeMsl aIrOpUTMaMH: TeHEpaluy KIIOYeH,
muppoBaHus M AeU(poBaHi. AJITOPUTM I'€HEpAlMK KJII0OYEeH OTKPBIT, BCAKUI MOXKET MoJaTh €My Ha BXOJ
CITyJaiHyIO CTPOKY 7 HaJUIeXKAaIe JUIMHBI U MOIYYIHUTh napy kimoueit (k1, k2). Oxna u3 ximrodeit (Hanpumep, k1)

yOJIUKyeTCs, OH HAa3bIBACTCSL OMKPbLIMbIM, 3 BTOPOH, Ha3bIBAEMBIN ceKkpemHbiM, XPAHUTCS B TaifHE. ANTOPUTMBI

umdposanus £, u nemndposanus D), TakoBbl, 4TO A1 0600 OTKPBITOTO TEKCTA M CIPABeAIUBO [2, 3]:
Dy (Epy(m)) =m. (1
CTOWKOCTh alropurMa 0a3upyeTcsi Ha CIIOKHOCTH (pakTopu3anuu OOJbIIUX MPOCThIX umceln [1]. B manHOM

METO/Ie IPUMEHSIOTCS Clieytonue GpopMyJIbl sl TTPeodpa3oBanis HHYOPMALIHH:
®opmyna mudpposanus: C=M° mod(n). )

®opmyna nemudpopanus: M = E€ mod(n) . 3)

B nmanno#t paboTe OBUT MPOBEAEH YACTOTHBIA aHAMW3 coobmeHns, 3ammdpoBanHoro MmetogqoM RSA [2, 4].
Jis Hayana ObuT 3ammgpoBaH TeKCT AmuHON 400 3HAKOB, 3aTEM JIJIMHA TEKCTa YMEHBIIAIACh. DTO MPOBOIUTCS
JUIL  TOTO, 4YTOOBI OMNPENCIUTh MHUHHMAJIBHYI JUIMHY HIH(QPOBAHHOTO COOOIICHUS, KOTOPYK) MOXKHO
pacimdpoBaTh 03 HCIONB30BaHMS KIIOYa. Bblaa OmpesiescHa 4acToTa KaKJOro JJIEMEHTa B IIU(PPOBAHHOM
TEKCTE, 32 TEM IIOJIYUYCHHBIC YACTOTHI OBUIM OTCOPTHPOBAHBI IO YOBIBAHHIO WM CPABHHUBAIKCH C STATIOHHOW

YacTOTOM JJIs1 YCTAaHOBKH COOTBETCTBUA IIII/I(I)pOBaHHOFO JJICMCHTA U 6yKBLI aJ'I(l)aBI/ITa.
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Puc. 4. I'paghux pacnpedenenusa uacmom wu@po8aHHvix I1eMeHmos

Kak MOKHO 3aMeTUTb, IPU AOCTATOYHOM JJIHHE MIN(PPOBAHHOIO TEKCTA, YaCTOTA MIH(PPOBAHHBIX 3JIEMEHTOB
JIOCTATOYHO OJIM3Ka K JTAJOHHON yacToTe OYKB ajdaBuTa, HO C YMCHBIICHHEM JJIMHBI TEKCTAa MPOSBISACTCS
CYyIIECTBEHHOE OTKIIOHEHHUE. Bocronb3yeMcsi KpUTEpUEM Y-KBaIpaT, KOTOPBI YCTaHABIUBACT, MTOYHHSCTCS JIU
HEKOTOPOE JKCIIEPUMEHTAIFHO pACIPEICICHUE TEOPETUYeCKOMY 3akoHy. s 3TOoro OBUIO pacCYMTaHO
3HAYCHHUE CTATUCTKH Y-KBaJpaT JJIs PACHpPEACICHUS YaCTOT U KPUTUYECKOC 3HAYCHHE, KPUTUYCCKOC 3HAUCHHE
CTaTHCTHUKH paBHO 16,611, 4ncio crenenei cBOOOIBI paBHO 25, 1oBepuTeNbHas BepoaTHOCTh 0,95 (Tabu. 1).

Tabauya 1

Pacuem cmamucmuxu x—xeadpam

JlnuHa cooOmienns | 3HaueHue cTaTUCTUKH | JlinMHA cooOmieHns | 3HaueHHE CTATHCTHUKH
400 6,580 100 23,319
300 11,046 75 23,620
200 16,195 50 30,575

Taxum 06pa30M, OpuxoauM K BBIBOAY, YTO METOAOM YaCTOTHOT'O aHaJiu3a MOXKHO pacmn(prBaT}, TCKCT,

mmHoi He MeHee 300 3HaKoB.
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