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I'oToBHOCTB cleIOBaTh KOJEKCY MPOPECCHOHANBHONW ATUKH, OTBETCTBEHHOCTH U
HOpPMaM YIIPaBICHUYECKOU IEATEIbHOCTH
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Pegepar

Brimycknas kBanudukanuonHas padora cogaepxkut 90 crpanurn, 10 tabmum, 1
PUCYHOK, 55 UCIOJIb30BAHHBIX UCTOYHUKOB, | MPUIIOKEHUE.

KiaroueBble cioBa: uHpOpMalMmoHHasi O€30MAaCHOCTh, COILMAJIbHBIE CETH,
OpraHM3allMOHHAsl  KyJbTypa, JEBUALMSA,  CTAapTal,  KayeCTBEHHBIE  METO/IbI
UCCIIEIOBAHMS.

O0bekTOM Wccie0BaHUA sIBJseTCHA: MHGOpPMAIMOHHAsT 0E€30MacHOCTb
OpraHU3allUu.

IIpeameTom mMccieqOBAHUSL SIBJASIETCSl: OPTaHU3AlMOHHBIE  MEpPBI 10
MOBBIIICHUIO HHPOPMAIIMOHHOM 0€30MaCHOCTH OpraHu3aIliy.

Heab padoTbl — OLICHUTH POJb OPTaHU3ALMOHHOM KYJIBTYpbl B OO€CIIEUEHUU
UHGOPMAITMOHHON 0€30MaCHOCTH OpraHU3allMii C TOYKH 3pEHUS COIMATbHBIX CETel Ha
npumepe crapranoB peruona Hop-Ila-ne-Kaie.

B mnpoumecce wucciaenoBaHMsl TNPOBOAWICS aHAIU3 HAy4YHOW JIMTEpPATYypHI,
poecCHOHaNbHBIX MEPUOIUYECKUX W3IaHUNW U MHTEPHET-PECYPCOB, MEKITYHAPOIHBIX
CTaHJApTOB W CcTaTUCTHUeCKOW uHdopMauuu. Mcnonb3oBasicss METON KadyeCTBEHHOTO
uccineqoBaHus (IIPOBOJAMIICA OMPOC pyKoBoauTenel crapranoB pernoHa Hop-Ila-ge-
Kaine c uenpto BbISIBICHUS CTETIEHU BIUSHUS COUUAIIBHOW CETH HA MPUHITUE PEIICHUN B
obsiactu UHGOPMAITMOHHON OE30MaCHOCTH).

B pe3yabTare mccieoBaHUsA ObUIO OINKMCAHO BIUSHHE COITMATIBHBIX CETEH M
OpraHU3allMOHHOM KYJIbTYphl Ha UWH(POPMAIMOHHYIO O€30MaCHOCTh OpraHU3alllH,
MPOBEJEHO UCCIEA0BAHNE CTAPTAIIOB.

JKOHOMHUYECKA 3HAYMMOCTL PaldoThl 3aKJIKYAETCI B  BO3MOXXHOCTH
MPAaKTUYECKOTO TPUMEHEHHUSI PACCMOTPEHHBIX  YIPABJICHUECKUX  PEIICHUN  JJId

obecrnieueHUs HHPOPMAITMOHHON OE30ITaCHOCTH.
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BBenenue

AKTYaJIbHOCTh BbIIIYCKHOM KBAJIM(PUKAIMOHHOM padoThlI. B
WHHOBAIIMOHHOW JKOHOMHKE WHGOPMAIK SBISCTCS HCTOYHUKOM KOHKYPEHTHBIX
npeuMyInecTB. VICronb30BaHWE CONMAIBHBIX CETeH COTPYAHHKAMH CIIOCOOCTBYET
WHHOBAIIMOHHOW  JCSTEIbHOCTH, co3maBas ~ TMOTCHIHWAIbHBIE  Jla3edKH B
uHpopmanmonHonr 6e3zomacHoctu (Mb). UYenomek sBuserca crnaObiM 3BEHOM B
obecnieueHur UHGOPMAIMOHHON Oe3omacHOCTH [32]. B 3TOM cMmBbICiie opraHu3aliioHHas
KyJIbTypa KaK CpEJCTBO TIOBBIINICHUS OTBETCTBEHHOTO oOpaimieHus ¢ uH)opmarmei
UTpaeT BAKHEUIITYIO POJIb HAPSIy C TEXHOJIOTMYECKUMU actiekTaMm coomoaeHus Ub.

B nanHOll paboTe HCHOMB3yeTCS MHOTOJMCUUILIMHAPHAS KOHIENTyallbHAs
ocHoBa: coruanbHbii kKamutan (k. Koymman) [12], comumanbabie cetn (M.
I'panoBertep, P. bepr) [23, 6, 7], KyJIbTypOSOTHYECKHiA MMOAX0/ K aHAJIU3y JCBUAIUI
(T. Cemmun, A. Koo, D. Carepiaenn) [44, 11, 47], opranm3anuonHas Kyiabrypa (O.
Ileitn) [39], Teopus 6Gasoesix nemsocreii (III. IlIBapu) [42] n wunHOBammm (1.
Iymnetep, I1. dpykep) [41, 18]. IIpoBeneHo KauyeCTBEHHOE HCCIIECIOBAHHUE METOIOM
MHTEPBBIO TIO0 pa3pabOTaHHOMY OINPOCHUKY C IIECThIO PYKOBOIUTENSIMU CTapTarioB,
KOTOPOE MO3BOJIMIIO MOTYYUTh MPUTOTHBIC JIJIS1 U3YYCHUS Pa3BEPHYTHIC OTBETHI.

OpraHu3aiiioHHasl KyJbTypa pacCMaTpUBaeTCsS KaK CpPEICTBO  Pa3BUTHS
OTBETCTBEHHOTO TIOBECHHS COTPYIHUKOB MPU B3aUMOACHCTBUN C HH(GOPMAITUCH.

HayuyHasi HOBH3HA MCCJIeOBAHUSI COCTOUT B BBHISBIICHUU CTETICHU BIIMSHUS
PYKOBOJIWTENEH, OpPTaHU3AIMOHHONW KYJIBTYPHI W TOJUTHK OE30MacHOCTH Ha YPOBCHD
uH(pOpPMAIIMOHHONW 0€30MacHOCTH B OpraHu3anuu. B uccrnegoBaHUM — CTaBSITCS
CJIETyIOIIKE BOMPOCHI:

- B kakoit Mepe opranu3aiiioOHHbIC U WHIUBUTyJIbHBIC IIEHHOCTH BIIMSIOT HA
MOBEICHUE COTPYIHUKOB, CBSI3aHHOE C B3aMMOACHCTBHEM C KOH(MUICHIMAIHLHON

uHdopmaruein?



— Kakoe BnusHue okaszpiBator wmepsl Wb wu  pykoBoguTenu  Ha
OpraHM3aIMOHHYIO KYJIbTYypy U O0€30macHoe oBeieHne npu ooMeHe nHpopMarmei?

Teopernueckass 3HaUMMOCTh pe3yabTaToB BKP. Oxnpaercs, 4To OCHOBHOM
TEOPETUYECKUM BKJIAJ MPOJODKUT HUCCIEAOBATENIbCKYIO0 paboTy Mo MHGOPMAIIMOHHON
0€30MacHOCTH W, B YacCTHOCTH, HCCIEIOBaHUE MEp, CHOCOOCTBYIOMIMX MPHUHITUIO
COTPYJIHMKaMH TOBEJCHYECKHX MOJIeJeil B COOTBETCTBMM C oOOecreyeHuem
nH(pOpMallMOHHON 0e30macHOCTH. B »TOM Bompoce MOAYEPKUBACTCS BaXHOCTh
JNEATENBHOCTH ONEPAIMOHHBIX MEHEKEPOB.

IIpakTnueckass 3Ha4uMocTh pe3yabTaToB BKP. IlpakTtnueckuii Bkiajg
paboOTHI 3aKIIFOYAETCS B TIOMCKE OPraHU3aIl[MOHHBIX PEUICHUM, IPU KOTOPHIX COTPYIHUKHU
Moriiu Obl OOMeHHBAaThCs HMHGPOPMAIMEN uYepe3 COoIHMalbHBbIE CETH B HMHTEpecax
OpraHu3alliii U HE CTaBs MO YIrpo3y KOHKYPEHTOCIIOCOOHOCTh. A TakKe B BBISIBICHUU
LIEHHOCTEH, JIeXKaluX B OCHOBE O€30MacHOr0 MOBEACHHS. DTOT PE3YJbTAT IMO3BOJISET
pa3paboTaTh CTpaTEruu JIJIsl IPOJBUIKEHUS STUX IICHHOCTEH CPEeIN COTPYIHUKOB.

[Ipennararorcs ynpaBieHYECKUE PEIICHUS], KOTOPhIE MOTYT OBITh UCIIOIb30BaHbI
MEHEKEPaAMU.

Crpykrypa BKP. Llens u 3amaun onpeaenunu ctpykrypy BKP.

['maBa 1 mocesiieHa posi OPraHU3AIMOHHON KYJIBTYPhl U COLMAIIBHBIX CETEU B
obecrnieueHurn HHGPOPMAIMOHHON Oe3omacHOCTH. (OOOCHOBBIBACTCS BBIOOP TOHATHS
OpraHU3allMOHHON KyJIbTYphl Kak BaxkHoro (akrtopa Wb, yrmyOnsercs mnoHsTHE
KOHIIEMIIMM IIEHHOCTEH, 4YTOOBl Yy4YecTb YCIOBUS (DOPMUPOBAHUS U TMOJJCPKAHUS
KyJIbTYypbl OpraHu3allMd. 3aTeM aHaJu3upylTCcs Teopuu JeBuaunuu. Hakoser,
YCTaHABJIMBAIOTCS PAMKH JIJIS aHAJIM3a UHIUBUIYAJbHBIX U KOJUICKTUBHBIX IIEHHOCTEH.

['maBa 2 mnocesmeHa uWHPOPMAMOHHOW O€30MacHOCTH, €€ BHEAPEHUI0 Ha
MPAKTUKE B OPraHU3alMU MOCPEICTBOM aHAIM3A YIPO3 U MPHUHSITUA COOTBETCTBYIOIINX
KOHTpMEp, MOJIeiel ympaBieHus, pa3pabOTKu TMOJUTUK OE30MaCHOCTU W TOBBIIICHUS

MH()OPMUPOBAHHOCTH TTOJIH30BATEICH.
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B riaBa 3 npuBOAATCS pe3yabTaThl SMIUPUUECKUM MUCIBITAHUIM MPEIIaracMoi
MOJCIIN 1 HAIONNX UCCIICAOBATCIbCKUX I'MIIOTE3 ITYTECM KOJIMYCCTBCHHOI'O HCCJICIOBAHMAA.

I'naBa 4 [IOCBAIIICHA conualJibHas OTBETCTBCHHOCTDH KOMITIaHUHN
EuraTechnologies.

AnpobGanusi pe3yJbTATOB HCCIAeA0BAHUA. Pe3ynbTraThl IHCCEPTALIMOHHOTO
HUCCICOOBAHUA ObLIN HUCIIOJIB30BAaHbI JJIA 3allIUThI MarucCTcpCkKoro JAUITIIOMA
«MudopmanrionHas 0€30MacHOCTh B CTapTamax: Kak CoOIMajdbHas CeTh BIUSET Ha
NPUHATHE PEIICHUH B OTHOIIEHWHM WH(POPMalMOHHOHN Oe3zomacHocTh» B OpieaHCKOM

yHuBepcutete (Opaean, 2017 r.).
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1  PoJub opraHM3anuOHHON KYJbTYPbI H COIHAJIbHBIX ceTell B

o0ecneyeHH MH(POPMAITUOHHOM 0€30MACHOCTH

1.1 KoHTeKcT uccjie10BaAHUusA

B skoHOMUKE 3HaHWMW, TIEe OpraHu3amuu BceX (GopM W TUNOB (KOMIAHUH,
rocyaapctBeHHbie cTpyKTypbl, HKO u T.1.) cTaHOBSITCS BCe Oojiee B3aMMOCBSI3aHHBIMH,
uHdopMmalMsi M €€  HUCIOJIb30BaHUE  SBJISETCSA  HCTOYHUKOM  KOHKYPEHTHBIX
npeumyiiectB. OpraHuzali HCIONb3YIOT HHQOPMAIMIO JUIS CO3JaHUS HOBBIX
CMBICJIOB, 3HAaHUH ¥ NPUHATHSA perienuii [10].

Ku3HecnocoOHOCTh OpraHru3aluu 3aBUCUT OT €€ CIIOCOOHOCTH POTHO3UPOBATh
BHEIIHUE W3MEHEHUS W YUYUTHIBATh MX MPU ONPEACICHUHM CTPATETHUYECKUX UEICH.
Opranuzanusi 10JKHa UMETh BO3MOKHOCTh MPHUOOPETATh, PACTIPOCTPAHATH U, TPEKIL
BCEr0, aHAJIM3UPOBATh MH(POPMALIHIO, KACAIOIIYIOCS TEKYIIErO0 COCTOSHUS U HBOJIIOLUU
€€ COLMAJIbHO-93KOHOMUYECKON cpefpl. DT0 TpeOyeT OT OpraHu3aluu BHEIPEHUS U
AKCIUTyaTallii CUCTEMbI cOopa, BEIOOpa, XpaHEHUS U aHaIu3a HHGOPMAIIUH.

Hcnonb3oBaHne  MHPOPMALMOHHBIX  CHUCTEM  YOPOILIAET  JEATEIbHOCTb
opraHu3aiuii, Ho TpeOyeT BIOXXKEeHMI B oOecrieueHrne 0e30macHOCTH. TpyAHOCTH TpHU
MPOCKTUPOBAHUY U BHEIPCHUU TaKUX CUCTEM yrpaBieHus uHpopmanueit [21], cozmarot
OPOCTPAHCTBO JIJIsl HOTEHIUAIBHBIX MTPOOJIEM, YTO MOKET OOEPHYTHCS KPYITHOM yrpo30ii
0€30macHOCTH JIJIsl OpraHU3allUU.

B nepuon c¢ sHBaps mo nekabpp 2010 roma MUHHCTEPCTBO 3KOHOMHUKH H
¢uHaHCcOB DpaHIMK CTAJIO KEPTBONH KOMITBIOTEPHOTO BTOPXKEHUS. « TPOSHCKUN KOHBY,
BHEJIPEHHbIA B KOMIIBIOTEPHBIE CHUCTEMBI, IO3BOJWJI HEYCTAHOBJICHHBIM JIMLIAM
OCYILIECTBJIATH IINTMOHAXK 3a IESITENBHOCTHIO 3TON0O MUHUCTEPCTBA.

['ocynapcTBeHHBIE CITY>KOBI HE SIBISIOTCS €IUHCTBEHHBIMH >KEPTBAMH TaKOTO
pona nHamanenui. I'pynna xkomnanuii AREVA Takke okaszanach LENbIO XaKEPCKOU

araku. CornmacHo npokiany Cenara ®@panimu [2, ¢. 26], «xakepsl 3a MOCACIHUE 1BA oA
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CMOTJIM TPOHUKHYTHh B KOMITBIOTEPHYIO CE€Th TPYIIbI W B3ATh TOJ KOHTPOJb
KOMIIBIOTEPBI». Pacxoapl KOMIMAHUM 1O BOCCTAHOBJICHHUIO W PEKOH(UTYpaIuil YacTH
UH(OPMAIITMOHHONW CHCTEMBbl COCTABWJIM TIOpSAJIKA HECKOJbKMX MUWUIMOHOB €BpO.
CrnenyeT TakXe OTMETHTb, YTO MOTCHLUAIBHBIA SKOHOMHUYECKUN yIiepO, BHI3BAHHBIM
Kpaxel nHGOpMAIIMH, TPYTHO OLIEHUTb.

12 mapra 2012 roma mopran «CNN Money» ony0iukoBaj CTaThlO O pUCKaX,
KOTOpBIE HECYT COLMajbHBbIE CETH JUII KOMIAHUM, U O BO3MOXXHOM HCIIOJIb30BaHUH
npodeccuoHanbHON conuanbHOM ceTu LinkedIn B xadecTBe mcTo4HMKA MHGOOpPMAIIUM
st xakepoB [13]. B teuenue 2011 roma 3Ta ceTh moaBeprayiach KPUTHKE 32 €€ aCMIEKThI
0€30IacHOCTH, U MHOT'O CTaTel Mo 3TOMYy MOBOAY NosiBUIIOCh BO Bpems [PO. Ota cethb
SBJISIETCSl BAXKHBIM MCTOYHUKOM WH(MOpMAIUK U1 XaKepOB MpU TUIAHUPOBAHUM aTaKH
Ha WHQOPMAIIMOHHBIC PECYPChl OpraHu3alii ¢ momoiso ooMana (social engineering).
boIBIIMM  KOMIBIOTEPHBI  Xakep, a HbIHE KOHCYJbTAaHT MO KOMIIBIOTEPHOMN
6e3onacHocty KeBUH MUTHUK OTMEYaeT, 4To Topas3io jerdye oOMaHyTh KOr0-TO, YTOOBI
3aMoIy4YHTh MMapoJb M JOCTYI K CHCTEME, YeM COBEPIIATh TEXHUYECKNE MAHUITYJIISIIUN U
TPaTUTh YCHIUS pajau Tou e 1enu [32].

®panHiry3ckie KOMIAaHUM B HACTOSIIEE BPEMs MacCOBO CTAHOBSITCSl YKEPTBAMHU
Kpax uH(opmanuu. DTH aTaku HANpaBJICHbI, B YaCTHOCTH, HA cOOp MHGOpPMAIMH O
MEHEJKEepax, 3aKazuhMKax, MOCTABIIMKAX, TEXHOJIOTHSX, CTPATETHUAX, OCOOCHHO IS
HKCIIOpTa. XOTSI HET BCEOOBEMITIONINX M HAJEKHBIX JAHHBIX, BCE TOBOPUT O TOM, UTO
ymiepO, TIOHECCHHBIM  (PaHITy3CKOM  DKOHOMHUKOM,  SIBJSETCS  3HAYUTEIbHBIM:
(MHAHCOBBIE TIOTEPHU, CHUYKCHUE PHIHOYHOM JI0JIH, CHIDKEHHE 3aHATOCTH | T.1. [2, ¢. 23].

[TosTromy mpencraBisercs I€I€COO0pa3HBIM  TMPUHSATHE  OpPTaHU3AIUSIMU
aKTUBHBIX Mep mo 3ammte uHpopmanuu. Tem He menee, B uccienoBanuu CLUSIF
(®paniry3ckoro kiydoa uHGOPMAIIMOHHONW OE€30MAaCHOCTH), MPOBOAMMOM KaXKJble IBa
rojla C YydJacTUeM COTE€H KpPYIHBIX KOMIIAHWHA, OTMEUYaeTCs, YTO MPaKTUYECKOe

BHEJIPEHUE KOHKPETHBIX TMOJUTUK HH(POPMAIMOHHON OE30MacHOCTH O CHUX IOp He
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BBIMIOJHEHO: «y 49% KoMmaHuii 10 CUX TIOp HET CHUCTeMbl cOopa U 00paboTKH
MHIUICHTOB HHpopMmarmonHoii 6ezonacHoctu» (CLUSIF, 2016, c. 7).

Kpome Toro, noMumMo yrpos, HermocpeACTBEHHO OTHOCSIIUXCS K KOMIBIOTEPHBIM
CHUCTeMaM, TakK)Ke IPEACTaBISETCS MHTEPECHBIM PACCMOTPETh UYEJIOBEUECKHUU aCIeKT
MHQOPMALIMOHHON Oe3omacHOCTH. JleHCTBUTENbHO, 4YeloBeuecKuit (akTop dYacTo
NpeACTaBiIeH KaK OJWH M3 OCHOBHBIX HEIOCTATKOB CHCTEM Oe30macHOCTH, Ojaromaps
KOTOPBIM XaKepbl TPOHHKAIOT B HH(pOpMarMoHHbIe cucTeMbl Kommanuwii [1]. B
JOTMOJTHEHNE K TeXHUYECKUM acriektaMm b cuiibHO 3aBHCUT OT MOBEAEHHS COTPYTHUKOB
Y UX CJIeIOBAaHUS YCTAHOBJICHHBIM IpoLieypaM 0e30MacHOCTH.

CoTtpynHuku paboTaroT ¢ uH(pOpmanued, KOTOpas JIEKUT B OCHOBE
KOHKYPEHTHBIX TMPEUMYIIECTB OpraHu3allid U TPUHOCUT el noxon. CoTpyaHUKH
HCIIONIB3YIOT CBSI3M CBOMX COIMANBHBIX CETEH /IS TIepeaun U moydeHus: HGopMaIu,

KOTOpasi BBIFOIHA KaK JUIsI HUX JIMYHO, TaK M I opranusanuu [23, 7].
1.2 PoJuab conuaJbHBIX ceTeil

Bonbiioe KoauyecTBO MCCIIENOBATENbCKUX PA0OT MO ITOW TeME paccMaTpuBacT
COIlMAJIbHBIE CETH KaK HMCTOYHMK HMHHOBALMM. B JIEHCTBUTEIHLHOCTH CETU SIBIISHOTCS
MeCTaMU PacHpOCTPAHEHHUS ¥ CO3aHMs 3HAHWM, HAIIPUMED, COOOILECTBAMU NPAKTHKH .
Opranuzaiuu MOTyT 3¢G(EKTUBHO HCIOJIb30BaTh COIMAIBHBIE CETH, pa3padaThiBasi, B
YaCTHOCTH, OPTaHU3ALMOHHBIE TPOLIEAYPHIZ, PA3BUBasi TOTJIOMIAOILYIO CIIOCOOHOCTE® |

JAUHAMHUYCCKHUC BO3MO)KHOCTI/I4.

1 Coobmecreo mnpaktuku (community of practice) — rpynma mopeil, 0ObeIMHEHHBIX OOUMM
WHTEepecoM, podeccreit niu pemecioM, chopMHUPOBaBIIAsICS €CTECTBEHHBIM 00pa3oM H3-3a OOIINX HHTEPECOB
YJICHOB B KOHKPETHOH 00NacTH WM co3naHHas (OpMallbHO C IIEJIbI0 TOJMYYCHHs] 3HAHWH, CBS3aHHBIX C
KOHKpETHOH obiacTeio. IMeHHO depe3 mporecc oOMeHa WHPOPMAIMEl 1 OMBITOM C IPYMIION, YWIEHBl KOTOPOH
yuarcs ApYr y Apyra, y4acTHUKH UMEIOT BO3MOKHOCTB JIMYHOTO U MpodeccuoHansHoro pazsutus (3. Benrep)
[55]

2 OpraHu3alMoOHHBIE POLEAYpPHI (organizational routines) SBJIAKOTCS TOBTOPSIOIIMMKCS TATTEPHAMH

B3aMMO3aBHCHMBIX JICHCTBUH, BBIIOIHAEMBIX HecKOIbKUMU cyObektamu (P. Hembcon, C. Bunrep) [33]
14



Co3aHre HOBBIX CBSI3€il COIMANBHOW CETH CTUMYJIMPYET WHHOBAIIMOHHYIO
JESITeTbHOCTh, OCHOBAaHHYIO TIPEXKIIE BCETO HAa TOSBICHHM HOBBIX uiaed. KirroueBblie
MHHOBAIIMM B HAyKe, TEXHOJOTHIX, UCKYCCTBE M TOJMTHUKE BO3ZHUKIHM U3 TBOPUYCCKUX
YMOB JIFOJICH, OBIBIIUMHE y3JIaMHU COIHATIbHBIX CETEH, B KOTOPBIX OHH PACIPOCTPAHSIIN U
00CYX/1aJli CBOM UJICH.

OIHAKO CEeTH YacTO pPAaCcCMATPUBAIOTCS JIMIIb C TOYKH 3PCHHS IMOJIE3HBIX
acIeKTOB ISl opraHm3anuid. VccienoBaHue BO3MOKHBIX HETATUBHBIX ACIEKTOB WIIH
APYTUX OTKIIOHCHUH OCTAaeTCs B HAYYHOM JIUTEpaType MeHee popabOTaHHBIM.

Yro xacaercs HUOKP (R&D), 3. ¢pon Xummens [51, c. 4-5] oTrmedaer, dro
UHKEHEPhI Pa3HbIX KOMITAHUH, POU3BOASAIIMX aHAIOTHYHBIC MPOAYKTHI M CICAYIOIINX
AHAJOTMYHBIM TEXHMYECKUM IpolieccaM, OOMEHUBAIOTCS HH(pOpMAINUEH, pacKpbiBas
HOy-Xay ¥ JaHHbIE HMX KOMIIAHUA. OTH HHXKCHEPhl OICHUBAIOT CTCICHb
KOH(UACHIIMATBHOCTH WHpOpMaruu. Eciu sl HUX TPUEMIIEMO OCYIIECTBUTh OOMEH,
TO wuH(pOpPMALUs MPEJOCTABISCTCS KOHTAKTHOMY JIHMIly. OTOT «JIap» TOPOXKIaeT
00513aTENBCTBO B3aUMHOM yCIyTH .

Texuuueckass wuHOpMaIus sBIIETCS OOBEKTOM HeOo(pUIIUATLHOTO OOMeHa
MEXIy KOMIIAaHUSIMH, B TOM 4mciae wMexnay konkypeHtamu (C. lIpagep) [40].
COTpy/IHUKM YYacCTBYIOT B 3TOM THUIIC OOMEHA JUIs yJOBJICTBOPEHHS SKOHOMUYECKUX
MHTEPECOB CBOMX Kommanuii. [Ipu paccMoTpeHHMH BOIpoca O HACYIIHOCTH OOMEHA,
YYAaCTHHKHM OIICHMBAIOT BAXXKHOCTh WH(OpPMAIIMHU, MOJISKANICH OOMEHY, W CTEleHb
KOHKYPEHIIMM MEXIYy KOMIIAHUSIMH, XapaKTep JHUYHBIX OTHOIICHHW COTPYIHUKOB
YXOIUT Ha BTOPOM IiaH. TpaH3akius, OIEHHBaeMash COTPYJAHHUKOM KakK CIHIIKOM

pucKoBaHHasi, otOpackiBaeTcs. [Ipu 3TOM OOJNBIIYIO POJIb UTPAET MPUHIUI B3aUMHOCTH

% Mormomaromas (abcopOMOHHast) CrocoOHOCTh (absorptive capacity) — crocoGHOCTh OpraHU3aLKUH
0CO3HaBaTh LIEHHOCTh HOBOW BHEIIHEl MH(OpManuu, ycBauBaTh €€ M MPUMEHITh B KOMMepueckux nemsix (B.
Koom, /1. JleBunTAIb)

4 Jlnmamuueckure Bo3MoxkHocTH (dynamic capabilities) — COBOKYIHOCTh pa3jIMYHBIX CIIOCOOHOCTEH
OpraHu3allii 10 aJalTUPOBAHUIO PECYpCHOW ©a3bl € ILENbI0 JOCTHKEHHS YCTOWYMBBIX KOHKYPEHTHBIX
npeumytiects (. Tuc, I'. TTuzano, . Illyen) [49].

® ®on Xunmens ccbuiaercs 31ech Ha paboty Mapcens Mocca «Odepk o mape. @opma U OCHOBaHHE

oOMeHa B apxandeckux obmectBaxy» (1925), 9To0bl 00bSICHUTH B3aUMHBIE (PEIIUITPOKHBIE) OOMEHBI.
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(perumpokuoctn) [40, c. 157]. YUem neHHee mosydeHHas MHQPOpPMAIUs, TEM OOJIbIIIC
MOJTy9aTellb «00s3aH» SMUTCHTY.
O6meH nHpopMalreit BO3MOXKEH, eCIIu:
® TIOJy4yaTeNlb HEe HAXOAUTCS B IPSIMON JIMYHOW KOHKYPEHIIUU C SMUTEHTOM,
e 001acTu HMpUMEHEHHS OOMEHHBaeMOW HMH(pOpPMAIMK Pa3IuyHbI (B 3TOM
ciydyae OeHeduimapaMu MOTYT OKa3aThCs 00€ KOMITAaHUH ),

® KOHKYPEHT MOKET MOJIYYUTh 3TY UH(DOPMAITUIO U3 IPYTUX UCTOUYHUKOB.

Korma KOHKypeHThI MepexoisiT K COTPYJAHMYECTBY M  HEO(UIIMAIBHO
oOMmeHuBarOTCS MH(OpMaIrued, TO IIEHHOCTb JOMOJHUTEIbHOW uH(OpManuu,
MOJIYYCHHOW MpU OOMEHE, JIOJDKHA MPEBBICUTH MOTEPI0 IIEHHOCTH OT pas3TiiallieHus
uHpopmaluu KoHKypeHTy. [lo 3Toil Joruke mojpa3zymeBaercs, 4TO, €CIU KOHKYPEHT
MOJIy4aeT IOCTYN K MH(POPMALIMH, €€ IEHHOCTh JJI Bilajenbla cHkaetcs. Ho ecnu Bujg
uHbopmaluu ONKe K HIee U «BIOXHOBEHHIO», a HE K 3HAHUSIM B TOBAapHOM BUJIE
(«sellable truth»), To Tekymas MEHHOCTh TaKOH MH()OPMAIMK HEBEIIMKA, a TOTEPH OT
pacuMpeHuss K Hell JoCTyma HEBBICOKH. bojee Toro, B ciydae MOTHBHPOBAHHOCTH
JIPYroil CTOPOHBI Ha pabOTy W MalIbHEHINEE pa3BUTHE HCXOJHOM HJCH, €€ IICHHOCTHh
MOXET OBICTPO YBEJIMYMBATHCS, MPUHOCS JUBHUACHABI O0eMM cTOpoHaMm. Takum
oOpa3oM, BMECTO TOTO, YTOOBI paccMaTpuUBaTh HCKIIOUMUTEIHHO TIEPBOHAYAIHHYIO
MOTEPI0 ILEHHOCTH WH(GOpPMalMK OT €€ COBMECTHOIO MCIOJIb30BaHMS, PACIIMPEHUE
I0CTynma K HHGPOPMAIMM TaKOTO pOJa BJICYET NOTEHIUAIbHBIA YUCTBIA MPUPOCT
rieanoctr uHpopmanuu. (K. Kpeitaep u M. lynsi) [29, ¢. 196-197].

HezaBucuMo ot TOro, (pokycupyroTcsi JM paHEee pacCMOTPEHHbIE PabOThl Ha
YCTAaHOBJICHMM HOBBIX KOHTAKTOB, VIYYIICHUH KPEATHUBHBIX CIIOCOOHOCTEH WM
CTPYKTYPBI COLIMANIBHBIX CBSI3€HM, BCE OHU ITOKA3bIBAIOT TMOJIOKUTEIbHBIC 3(PhEKThI
cereii.  OtpunarenbHble  d(P¢eKkTsl  OCTalOTCSI B 3HAYUTEJIBHOW  CTEINCHH
HEJIOOIICHEHHBIMU WJIM Jaxke urHopupytorcs. Tak, J. don Xumnmens, K. Kpeitnep u

M. [llynplr 006CY»KIal0T MPEUMYIIECTBA COLUANIBHBIX CETEeH, HO HE YYUTHIBAIOT PUCKH,
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KOTOpBI€ TMOTEHIMAJILHO MOTYT HecTH mnociennue. Ecam HeratuBHble 3¢ GEKThl U
MIPU3HAIOTCS, TO HE UIIYTCS MIPUIMHBI U CPEJICTBA JIJISI X YCTPAHCHHUS.

Tem He MeHee, BOIIPOC O HEraTUBHBIX d(PQPeKTax MpencTaBisIeTCs aKTyalbHbBIM.
JenictButensHo, M. ['paHOBETTEp YIIOMUHAET, YTO CWIBHBIE CBS3U MPEANIOYTUTEIIBHEE
npu puckoBaHHOM oOmeHe. D. CazepiieHs] 0OBICHSIET B Teopuu IuddepeHiraibHon
accolalyy, 4To JACBHAIUS — ATO peain3alusi BO3MOXKHOCTEH, CO3/1aBa€MBIX CBSI3bIO
MEXy aKTOPaMH U 3aBUCSIINX OT €€ CHJIBI.

B teopun konduukra kynbryp T. CeinuHa AEBUAHTHBIE aKThl SIBIISIOTCS
pe3ynbTaTOM OTKa3a OT COOJIFOJEHHSI HOPM OpraHu3auuu. Takum oOpa3oM, UHAMBUI,
HETIOHATHIM PYKOBOJICTBOM, BBIHY)KJICH JCHCTBOBAThH JICBHAHTHBIM 00pPa3oM, B TO BpeMs
KaK ero 1M MPOJI0JDKAIOT COBNAAATh C IEJIIMH OPraHU3alMi U «OObIYHAsS IEBUALIMS,
TO €CTh HECOOJIOJIEHUE HOPM, CTAHOBHUTCS XapAKTEPHBIM M MO3UTUBHBIM MOBEACHUEM
«OOBIYHOTO HOBATOPAY.

Kpome Toro, uccienoBaHusi O B3aMMOCBSI3U MEXY COIMAIBHBIM KalHUTaJIOM,
COLIMAJILHBIMU CETSMH M HCCIIEeIOBaTeNIbcKOM jaesrenbHocThio (R&D), B ocHOBHOM
OPOBOASTCA 1O BBIOOpPKAM MHXKEHEPOB M COTPYIHUKOB-HccienoBaTeneid. OgHaKo
NeSTEeIbHOCTh, HAIpaBJICHHAs HAa TEXHUYECKYIO pa3pabdOTKy WM HCCIEAOBaHUS, HE
co3gaeT OOJIBIIMHCTBA WHHOBaIMA. VHHOBallMM CTUMYJIHPYIOT YYaCTHHUKH CO BCEX
HepapXuuecKux ypoBHer opramusanuu. Ilo manaeiM ODCP [19], oko00 MOJIOBHHEI
MHHOBAlMOHHBIX KoMmaHuii He monaratorces Ha R&D (Share of non-R&D innovators).
Bosrnasistiior cnircok [26] cambIX MHHOBAIIMOHHBIX PAOOTHHKOB MeHemKephl (76%
kommanuii), ukeHepsl (40%), mapkeronoru (39%), nuzaiinepst (27%) M B MCHBIICH
crenenu, corpyaHuku R&D (25%).

Takum oOpa3oM BcTaeT BONPOC O TOUCKE PELIEHUS s OYEBUAHOTO
IPOTHUBOPEYHS] MEXK]Y, C OJHOM CTOPOHBI, HEOOXOAMMOCTHIO OpraHU3alUi 3aIUIIATh
CBOIO MH(OpPMALIMIO, a C APYTOd CTOPOHBI, HEOOXOJUMOCThIO MOOUIPATH COTPYAHHUKOB

Ha YCTaHOBJICHHC HOBBIX CBSI3EH U YKPCIUVICHUC CYIICCTBYIOIIUX CONMUAJIBHBIX CeTel.
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B 3TOM KOHTEKCTE B HayuHOI auTepaType (HakTop OpraHU3alMOHHON KyJIbTYpPbl

ompeeIsieTCsl KaK KJIIF0YeBOM B MUH(POPMAIMOHHON O€30MaCHOCTH.

1.3 Opranm3zanuoHHbIN MOAX0] K (JOPMUPOBAHUIO KYJIbTYPbI

HH(pOpPMaALMOHHOI 0€301aCHOCTH

UTOoOBI CHpaBUTHCS C HEOMNPEACIICHHOCThIO, B OpraHu3alusaX CO3/1al0TCs
(dbopManu3oBaHHbIE MPOLEAYPbl, MEXaHU3Mbl KOHTPOJIA U CaHKIUU. YacTb 3STUX
CTUMYJIMPYIOIINX U OTPAaHUYUBAIOUINX MPABUI SBISIOTCS BBIPAKEHUEM CKPBITOM WIIH
SBHOW MOJIUTUKU MH(POPMAILIMOHHOMN 0€3011aCHOCTH, pealu30BaHHON B OpraHU3aluy.

XoTs  HMHPOPMAUMOHHYKO  O€30MacCHOCTh  MOXHO  paccMaTpuBaTb  C
TEXHOJIOTHYECKONH TOYKH 3PEHHS, KyJIbTYpHOE H3MEPEHHE STOW AMCUMUIUIMHBI eIle
HOPEICTOUT U3YUUTh. [IeHICTBUTENBHO, CETO/IHS MbI CTAJIKUBAEMCSI C OPraHU3allMOHHBIMU
Y COIMANIBHBIMU aCIeKTaMU, KOTOPhIE HEOOXOIMMO pacCcMaTpUBaTh KaK OYEHb BasKHBIM
OpeMeT JJIs pelleHus MpoOsieMbl MH(POpManMOHHOW Oe3omacHocTn [15, 5, 52].
VYnopasnenue uHGOPMAMOHHON O€30MAaCHOCTbI0 MNpUHUMAET (opMmy pa3zpaboTKu
OpPraHM3AIMOHHBIX TMOJHUTUK U TMPOLEIYp, KOTOPHIE MO CBOCH MPUPOJE TOIBEPKEHBI
UHTEpIpEeTalnsM, W JOJDKHBI OTBeYaTh KaK Ha TMpeABUACHHBIE, TaK MW Ha
HEMPEIBUICHHBIC YTPO3bI.

®on Coamc 00wscHSET [52], uTo OpraHu3aKy A0DKHBI YYUTHIBATH BCE ACTICKTHI
uHpopmarmonHon 6e3zonacHocTt. [lo ero crmoBam, mHpopmaImoHHas 6€30MaCHOCTD —
3TO MHOTOMEPHOE TMPOCTPAHCTBO, KOTOPOE BKIIOUAET B ce0fd KOPIOPATUBHOE
yIpaBJICHUE, OPTaHU3AIMOHHYIO CTPYKTYPY, MOJUTUKY, TIEPEIOBbIC MPAKTUKHU, ITHUKY,
cepTu(duUKamio, MpaBo, CTpaxoBaHUE, MEpPCOHaN, WH()OPMHPOBAHHOCTH, TEXHOJOTHUH,
MHIUKATOpPBl M ayauT. B mexaynapoanom cranmapre ISO/IEC 27002:2005, xoTopsrit
MPEJICTaBIsIeT CBOJ HOPM W MpaBWJI MEHEIHKMEHTa MH(OpPMaMOHHOW 0e30macHOCTH,
ropopurcsa, uto: «WH(DopmannoHHas O6€30MacHOCTh 3alUIIaeT WHHOPMAIUIO OT

IIAPOKOTO JHaIla3oHa yrpo3 € HCJIbO obecrnieueHus YBCPCHHOCTH B HCHUPCPBLIBHOCTU
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Ow3Heca, MHHMMH3AIlMM pUCKa OW3HEcCa, TMOJYYCHUS MAaKCUMAJbHOW OTIa4u OT
WHBECTHIINH, a TAK)KE Pean3allii MOTCHIIMAIBHBIX BO3MOXKHOCTEH OM3HECaY.
MHOXECTBO HCClIeqoBaTeNiell CXOMATCSA BO MHEHHH, 4TO HH(pOpMammoHHas
0e30macHOCTh JIOJDKHA OBITh YacThIO OPTaHM3AIMOHHOW KyibTyphl. OmHAKO, TI0
pesynprataM  ompoca 874  cepTHQHIMPOBAHHBIX  CICIUATUCTOB B  00JIACTH
uaopmanuonnoii  6e3omacHoctu  (CISSP)®, cocraBuBmmx 25 Hambonee BaKHBIX
mpo0semM nHpOpMaAITMOHHOM 0€30IMaCHOCTH, CTOSIITUX CETOAHS Mepe ] OpraHu3alusIMH, B

OOJIBINIMHCTBE OpraHMU3alMi 3TO He Tak [26].

® Certified Information Systems Security Professional (CISSP) — wmesaBucumas ceprudukanus
HH(i)OpMEILIHOHHOfI 6e3OHaCHOCTI/I, nmpoBoauMas MC)K,I[YHapOI[HLIM KOHCOpLIUYMOM 110 CepTI/I(l)I/IKaL[I/II/I

6e3onacHocty nHpopmaunoHHsix cucteM (ISC)
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2  Ynpasienue uHGOPMANMOHHOK 0€30MIACHOCTHIO

PacnpocTtpaneHne ¥ MIMPOKOE  HUCHOJB30BaHUE B OPTraHU3ALMSIX
MH(POPMAIIMOHHBIX CHUCTEM, MOJKIIIOUEHHBIX K IJI00albHON W/WIM JIOKAJIbHBIM CETSIM,
MHOTOKPAaTHO YBEIUYUIO 3(PPEKTUBHOCTh pabOTHl MHOTUX M3 HHUX, HO OJHOBPEMEHHO
HOJBEPTIIO HOBBIM yrpo3aM. XOTsl HEKOTOpbIE YIpo3bl HHPOPMALIMOHHON 0€30MacHOCTH
OpraHM3alMil HOCAT TEXHUUYECKUH XapaKTep WM SIBJSIOTCS PE3yJbTAaTOM CTUXUIHBIX
OelcTBUN, MHOTHE U3 HHUX SIBJSIOTCS aHTPOIOT€HHBIMH, OYJb TO OIIMOKH, YMYIICHUS
WIA 3JI0HAMEPEHHbIE JIEUCTBUS, COBEPILIAEMbIE COTPYAHUKAMU WM BHEUIHUMHU
aKTOpaMH, TAKUMH KaK KOHKYPEHTBI, XaKepbl U T. 1.

DTa TOBBIINIEHHAS YSA3BUMOCTH BBIHYXKJAeT OOJBIIMHCTBO OpraHU3aIlUi
OPUMEHATHh KOHTPMEPHI ISl NPEJOTBPALICHHUS] UHIIMJIEHTOB, TaKHME KaK TEXHUYECKHE U
MOBEICHYECKHNE Mephl KOHTpOJs. OpraHu3alvy BHEIPSIOT TMOJUTHKA WU TPOIETYPHI
0€30MacCHOCTH MH(POPMaLIMOHHBIX CHUCTEM, oOyueHue U HOBBILICHHE
MH(POPMHUPOBAHHOCTU B 00JaCTH MH(OPMALIMOHHON 0€30IIaCHOCTH, a TAKXKE CAHKIIMH B
OTHOLICHUM HapyleHni noiutuku Ub.

Tem He MeHee, ’TH Mepbl KOHTPOJIS U Mepbl 0e30macHOCTH 3(H(PEKTUBHBI TOJIHKO
B TOW CTENEHU, B KOTOPOM COTPYIHUKH XOTSAT WM CJE€A0BaTb, U 3TO OCOOEHHO
aKTyaJlbHO, KOIJa COTPYOHMKHM  HAaXoAATCA 3a  HIpelelaMd  OpraHHu3aliH.
Nudopmarnmonnass 0e30MacHOCTh SBISETCS OOMIEMUPOBONM TPOOIEMOi, KoTopas
KacaeTcss BCEX YYAaCTHUKOB pbIHKAa HE3aBUCUMO OT WX pa3Mepa WIH CEeKTopa
JESITeIbHOCTH.

Opranmzanuu  JODKHBI ~ yYUTHIBATh  BCE  ACMEKThl  MH(GOPMAaIMOHHON
6e3onacHocT. MHpopmaionHas 0€30MacHOCTh — 3TO MHOTOMEPHOE IMPOCTPAHCTBO,
KOTOpOE€ BKJIFOYAET B ce0sl KOPIIOPATUBHOE YNpaBICHHUE, OPTaHU3alMOHHYIO CTPYKTYpY,
NOJUTUKY, TIEPEIOBbIE TPAKTHKH, OSTUKY, CEpPTH(PHUKAIMIO, TPaBO, CTpaxOBaHUE,
nepcoHali, MH()OPMUPOBAHHOCTh, TEXHOJIOTHHM, WHAMKATOPHI W ayauT [52].

NudopmarmonHas 6e30MacHOCTh O3HA4YaeT OOJIbIe, YeM MpeaOoTBpaIIeHUE J0CTymNa
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3MOYMBIIIICHHUKOB K KOH(MUICHIMAIbHBIM JaHHBIM. B MexayHapoaHOM cTaHaapTe
ISO/IEC 27002:2005, xOTOpBIi MpEeACTaBIseT CBOA HOPM U MpPaBWJI MEHEIKMEHTa
MHQOPMALIMOHHOM Oe30macHOCTH, ToBOpHUTCs, 4TO: «MHbopMaimonHas 0e301macHOCTb
3aluiiaeT MHPOPMAIUMI0 OT IIMPOKOTO JHara3oHa yrpo3 ¢ IeNbl0  00eCIeYeHHs
YBEPEHHOCTH B HENPEPHIBHOCTH OWM3HECAa, MUHHUMH3AIUK pHCKa OW3HEca, MOTy4YCHHS
MaKCUMaJbHOW OTJAa4d OT UWHBECTULMH, a TaKkKe pealn3alud MOTEHIHMAIbHBIX
BO3MOXKHOCTEH On3Hecay [24].
Bot nmouemy undopmanus:
® HE J0JDKHA OBITh PACKPBITHI TOCTOPOHHUM JTUIIAM,
® JI0JDKHA OBITh 3alMILEHA OT HECAaHKIIMOHUPOBAHHON MOIU(UKALINY,

® JI0JDKHA OBITH TOCTYITHA IO 3aMpOCy MOJIb30BaTENEH.

Cranmapt ISO/IEC 27001:2005 (1. 3.4, c. 2), coaepKanyi crierupuKamuy s
BHenpeHus: CucteMbl MeEHeIXMeHTa HHpopMaluoHHON Oe3onmacHoctn (CMUB),
ompenensieT nHHOPMAITMOHHYIO0 0€30IMaCHOCTh KaK «COXpaHEeHNe KOH(PUACHITNAIBHOCTH,
IIEJIOCTHOCTH M JIOCTYITHOCTH WH(OpMAIMU; KPOME TOTO, MOTYT OBITh BKIIFOUEHBI U
JIpYyTUe CBOWCTBA, TaKW€ KaK IMOJUIMHHOCTb, HEBO3MOXHOCTh OTKa3a OT aBTOPCTBA,
JIOCTOBEPHOCTBY.

Nudopmarmonnass  6e30macHOCTh  (POKYyCHpPYETCS Ha  TpeX  acleKTax:
KOH(PUIECHIUAIBHOCTH, IEJIOCTHOCTU M jaoctynHoctd (myHkTel 3.3, 3.8 u 3.2
COOTBETCTBEHHO).

KondunenmnmansHocts (Confidentiality) o3nauaet, uro uHpOpManus T0CTyIHA
TOJIBKO JUIsI TE€X, KTO HWMEET COOTBETCTBYIONIHME TIOJHOMOUYHUS (aBTOPHU3UPOBAHHBIC
nosnb3oBatenu). CrTeneHb KOHPUACHIHAIBHOCTH WHGOPMAIMM 3aBUCUT OT €€
CTPAaTETUYECKOTO WIH IOPUTUIECKOTO XapakTepa. Jlst obecrieueHus
KOH(HICHIINATLHOCTH MOTYT OBITh HMCIOJB30BaHBI TaKHE MEXaHHU3MBI 0€301TaCHOCTH

Kak MU POBAHUE U YIIPABICHUE TOCTYIIOM.
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[lenoctHocTh (Integrity) o3nawaer, yro mHpoOpManus He OyaeT M3MeHeHa Oe3
MpeABapUTEILHOTO paspemieHus. Mudbopmanus nomkHa OBITH TOYHOW, TOJHOW U
3aIIUIIEHHON OT U3MEHEHUMN.

Hocrynmrocts  (Availability) 3axmrodaercs B oOecniedeHHHM JTOCTYITHOCTH
MHPOPMAITMOHHBIX, CHUCTEMHBIX W  JAPYTUX  PECypCOB  TOJB30BATEIAM  IIPH
HeoOxoaumocTu. [l obOecriedeHws  HETMPEPBHIBHOCTH  JIOCTYIHBIX — PECYPCOB
HCIIOJIb3YETCSI MEXaHU3M PE3EPBHOIO KOMTUPOBAHUS.

DOTU TpU TNPUHLHUIBI O0OBIYHO oOo03HayatorTcsa abOpeBuaryport CIA. OpHako
I. Iummorn u JIx. Bokxay3 yreepxkmator [14, c. 127-128], uyto npunnumos CIA
HEJIOCTAaTOYHO JuIsl oOecneueHuss Oe3omacHocTH MHGopManmu. Jlis 3TUX aBTOpPOB
uH(popMaIIMOHHasT 0€30MacHOCTh OTHOCHUTCS HE TOJBKO K TEXHUYECKHM CpellaM, HO
TAaKKE€ JOJDKHA TIPUMEHSATHCA K COTPYOHUKAM opraHusanud. [lodToMy aBTOpPHI
IpeajaratoT JOMOJHUTEIbHBIC MPUHIIUIBI, TaKWE KaK OTBETCTBEHHOCTh, JOBEpHUE U
STUYHOCTb.

B Tabmuune 1 mpencraBieHO pe3loMe U3 ABAAIATA  JBYX IPHUHIIMIIOB,
NPENJIOKEHHBIX ~ WCCIEAOBATENIAIMA W CHCHUAIMCTAMH 10  HMH(POPMAIUOHHOM
oe3onacHocTu [29, c. 256]. McTouHnkaMu 3THX TpeOOBaHWM SIBISIOTCS TPU TPYIIIIBL:
IpaKTUYeCKue pabOTHUKH, YUEHBIE U CITyKObI O6e3omacHocTu. [Ipu ompoce >Tux rpynmn

HauboJIee YacTo YIIOMUHAJIIKUCh IICCTh
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Tabnuua 1 — HercueprisiBaromuii mepedeHb OCHOBHBIX MPUHIUIIOB Oe3omacHocTH (Johnston et al, 2008: 254)

[IpakTuku AKaneMuKu
3 4 9 10 11 1

N

[TpuHIMTIBI

Opranuzanuu

13 14 15 16 1

~

Konguoenyuanvnocmo
(Confidentiality/privacy)
Lenocmnocmo (Integrity)
Hocmynnocmo (Availability)
Heo3moocnocms omkaza om
asmopcmea (Non-repudiation)
Unentudukanus (Identification)
Aymenmudgpuxayusn (Authentication)
IMToamuce (Signature)

Astopu3anus (Authorization)
Kontpous moctyma (Access control)
Bamunpanus (Validation)
Cepruduxanus (Certification)
OtmeTtka Bpemenu (Time-stamping)
[Tucemennoe noarsepxkaeHue (Receipt)
[Monreepxaenue (Confirmation)
Branenue (Ownership)

AnonumHOCTH (AnONymity)
Annynmuposanue (Revocation)
CeuaerensctBo (Witnessing)
[Moneznocts (Utility) X X
Pacnopsixenue (Possession) X
Koumponupyemocmo

(Auditability/accountability)

Oruka (Ethics) X
Y cTOUHUKH: 1. Boykin (2003), 2. Host (2001), 3. 7. Leiwo et al. (1999), 8. Rosenthal
Krauss and Tipton (2002), 4. Byrnes (2002), 9. Dhillon and Torkzadeh
and Proctor (2002), 5. Parker (2002), 6.  (2006),10. Summers (2002), 11. Long
Hutt (2002) (1999), 12. Rannenberg et al. (1999)
Ipumeuanune. KypcuBoM BblieNIeHBl HAnO0JIEe YaCTO LNTHPYEMble IPUHIUIIEI HHPOPMaUMOHHOH 6e301acHOCTH

X
X

XX X |uo
X

XX X [~
XX X |@©
X X X
X X X
X X X

X
X
X

X XX X |mN
X XX X

X
X
X

XXXXXXXXXXXXXX X XX X |+
X
X

X XX X
X X X
X XX X

X

X X

13. CIECA (2003),
14.1Tsecurity.com, 15. SAWG
(2002), 16. OIT (2002), 17.
GASSP(2003)

X X X
X X X
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NOPUHIIMIOB: KOH(QUICHIIMATBHOCT, IIEJIOCTHOCTh, JOCTYIMHOCTb, HEBO3MOXHOCTb
OTKa3a OT aBTOPCTBA, ayTeHTH(UKaIus U ayaut. DakTudyecku, NpuBeACHHAs Ta0JUIa
MIOKa3bIBACT, YTO MPAKTHKH HHGOPMAIIMOHHON OE30MacCHOCTH OIPEICIIAIOT TOpa3io
OoJiee HMCUEPIBIBAMOIINIA CIHCOK, YeM YYCHBIC W OpraHMU3alii OCe30MacHOCTH. DTOT
CIIMCOK BKJIFOYACT B ceOsl CMCTEMBI JI0Ka3aTeNIbCTB (HarmpumMep: Signature, witnessing) u
oTcackuBanus (Hampumep: timestamp).

HNudopmanimonHasi 6e30MacHOCTh OpraHU3allMUd MOXKET OBITh OIpenesieHa Kak
3al[UTa OT KpaXkM WHGOpPMAIMKA WM JIIOOOH Jpyroil araku Ha WH(POPMAIMOHHBIC
CHCTEMbI, a TaKXKe 3amura OT COO0eB HH(POPMAIIMOHHBIX CHCTEM, KOTOPBIC MOTYT
ClIeNaTh X HEJOCTYIMHBIMU M MOTYT HAPYIIUTh [[EJIOCTHOCTh HH(POPMAITHUH.

Opranuzanui W WX WHOOPMAIMOHHBIE CUCTEMBI JIOJDKHA OBITH TOTOBBI
pearupoBaTh Ha IENbIA Pl YIPo3. DTH YIPO3bl MOTYT OBITh BBI3BAHBI KaK JCHCTBUSIMU
aKTOPOB BHE OpraHW3aIllH, TaK U ee coTpynHukoB. CornacHo nokiany Computer Crime
and Security Survey [8, c. 20], 43,2% pecnoOHACHTOB 3asBHJIH, YTO, 10 KpalHeH mepe,

4acTh UX MOTEPh ObLIA CBSI3aHA CO 3JJOHAMEPEHHBIMU ACHCTBUSAMHU COTPYIHUKOB.

2.1 ¥Yrpo3wbl, yA3BUMOCTH U KOHTPMeEPDI

OTueTsl, MOATOTOBIICHHBIC CIIEIUATH3UPOBAHHBIMA OPTaHU3AIMSIMH, TaKHE Kak
Computer Crime and Security Survey, moarotoBieHHblii MHCTUTYTOM KOMIIBIOTEPHOM
6e3onacHoctu (CSI), wimm otuer, moxarorosieHHbi CLUSIF (®dpannysckuit kimy0
nHpopManMOHHOW  0€30MacHOCTH), OOBIYHO  KJIACCU(UIMPYIOT  aTaku  Kak

npeHaMepeHHbIe / HenpeIHaMepeHHbIe U BHyTpeHHue / BHemHue (cM. PucyHok 1).
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Pucynoxk 1 — Kimaccudukamnus yrpos

AHTpONOreHHble
/ (xakepbl, LWNMOHaX)
BHewHwne
HeaHTponoreHHble
Yrposbil (cTMxunHble bencTteuA, BpegoHocHoe [0,

cbon nuTaHusa, coboun cBa3n)
\ AHTpOMoOreHHble
/ (coTpyaHukK, apyrne nHcanaepsbl)

BHyTpeHHUe

HeaHTponoreHHble
(cbon/oTkas obopygoBaHUS)

Bo mHoOrux myOnMkanusax NpUBOIATCA Oojiee MOAPOOHBIE KiacCU(UKAIIUU
yrpo3 [16, 8]. Hmwke HekoTOpbIe U3 OCHOBHBIX, pa30MThIe HA BHYTPEHHUE U BHEIITHHE 11O
OTHOIIEHUIO K OPTaHHU3AIUU.
Breminue yrpo3ssi:
o KommbroTepHbie BUPYCHI, YEPBU M TPOSHBI: KOMITIOTEPHBIE MPOTPAMMBEI,
KOTOpPbIE MOTYT aBTOMATHYECKH PEIUTUIMPOBATHCS, Yepe3 pas3lInyHbIC
CUCTEMBI U CETH;
o CruxuiiHple O€ACTBUA: ymepOd BbI3BaH TaKUMH SIBICHUSMH, Kak
3eMJICTPSICEHH S, HABOJHEHUS UJIH TOXKAPHI;

e (CnaMm (9JEKTpOHHAsI MOYTA): MAaCCOBAsl PACChIIKA HEXKEJIAaTeIIbHBIX TTUCEM;
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Xakepckasg ~ aTaka: TNPOHUKHOBEHHE  HMH(POPMAIMOHHBIX  CHCTEM
OpraHu3allid HECAHKIIMOHUPOBAHHBIM TPETHUM JIMIIOM, KOTOPBIE 3aTeM
MOTYT CBOOOIHO MOIy4aTh AOCTYN U MaHUITyJIMPOBATh JaHHBIMH (Kpaxa,
Mo U (dUKALIN) WK HapyIIaTh padoTy CUCTEM;

Xumieane WHGOPMAIMKM TPETHUMH  JIMIIAMH, TIOTYYUBIIUMH JOCTYII
MOCPEAICTBOM OOMaHa W MaHUIYJIMPOBAaHUS BHYTPCHHUMH COTPYTHUKAMU
(commanbHas WHXCHEpHUs), a TakKe H3-32 XaJaTHOCTH BHYTPEHHHUX
COTPYIHHUKOB, KOTOPBIC TIO3BOJISIIOT TOCTSAM  TIepeMemarbes  0e3

IMPpUCMOTpPa B IOMCHICHUA OpraHU3alliu.

BryTpeHHue yrpossl:

VYcraHoBka / HCNONB30BaHME HECAHKLMOHUPOBAHHOTO OOOPYAOBAHMS,
nepuepuitHpIX yCTPOWCTB WJIM MPOTPAMMHOTIO OOECHEUYEHUs: OTU
anmnapaTHble CPEACTBA U IMPOTPAMMHOE OOECIIEYEHHE MOTYT COJEpP’KaTh
BHUPYCHI WU CUCTEMBI KOIUPOBaHUS HH(OpMAIUY;

MoieHHrYEecKOe UCITOJIB30BaHUE UH($OPMaLlMOHHON CUCTEMBI
MOJIb30BATEIISIMU, UMEIOIIIMMU CAHKIIMOHUPOBAHHBIN JOCTYTI;

Kpaxxa oGopynoBanusi / mporpaMMHOro obOecriedeHus / uHoOpMaImu:
KpaXka IEHHBIX alMapaTHbBIX CPEACTB, MPOTPAMMHOIO OOECHEUEHUs H
UH(OPMAITMOHHBIX aKTHUBOB;

Omubka yenoBeka: cillyyalHO€ YHUUTOXXEHHME WM HEMpPaBUIbHBIA BBOJ
JAHHBIX.

YMBIIUIEHHBIH  yuiepO, MPUYMHEHHBIA HEIOBOJBHBIM COTPYAHUKOM C
LEJIbI0 OCYILECTBIICHUS MECTH;

Hcrnonb3oBaHue pecypcoB OpraHU3aluy JUIs HPOTHUBOIPABHOM WA

aMOPAJILHOW IEATENBbHOCTH;

26



e PackpbiTue KOH(UIEHIMATLHON HH(OpPMALMK BHEIIHUM OpraHU3ALMIM
WU BHYTPEHHHM TpPEThUM JIMIIAM, KOTOpble B HEH HE HYXIAJIUCh,

HE3aBUCUMO OT HOocuTelel ((haiiyioB, yCTHOM Nepeiayu U T. 11.).

HekoTopsie yrpo3bl B OpraHu3alusx CBS3aHbI C YSI3BUMOCTSMHU IIPOTPAMMHOIO
o0ecrieueHuss Wi OOOpYyIOBaHMs, C  KOHCTPYKTUBHBIMH  HEIOCTaTKaMH
MH(GOPMALIMOHHBIX CUCTEM. UeroBeuecKkre OMMOKU B MPOLIECCE CIECTOBAHUS MOJIUTUKE
0€30MacHOCTH: HampuMep, MOXKET ObITh 3a0bITO OJOKMpOBaHHE AOCTYNa K pecypcam
COTPYIHHKY, IOKHHYBIIEMY OpTraHU3ALHIO.

Takum oOpa3oMm, MOJUTUKH HHPOPMALMOHHOW OE€30IMaCHOCTH  SBJSIOTCS
KOHTpMEpaMH HapylIeHU 0e30IacHOCTH MpU YCIOBHM, YTO OHU COOIIOAAIOTCS U
MPUMEHSIOTCS.

[Tocne BBISIBIEHUS yrpo3bl WIH YSA3BUMOCTH COTPYAHUKH JIOJDKHBI 3HATh, YTO
MPEANPUHATb, YTOOBl O0ECIEUNUTh COXPAHHOCTh HH(OpManuu. B 3TOM KOHTEKCTE
BA)KHO, YTOOBI COTPYJHUKH 3HAJM, CTENEHb KOH(HUICHUHUATBbHOCTH HHPOpMalUUUd U
IPUOPUTETHI 110 ee 3aiure. OHU TOJKHBI YMETh onpenensaTs norpednoctu CIA B cBoux
akTuBax [21].

Opranuzanuu  (QakTHUYECKH NPUMEHSIOT MOAXOJ K YIPABICHUIO PHCKaMH.
VYrpaBiaeHue puCKaMU SIBISIETCS KpAae€yrojdbHbIM KaMmMHeM g 3(P(GEeKTUBHON U
LeJICHAPABICHHOW padOThI, MPOAKTUBHBIX PEIIEHUN BO3MOKHBIX MHIUAEHTOB. O1leHKa
PUCKOB TMO3BOJISIET OpraHM3allMsIM 3HaTh OKPYKAIOLIYI0 Cpeny U pa3padbaTbiBaTh
crieHapuu 00pbOBI ¢ yrpo3amu [47].

O1eHKa pUCKOB SIBISIETCSl O00SI3aHHOCTBIO OPraHU3allMU: XOTS YHUBEPCAJIBHOTO
perenta s MUHUMH3AlMd PUCKOB HE CYIIECTBYET, CHEIHAIMCTaM HEO0OXO0IUMO
OLICHUTHh XapaKTep OpPraHU3alMOHHON Cpeibl, MpEeXxAe YeM paccMaTpUBaTh BOIPOC O

TOM, CIICAYET JM U KaKhuM 00pa3oM MpoBoauTh BHeaApeHue U T-pemenuii» [15, c. 73-74].
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2.2 PoJab opranu3anuu

HJ'IaHI/IpOBaHI/Ie SABJIACTCS BAKHBIM 3JICMCHTOM YIIPABJICHUA JIA PCaIM3allkii MCP

Oe3omacHocT M oOocHOBaHMs uX Oromkera. T. Tpudonac um ap. [49, c. 188]

OTIPEICTISAIOT TPU KOMITOHEHTA TUTAHUPOBAHUS UH()OPMALIMOHHOW O€301MacHOCTH:

CrpaTernueckoe ImjIaHupOBaHUE: pa3padOTKa MOJIUTHKH,

TakTHueckoe IJITaHUPOBAHHUE. COOTBETCTBUE CTaHAApTaM, IPOBEACHUE
aHain3a pUucKkoB, 3PHEKTUBHOCTH ayAUTa U T. 1.

OmnepaTtuBHOE MJIAHUPOBAHUE. BHEAPEHUE CPEACTB 0€30IMaCHOCTH, TAKHX

KaK aHTUBHPYC U T. 1.

Onnako, kak o0bsicHstoT [, Iltpayo u P. Benbke [45, c. 441], «Oe30macHOCTD

I/IH(l)OpMa]_II/II/I IMO-IIPCKHCMY HMIHOPHUPYCTCA PYKOBOAUTCIIAMH, MCHCIKCPAMH CPCIHCTO

3BE€HAa U COTpYIHHUKaMH. Pe3ynbTaToM 3TONl HEOPEKHOCTH SIBISETCS TO, YTO CHUCTEMBI

Oe301mmacHoCTH ropa3go MCHEC HAICKHbI, 4YCM OOJIKHBbI 6I>ITB, N 4YTO HApPYIICHUA

0€30MacHOCTH CITyYarOTCs Yallle ¥ IPUHOCAT OOJIBIIUHI yIIepo».

I'. dumion u JIx. bakxays [14, c. 126-128] pasnmenstoT 3Ty TOYKY 3pEHUS.

Nudopmarnmonnas 6€30macHOCTh — 3TO HE CTOJBKO TEXHHYECKash mpoOsema, CKOJIbKO

collMaJIbHAsl M opranu3anuonHas. Kpaiine BaxxHO oOecrieunuTh pa3padoTKy HaaJiexkaniei

u d(hPeKkTHBHON TONMUTUKH Oe30macHOCTH. JICHCTBUTENBHO, OHA CO3JaeT IPOYHYIO

wiathopMy I BHEIPEHUST METOIOB obOecmeueHus OesomacHoctu [51, c. 276]. Dta

MOJIMTHUKA JI0JKHA BKIIFOYATh, IO KpaHe Mepe, ClIeyIonue COOOpaKeHUSI:

[TpuBneub KoMaHAy O€30MAaCHOCTH U IOPUAMYECKUN OTAEN IJis padoThl B
KOMaH/I€ 0 OLIEHKE JOKYMEHTA MOJIUTUKHA Ha COOTBETCTBUE CTaHIapTaM,;
OnpenenuTh TOTPEOHOCTH OPTAHU3AIMH B 3aIUTE;

Copepkath TpeOOBaHMS MOTUTUKU KiIacCUPUKALUU HHPOpMaLIUU;
ObecnieunBaTh MOJTYYEHUE BCEMU COTPYIHUKAMHU MH(DOPMALIUU O JTyUIIUX

MeToaax obecreueHus nHPOpMaIMOHHOM 0€301TacCHOCTH.
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st T. Tpudonac u np. [49, c. 183] monmtuka nHOOPMAITMOHHON 0€30MTaCHOCTH
MIPEACTABIISIET COOOM COYETaHWE MPUHIIAIIOB, MOJIOKEHUH, METOJOB M HHCTPYMEHTOB,
CO3JIaHHBIX JJIS 3allIUThl OPraHU3alUK OT MOTEHIUATBHBIX YyTpo3. CyIIeCTBYIOT:

o [lonmutrka opranuzaiuu (B CMbICIE CTPYKTYphI). JTa 00Ias MOJUTHUKA
MpPUMEHSETCSs K OpraHuM3aluyd B IeIOM. B HEM TOBOPUTCS O
MPUBEP)KEHHOCTH PYKOBOJICTBA HMH(DOpPMAIMOHHOW O€30MacHOCTH U €€
BOXHOCTH IS OpTaHW3alud. B HEM MOTYEpKUBAIOTCS OOS3aHHOCTH
Ka)XJIOr0 B OpraHU3alluy U CPEeACTBA JIJisl oOecniedeHus 0e30MacHOCTH.

e KoHKpeTHasl TOJIMTHKA B OTHENe WH(DOPMAITMOHHO-KOMMYHHKAITMOHHBIX
texHonorud  (MKT). DOTU NOJUTUKM  OXBaThIBAIOT  OOS3aHHOCTHU
JlupexTopata HHPOPMAIIMOHHBIX CUCTEM, POJh KOTOPOTO 3aKJII0YaeTcs B
oOecrieueHun 0€30MaCHOCTH MH(GOPMAIIMOHHBIX CHUCTEM M CETeH CBS3H.
OH AWKTyeT YCJIOBHS BhIOOpa MPOTPAMMHOTO OOCCIICUYCHHS], MMOTUTHKA
PE3epBHOI0 KOMUPOBAHUS U T. II.

o [lonmuTrka, TpemHAa3HAYCHHAs Ui COTPYAHHWKOB. JTa TOJMTHKA
ompenenser Habop MmpoleccoB  MHOOPMAIMOHHOW  0€30MacHOCTH,
KOTOPBIM JIOJDKHBI CJIEIOBAaTh COTPYIHUKH (Mcmosib3oBaHue MHTepHeTa,
VIOpaBJICHHE TMAapoOJIAMH, TpoIleaypa COOOIIEHUS O HHIMACHTaX

0€30I1acHOCTH U T. 11.)

2.1 Heab nonuruku nHGOPMANMOHHON 6€30MaCHOCTH

Cormacuo /. Jasun [13, c. 506], «6e30macHOCTh — 3TO HE TO, YTO MbI JCIaEM
WA 49TO MBI HE JelaeM. DJTO HE TO, YTO MBI pa3pellaeM WM HE IO3BOJISEM.
bezonacHOCTh He MMEET HUYETO OOIIEro ¢ YPOBHEM OE30MACHOCTH JaHHBIX M CHCTEM.
besomacHOCTP — 3TO TO, Kak MbI HpUAEPKHBAeMCS OQUIHAIBHBIX TOJUTHK

0€30ITaCHOCTH.
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O¢ddexTrBHAs MoNUTHKA OE30MACHOCTH — 3TO CTpATervsi, B KOTOPOW JIIOIU
MOTYT TpPHHATH TO, YTO OT HHX OXHJIaeTca mpu padbore ¢ WHOOPMAITMOHHBIMU
pecypcamu. Ilostomy sddexTuBHas monuTHKA OE30MACHOCTH 3aBHCHT HE TOJBKO OT
TOTO, YTO OHA COJIEPXKHUT, HO U OT TOTO, KaK yYACTHUKH MOHUMAIOT, YTO 3Ta MOJUTUKA
MIO3BOJIUT JIOCTHYb I1eJIei 0€30TTaCHOCTH B OPTaHU3AIINH.

Kak mobuthbcst toro monumanus? ®on Coamc u dpon Coamc [51] nmenarot
AQHAJIOTUIO MEXIY pa3paOO0TKOW MOJUTHUK O€30MacHOCTH OpTaHM3aIlluii U CO3JaHHEM
bubnuu (bubauu B metadhopuueckoM cMbicie). OHU 3aKITI0YAIOT, YTO:

1. TlonmuTHKa TOJDKHA UCXOTUTH OT CAaMOTO BBICOKOTO YPOBHS yIPABIICHUS B
OpraHU3allnu;

2. OOurast moJIMTHKA IOJKHA OBITh CTAOUIILHOM C TEUEHWEM BPEMEHU;

3. OOmias MmoauTHKA JOJDKHA OBITh COCPEIOTOUYEHA HA OOIIMX KOHIICTIIHSX U
HE JI0JDKHA 3aTparuBaTh KOHKPETHBIE U TEXHUYECKHUE KOHTEKCThI, KOTOPhIE
CO BPEMEHEM MEHSIOTCS;

4. TIpow3BOJHBIC MOJMWTHKN JTOJDKHA OMHPATHCS HA OOIIYI0 MOJHUTHKY. JTH
MOJINTUKH OTIPEACIISIIOT CIEIU(PUKY TEXHUYECKUX 1 OM3HEC-KOHTEKCTOB;

5. Tlpomenypsl MOKHBI ONMUCHIBATH, KaK JEHCTBOBATH B COOTBETCTBUU C

MOJIUTUKOM;

st 9TOro HEOOXOAMMO PEryjasipHO OOHOBIATH MpaBWIa U TPOLEIYPHl H

PETYIIPHO AOBOJIUTH I/IH(i)OpMaI_II/IIO A0 YICHOB OpraHnu3aluu.

2.2 Teopuwu aeiicTBus

CymectByer HEMHOTO UCCIIEIOBATEIbCKUX pabor, MOCBSIIIIEHHBIX
3IOHAMEPEHHOMY TIOBEJCHUIO B OpPraHM3allMH, TaKOMY KaK HECOOIOJICHUE TMOIUTUK
0e30omacHOCTH. B 3HAYMTENBHON CTENEHH 3TO, MO-BUIUMOMY, CBS3aHO C TPYIHOCTSIMH
cOopa MaHHBIX, TOCKOJIBKY KOMIIAHUU HE XOTST PACKPhIBATh MPOOIEMbI, BOZHUKAIOITHE
B OTOM OTHOIIICHHH.
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Tem He menee, Teopus obocHoBanHoro jaeiictBus (TOJI, Theory of reasoned
action — TRA) ®umbeiina u Aiizena [19] u ee pacumpenne — Teopus [Inanupyemoro
[Mosenenus (TIIII, Theory of planned behavior — TCP) Aiizena [3] Obutn nprMeHEHbBI B
HECKOJIbKUX ~ HCCIICIOBAaHMSAX, CBSI3aHHBIX C HWHQPOPMAIMOHHONH OE30MacHOCTHIO.
OumbeitH u Aii3eH OOBACHIIOT HAMEpPEHHE 4YeIOBEKa MPHHATH OMPEICICHHOES
nopenenne. OHHM TpeANoONaral0T, 4YTO HaMEPCHHE BBIMIOIHATh PA3JTMYHBIC THUIIBI
MOBEJICHUS MOXET OBITh IPEJICKa3aHO ¢ OOJIBIIONW TOYHOCTHIO OT OTHOIICHHUS K 3TOMY
MOBEICHUIO0, CYOBEKTHBHBIM HOpPMaM U  BOCHPUHHMAaeMOMY ITOBEACHUECKOMY
KOHTpOJI0. AlzeH [3] manee 3asBisieT, 4TO HaMEPEHUs, a TAKKE BOCIPHUHUMACMBI
MOBEICHYCCKUH KOHTPOJIb COCTABIIIOT 3HAYMTEIBHYIO YacTh PAa3JIMYUil B (PaKTHICCKOM
TIOBE/ICHUH.

Jlydiree monrnManue (HakTOpoOB, KOTOPbIE MOTHBHPYIOT YYaCTHHKOB COOJIOIATh
NOJIUTUKY WHPOPMAITMOHHOW 0€301MacHOCTH OpraHU3allii, IMEET BaXKHOE 3HAUCHUE IS
TOT0, YTOOBI TIOMOYb MEHEIKEPaM BBISBUTH MPOOEBl B UX YCHWIHSX IO YIPABJICHUIO
0€30MaCHOCTBIO, MTPEOCTABUB M CPEIICTBA [Tl PEIICHHSI TPOOJIEMBI C TIOBEICHUEM.

M. Cunonex u ap. B [34] monbiTanuch MpeaCTaBUTh SMIUPUICCKHE JTaHHBIC O
NPUMECHCHUN TIOBEICHYCCKOM MOJCTM JUIS H3YYCHHS COOJIIOJCHUS  TOJUTHKH
0€30MMacHOCTH B MOBCEIHEBHOM MpakTuke. OHU pa3paboTalii TEOPETUICCKYIO MOJICHb,
O0BEIUHSIONIYI0 TEOpHI0 MoTHBaiuu 3anmrthl P. Pomxkepca (Protection Motivation
Theory) [36-37], Teopuro o6ocHOBaHHOTO ncicTBUsS DumOeiiHa 1 AW3eHa U TCOPHIO
muddysun wmuHOBaimii E. Pomxepca [35], koropwle 3areM OblLla HOATBEpPXKICHA
onpocoM 971 corpyanuka. Pe3yiabTaThl MOKa3bIBAIOT, YTO COTPYIHUKU JOJIKHBI OBITH
uHQOPMUPOBaHKI W UYYBCTBOBaTh ce0s CIOCOOHBIMM JIEUCTBOBATH B  3allUTY
WH(POPMAIMOHHBIX CHCTEM KOMIIAHMH W YTO MEpbI, NMPUHUMAacMble PYKOBOJCTBOM,
CUMTAIOTCS PEJICBAHTHBIMU W aJalTHPOBAHBI K PEabHOM AEATEILHOCTH KOMITAHHUU.
HccnemoBaHue  MOBENCHYCCKMX  W3MEHEHWH  BBISIBIIIO  IICHHOCTH  TIOBBIIIICHHS

OCBCAOMJICHHOCTHU H, CJICAOBATCIIBHO, 06y‘-IeHI/I$I.
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2.3 IloBblmeHue ocBegoMJIeHHOCTH (MH(popMupoBanHocTu) 0 Ub

Jlnst HarmmmonanmeHOoro wmHCTMTyTa craHmaptoB m texHosormit (NIST 800-50,
2003: 8-9) moBbIlICHWE OCBEJIOMIICHHOCTH HE sBiseTcss oOydeHueM. OHO MPHU3BaHO
MpUBJICYh BHUMAHUE K OE30MaCHOCTH W IO3BOJUTH KAXKIOMY IOYYBCTBOBAThH CeOs
BOBJICUEHHBIMA W  TNPHUHATH  COOTBETCTBYIONlee  ToBeneHue.  [loBwimieHUE
OCBEIOMJICHHOCTH HAIIPaBJICHO Ha IMHUPOKYIO ayJAHTOPHIO, B TO BpeMs Kak OOydCHHE
MPEAOCTABIACTCA HEOOJNBIIMM TpPYyIIaM. YYacTHUKA OOy4YeHHS TPHOOPETArOT
IPAKTUYECKUE 3HAHUS, KOTOPHIC MO3BOJISIOT UM ObITH O0Jiee 3(DPEKTUBHBIMU B CBOEH
nesitenbHOCTH. O0yUueHne o0beIUHAET COBOKYITHOCTD 3HAHWH, KaK TEXHHYECKUX, TaK U
COIMAJIBHBIX, HAIPaBJICHHBIX HA TOATOTOBKY CIICIIHAIUCTOB 10 HWH(POPMAIMOHHOM
0€30I1acCHOCTH.

CornacHo SOGP [44], nporpamma WHGOPMUPOBAHUS JIOJDKHA CIIOCOOCTBOBATH
«MO3UTUBHON KyJNbType Oe3omacHOCTH». Pasznuume MeXIy OCBEIOMIIEHHOCTBIO U
MOJTOTOBKOW WJIM 00pa3oBaHHEM HE MPOU3BOJAUTCA. Peub uIeT O MNpoBEACHUU
TPECHUHTOB 110 HMH(POPMUPOBAHUIO. ITH TPCHHHTH JODKHBI OBITH PETYJSIPHBIMH,
MOOIIPSITHCS PYKOBOJICTBOM M 00pAIaThCsl KO BCEM WIEHAM OpraHU3aIIHH.

[IpeumyiiecTBa TOBBINICHUS YPOBHS WH(POPMUPOBAHHOCTH TIOJI30BATEIICH
UHGOPMAITMOHHBIX CUCTEM:

® OpHEHTAIMS HAa TETEPOTCHHYIO ayJUTOPUIO, a HE TOJHKO Ha CIEIUATHUCTOB
B 001aCTH MH(POPMALIMOHHBIX CUCTEM, YTO M03BOJIsAET (1) OOBACHUTH 1Eh
Oe3omacHoOro moseneHus, (2) pacHpOCTPaHHUTh XOPOUIME MPAKTHKU U (3)
IPEIOCTAaBUTD MTOMOIIIb, €CJTU HEOOXO0IUMO;

® CICUUATUCTHI TIO0 KOMIIBIOTEPHOW O€30MacHOCTH TMOJIY4YaloT OOpaTHYIO

CBA3b U COO6IHCHI/IH O BO3MOKHbBIX HTHIIUACHTAX.

[lenp TOBBINIEHUS  OCBEJOMJICHHOCTH  OIpeneNsercs Kak pa3paboTka
«TIOJIOKUTENBHOM KYJIbTYphl 0€30MaCHOCTU» B OpraHu3aiusix U 3()QPeKTUBHOCTb 3TOTO

nmponecca AOOCTUTACTCA TOJIBKO IIpU OIIPCACICHHBIX YCIIOBHUAX. Hpencz[e BCCTO,
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perynsapHoe oOydeHue TpeOyeT MaTepualbHBIX CpPEACTB M opraHusauuu. llostomy
MOBBILICHHE WH(GOPMUPOBAHHOCTH TPEOyeT, C OJHON CTOPOHBI OIOKET, a C APYroi
CTPYKTYPY, OTBEUAIOIIYI0O 3a €€ OpraHu3aluio. OJTO MOXKET OBbITh Ha3HAUYCHHBIN
MEHEJKEP, KOTOPBIM M0JIaraeTcsl Ha BHYTPEHHIOK KOMaHy WJIM BHEIIHIOKO CIIyXOY.
[loBbIlIEHHE OCBEIOMJICHHOCTH JIOJDKHO OCHOBBIBAaTHCS HA TMPOCTBIX H

MOHATHBIX KaK MOKHO OOJIbIIIEMY KOJIMYECTBY Jtojiei TepMuHax. OHO TakkKe JI0JDKHO
COOTBETCTBOBATh OPTaHU3ANMOHHON CTpPyKType, modtomy ENISA (2006) u SOGP
(2011) yka3pIBarOT, YTO MOBBIIICHHE OCBEIOMICHHOCTH JOJIXKHO:

® 0TBEYaTh NOTPEOHOCTSIM CITyILIATENEH,

® [Ipe/JiaraTh peauCTUYHbIC JEHCTBUA,

® [OKa3aTh, YTO MOTYT  TMOJY4YUTh  CIyIIaTeId, ydyacTBysS B

nH(OPMAITMOHHON 0€30MaCHOCTH,
® COOTBETCTBOBAaTb OW3HEC-CTpaTEeTUH, 3ajJayaM M CTPaTErHYECKOMY

BUJICHUIO, OIIPCACIIACMBIM PYKOBOJACTBOM.

Kak w monmuTtuky 0€30MacHOCTH, TOBBIMICHUE OCBEIOMJICHHOCTH JIOJDKHO
OCHOBBIBAThCSI Ha OpraHu3alMOHHON KynbType. CumnoneH [34] Takxke cuuTaer, 4TO
MTOBBIIICHUE YPOBHS WH(POPMUPOBAHHOCTH JOJKHO CIIOCOOCTBOBATH PA3BUTHIO MOPATH
U OTHUKH, KOTOPHIE OTBEYAIOT MOTPEOHOCTSIM OE30MMacCHOCTH, TTOCKOJIBKY OHH SBIISFOTCS
MOIIIHBIMU BEKTOPaMHU ISl U3MEHEHU S TTOBEICHUSI.

VYyacTue BBICHIETO PYKOBOJCTBA TAKXKE SIBJISCTCS MPEABAPUTEIBHBIM YCIOBHEM
ycnexa nmoBbimeHuss uHbopmupoBaHHocTH (SOGP). Ono nmomkHOo obecreunThb
2 peKTUBHOE TNPOJBMKCHUE TEPENOBBIX MPAKTUK W BBIACIUTHL HEOOXOJAMMBIC
(uHAHCOBBIC, MaTepUajbHbIC WU JIOJACKHE pecypchbl. C Apyrod CTOPOHBI, CIUIIKOM
HeopmanbHOE 00yUYeHHUE, KACAIOIIeeCs CIUIIKOM OOIIUX TeM, MOXKET ObITh MPUUUHON
HEY/1auy TTOBBIIICHUE OCBEOMIICHHOCTH.

[lpu w3yueHWH TOBEIEHHS JUCTAHIMOHHBIX coTpyaHukoB Furnell (2006)

O0TMCYACT, 4TO ITOBBIIICHHEC OCBCAOMJICHHOCTH OKA3bIBACT 3HAYUTCIBHOC BJIIMAHHUC Ha
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BOCITPUATHE O€30MaCHOCTH. DTH PE3yIbTaThl UHTEPECHBI TEM, YTO OHU MOKA3bIBAIOT, KaK
WHJUBU/I, 1a)K€ BHE OPraHU3alMOHHOIO KOHTEKCTa, MOXET BECTH c€0s B COOTBETCTBUU
C OXHUIAHUSIMHU OpraHU3allMM, €CJIM OH CUMTAeT, YTO ATO BaxHO. ITO 3 eKT
HOpMAaTHUBHOroO JaBieHus. COTpyAHHK IPUHUMAET NOBEIACHUE, KOTOPOE, IO €ro
MHEHHIO, HEe UCKIII0YAETCs U3 OPraHu3alliy MPU JIUCTAHIIMOHHOM padoTe.

TeM He MeHee, 3TO HE O3HAYAET, YTO TAKUE COTPYAHUKH YCBOWIIU LIEHHOCTH
0€30MacHOCTH, MPOJBUTAEMbIC OpraHu3almei. Bo3aMoXkHO, UX MOBeJACHNE W3MEHUTCS B
pe3ynbTaTe U3BMEHEHHUs] pabouero Mecta, rjie 0e30MacHOCTh OyAeT BOCIPUHUMATHCS Kak
MEHEE BaKHAs. OTO TMOJYEPKUBAET POJb JOKAIbHBIX YYAaCTHUKOB, OCOOEHHO
ONepallMOHHOTO MeHepKkepa. Ha camom nene, BiIMsHUE ONEpallMOHHOIO MEHEIKepa Ha
OCBEJOMJICHHOCTb U IOBEJICHUE COTPYIHHUKOB M3y4eHO Majo. OHAKO OnepanrMOHHBIN
MEHEKEP MMEET JIOKAJIbHBIE TTOJIHOMOYHUS, CTPATErHI0 U HEHHOCTH OpraHu3aluu. JTO
HOTEHIUATbHO MOXET OBITh CYIIECTBEHHBIM JUIsl MOBBIIIEHUS OCBEIOMIIEHHOCTH U

IMPpUHATHA ITIOBCACHUS, COOTBCTCTBYIOIICTO Tp€6OBaHI/UIM 0e301acHOCTH.

2.4 B3auMocBSI3b MKy OPraHU3ALMOHHON KYJIbTYPOil U

HHGPOPMALMOHHOV 0€30I1ACHOCTHIO

be3omacHOCTh BKIIFOYAET CIIOXKHBIC COIMAIBHBIC KOHCTPYKIIMH, TaKhe Kak
uAeHTUUKALMS, JOBEpHUE€ U KOHPUACHIMAIHHOCTh, KOTOpPBHIE pa3IUYarOTCs B
3aBUCUMOCTH OT KOHTeKCTa. [101X0/1, KOTOPHIN YUYNUTHIBAET HAWIYYIIINE UHTEPECHI BCEX
YYaCTHUKOB M XapaKTEPUCTUKU WH(POPMAITMOHHBIX CHCTEM, CETCH U CBA3AHHBIX C HUMHU
YCIIYT, MOXET ObITh KaK 2((HEKTUBHBIM, TaK 1 O€30MTACHBIM.

B «/lupextuBax mo mpobieMe Oe30MmacHOCTH WH(POPMAIMOHHBIX CHCTEM H
ceTeit: opMUpOBaHUE KYJIbTYphl oOecmeueHus: 6e3omacHocTr» [34] moaxom ODCP
(bOpMHUPOBAHUIO KYJIBTYphl OOecrieueHHs WHPOPMAITMOHHOW O€30MaCHOCTH BKIIIOYAET

JCBSTH B3aMMO/IOTIOHSFOINUX MPUHIUIIOB (cM. Tabmuia 2).
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Tabnuua 2 — ®opmupoBanue KyIbTyphl obecnieuenus oezomacuoctu ([34], c. 5-8)

[Tpunimn Onpenenenue
1) OcBe1OMIIEHHOCTh VYuyacTBytomue CTOpPOHBI JTOJIKHBI 0CO3HaBaTh
HEOOXOUMOCTh obecrieueHus 0e301acHOCTH

I/IH(bOpMaI_[I/IOHHBIX CHCTEM M CETeH M IOHHUMATh, YTO OHH
MOI'yT CACIIAThb IJISA ITOBBIIICHUA 0€30IaCHOCTH.

2) OTBETCTBEHHOCTh 3a 0e30macHOCTh HH(POPMAIMOHHBIX CHUCTEM U CETeH
OTBEUAIOT BCE YYACTBYIOIIUE CTOPOHBI.
3) [IpunsiTHe OTBETHBIX MEP VYyacTByrole CTOPOHBI AOKHBI, B COTPYIHUYECTBE C

OPYTUMHU, NPEAIPUHUMATh CBOCBPEMEHHBIC JNCUCTBUS IS
[pEAOTBPALEHUsA, BBIABICHWS W  pearupoBaHHs Ha
WHIMJICHTHI, CBA3aHHBIEC C HAPYIICHUSIMU 0€30MaCHOCTH.

4) Dtuka VY4acTByIOIME CTOPOHBI JIOJDKHBI YYUTHIBATH 3aKOHHBIC
WHTEPECHI IPYTHX JIWI] U OPTaHU3AIHH.
5) lemoxkpartus Obecnieuenne 6e30MacHOCTH MHPOPMAIIMOHHBIX CUCTEM U

cered HE JOJDKHO BCTymaTh B MOPOTHBOPEYHME C
OCHOBOITOJIAralOIMMHU  LIEHHOCTSMM  JIEMOKPATUYECKOr O

oOuiecTna.
6) OreHKa pUCKOB VY4acTByI0OIUE CTOPOHBI JOJDKHBI TPOBOJHUTH OICHKY
PHUCKOB.
7) Pa3paboTka u peanuzaius VY4acTByIOIIME  CTOPOHBI  JIOJDKHBI ~ pacCMaTpHBaTh
CUCTEM U CETEH C yU4eTOM 0€30MMacHOCTh KaK OJMH U3 HamboJiee BaXKHBIX DJIEMEHTOB
HEOOXOMMOCTH 00ECTICUCHUS WH(POPMAIIMOHHBIX CUCTEM H CETCH.
0e301macHOCTH
8) PykoBoacTBO oOecreueHrneM Y4acTBYyIOIIME CTOPOHBI JIOJKHBI MPHUHATH KOMIUICKCHBIN
0€30MMacCHOCTH MOJIXO0JT K PYKOBOJICTBY OOecrieueHneM O€30IMacHOCTH.
9) [loBTOpHAs OlIEHKA VYyacTBytonme CTOPOHBI JOJKHBI ~aHATW3UpPOBATh U
MIPOBONTH MTOBTOPHYIO OIICHKY 0e30MmacHOCTH

MH(OPMALIMOHHBIX CUCTEM M CETEeH, a TaKKe BHOCUTH
COOTBETCTBYIOLIIE H3MEHEHHs] B MOJHUTHUKY, IPAKTHUKY,
Mepbl U MPOIeyphl B chepe O€30MaCHOCTH.

B onpenenenun ODCP OGonpllie BHUMaHUSA — yAENAETCA  KYJIbTYpHOMY
M3MEPEHHIO, 3aHUMAIOUIEMY I[EHTPAJIbHOE MECTO B JAESATENBHOCTU MO OOECHEYEHHIO
0€30macHOCTH, KOTOPO€ BO MHOTOM 3aBHUCUT OT YPOBHSI BOCIPHSITHS yYaCTHHUKOB:
«PykoBo/IcTBO 0OecTieueHreM 06€30MacHOCTH JJOJKHO OCHOBBIBATHCS HA OIICHKE PUCKOB.
OHO J0KHO OBITh JWHAMUYHBIM, OXBaTBHIBAIOIIMM BCE€ YPOBHHU JEATEIBHOCTU
YYaCTBYIOIIMX CTOPOH W BCE acCMeKThl WX paboThl. OHO JOHKHO BKJIIOYATh B CEOs
yOpexaarolee pearnpoBaHue Ha MOSBIISIONIMECS YIPO3bl U JOJKHO MpeaycMaTpUBaTh
NPUHSATHE MEp, HAIMpPaBJICHHBIX Ha MPEJOTBPAIICHHE U BBIABICHUE WHIIMIACHTOB U

p€arupoBaHuC Ha HHUX, MCP IIO BOCCTAHOBJICHHIO CHCTCM IIOCJIC C6OGB, HCIIPCPBIBHOC
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TEXHUYECKOEe OOCITyXMBaHUE, aHanu3 u ayauT. l[lonuTuka, NpakTUKa, MEphl H
MPOIIeTyphl B 00JaCTH oOecriedeHus: 0€30MmacHOCTH MH(OPMAIIMOHHBIX CUCTEM M CEeTeU
JOJDKHBI  OBITh  CKOOPJAMHHUPOBAHHBIMHU W HMHTETPUPOBAHHBIMHU C TEM, YTOOBI
00pa30BBIBATH JIOTUYECKH TMOCIEAOBATEIbHYIO CHUCTEMY oOOecreueHus Oe30MacHOCTH.
TpeboBanus kK pyKoBOJCTBY oOecriedeHeM O€3011aCHOCTH 3aBUCAT OT YPOBHS y4acTHs,
poJM ¥ (YHKIMI y4yacCTBYIOIIEH CTOPOHBI, CYHIECTBYIOIEIO pUCKa M TPEOOBaHUM K
cucteme» [34].

MHorue wuccnenoBaTenu TaKXKe IPEANOJararmT, 4YTOo HH(POpMalMOHHas
0€30MacHOCTh JOJDKHA OBITh YacThIO OpraHW3allMOHHOW KynbTypel [51, 26]
OoOHapy»Xuii, 4yTO B OOJIBIIMHCTBE OpraHU3aluii MHPOPMALMOHHAsA OE30MacHOCTh HE
ABJIIETCS HEOTHEMJIEMOM 4acThIO OPraHU3alMOHHON KyJbTYpbl. [t 00BsCHEHUS 3TOro
SBJICHHSI MOKHO TIPUBECTH HECKOJIBKO MPUYUH, HATIPUMED:

e OrtcyrcTBue ¢puHaHcoBbIX BiaoxkeHuit — I1. Illemnen u ap. [43] nokaszanm,
YTO OpPraHU3alluM CKJIOHHBI pacCMaTpUBaTh pacxoibl Ha 0€30IaCHOCTh Kak
ONpaBJIaHHbIE TOJIBKO MOCJI€ TOrO, Kak MPOU30LIEN HHIMAECHT, TO €CTh
CJIMILIKOM I103/IHO.

e HenocratouHoe yyactue COTPYIHUKOB — IACCUBHOE y4acTHUE COTPYIHUKOB
B OCYIIECTBJIEHUM Mep O€30MacHOCTH, peau3alusi KOTOPhIX YacTo
JIOKUTCS Ha MJI€YN eAUHHIL.

e OrpaHu4eHHOE BHEIpEeHUE Mep 0€30MaCHOCTH — MOJMTUKHU 0€30MacHOCTHU B
OOJILIIMHCTBE CIy4aeB BBITEKAET HE U3 YOEKIEHUH, a U3 HEOOXOIUMOCTH

CO6J'IIO)ICHI/IH IMpaBuUJI U IIPUHYKICHUA 4YCPE3 BHCIIHUC ayAUTHI.

B nurtepaTtype Takke moka3zaHoO, YTO CYIIECTBYET TPU THUIA OTHOIIEHUU MEXKITY

OpraHU3aAIMOHHON KYJIBTYPOU 1 HHPOPMAITMOHHOM 0€3011aCHOCTHIO!
1. UudopmarnmonHas 6€30MacHOCTh HE WHTETPUPOBAHA B OpPraHU3AIMOHHYIO
KyJIbTypy [27]. B 3TOM citydae MEHEKMEHT OpraHu3alii HE 3aHHMAaeTCs

MHPOPMALMOHHON  0€30MacHOCTbIO.  UJeHbl  OpraHM3aluuu  Majlo
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OCBEIOMJICHBI ¥ HE YYBCTBYIOT OTBETCTBEHHOCTH 3a MPOOJIEMbI
6e3omacHocti. OpraHu3alnuy 4acTo CKJIOHHBI pacCMaTpUBaTh Pacxobl Ha
obecnieueHre Oe30maCHOCTH Kak HeompaBaaHHble TpaThl [43]. D10 Ta
CUTyalusi, KOTJa JeATeIbHOCTh M0 WH(GOPMAIMOHHON 0€30MacHOCTH
nojaepxkuBaeTcs Tonbko UT-otaenom.

2. NuadopmanmonHass 0€30MacHOCTh — «CYOKYyJIbTypa» OpraHU3alliOHHON
KyJIbTyphl. YacTh COTpyIHHKOB Oojiee OocBemoMieHa O TpPeOOBaHUSX K
0€30MacHOCTH, TPOBOIUTCS TMEPHOANYECKOe OOydeHHe O0e30MacHOCTH.
HekoTtopsie oThenbl opraHW3alui HAaYyMHAIOT OOpaiiath BHUMaHWE Ha
0€30MacHOCTh, M BONPOC O HOBBIX MPAKTUKAX TMOSBISETCS B TIOBECTKE
PYKOBOJICTBA.

3. NndopmannonHnas 6e30macHOCTh BCTPOCHA B OPTaHU3ALMOHHYIO KYJIBTYPY.
Mepsbl 6€301aCHOCTH BHEJIPEHBI BO BCEM OpraHM3all U C OTHOCHUTEIBHO
BBICOKMM YpOBHEeM yuactusa. Kpome TOro, peryinspHo OOHOBISAIOTCA
MOJINTUKU 0€30IacHOCTH. Unenst OpraHH3aIiu YyBCTBYIOT
OTBETCTBEHHOCTh 3a HMH(OPMAIMI0 U MOTHBUPOBAHBI MPUIEPKUBATHCS
nomuTukd ~ Oe3omacHocTH.  [IpakThkum ~ 0€30MacHOCTH  CTAHOBATCS
Oecco3HaTeIbHBIMH MMOBCEIHEBHBIMU AekcTBUsAMHE [51, 52]. MeHeKMEHT 1
COTPYIHHMKHW OpPTaHU3alliU PA3ACISIIOT 00IIHe IEHHOCTH UHPOPMAIMOHHOM

0€30IacHOCTH.

Kakum oOpa3zom npocturaercss TpeTuil Tun oTHoueHui? O030p nuTepaTypbl
NO3BOJIIET  BBIACIUTH  HECKOJbKO  IMEPEMEHHBIX,  CIIOCOOHBIX  pa3BHUBaTh
OpPraHU3alMOHHYIO KYJIBTYPY, HO X BJIMSHHUE, B YACTHOCTU HA (PaKTHUECKUE MPAKTHUKH,
OCTAETCS MAJIO U3YYEHHBIM.

1. TloauTuku OE30IMaCHOCTH;
2. YdacTue BBICIIEro PyKOBOJICTBA;

3. OCBEIOMIIEHHOCTD;
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4, UT-otmen / Ornen 0€30IMaCHOCTH,

5. YyacTtue onepauroHHOTO MEHEI)KMEHTA.

Hexotopele  Mepsl  0€30MacHOCTH  JCHCTBYIOT ~ HENOCPEACTBEHHO  Ha
OpraHH3allMOHHOM YPOBHE, BIIUSS HA «MaccoBOe» oco3HaHue yrpo3 Ub, B To Bpems kak
Apyrue BIUSIOT HA  OTHENBHBIX JIUI. OTO TIOBBIINIEHUE WHAWBUIYATBHOM
OCBEJIOMIICHHOCTH QJIalITHPYET WHIUBUIYaTbHYIO KYyIbTYpy, YTOOBI NMpPHUBECTH €€ B
COOTBETCTBUE C OPTaHU3AIMOHHOM.

B tabnuie 3 moka3aHo, Kak KOMIIOHEHTBI O€30MaCHOCTH B IIMKJIE BO3JCUCTBYIOT

Ha MHAWBUAYAJIBbHYIO KYJIbTYPY N 4CPC3 HCC MCHAIOT OPpraHU3allMOHHYIO.

Tabmuua 3 — Bo3aelicTBuE KOMIIOHEHTOB O€30MTACHOCTH HA HHIUBUAYAIBHYIO U OPraHU3aIHOHHYIO
KYJIBTYpYy

Komnonent CyObekr OpranuzanyoHHast
KYJIbTypa
Bo3znetiicTBue >
Bnusuue >
< Bo3zneiicTtBue

Bogsneuenue u npoasuxeHue
PYKOBOJACTBOM

Oprauusanus OpranusanoHHoe
[Tonutuku 6€301macHOCTH p 1 p 1

UT-otnen

IloBrlIIEHUE
OCBEJOMJICHHOCTH

YdacTtre oneparmoHHbIX 1059107053701 NnnuBuayanbHOE
MEHEKEPOB

[Tpouuibiit OTIBIT
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3  HccaenoBanue crapranos peruona Hop-Ila-ne-Kane

3.1 Onucanue HCCJIeJ0BaHNA

[IpakTyeckoi 4acThIO JTAaHHOM PabOThI CTAO MCCIENIOBAaHUE, MPOBEACHHOE B
mapte 2017 1. BOo (panmysckom perunone Hop-ITa-ge-Kane. Merononorueit
UCCJIeIOBaHUs ObUIO BBIOPAHO KAueCTBEHHOE HCCIEAOBAHHE METOJOM HHTEPBBIO IO
pa3pabOTaHHOMY ONPOCHUKY C PYKOBOJIUTEISIMU CTapTaroB, 4YTOObl OTBETUTH HA
BOIPOC: KaKuM 00pa3oM colMAJIbHAsl CETh cTapTana BIUSET Ha MPUHSITUE PEIICHUI ero
PYKOBOJIUTENISI B OTHOIIIEHUU MH(DOPMAITMOHHON O€30MaCHOCTH.

B pamkax BbIOpaHHOM Mpo0OJIeMbl ObUIH BBIIBUHYTHI CIAEAYIOUINE THIIOTE3bI J1JIs

MIPOBEPKHU:

I'l. CO]_II/IaJIBHEUI CCThb CTapTallia HAIIpAMYIO BJIMACT HAa PCIICHUA MCHCIKCpPA B

OTHOIIIEHUHU UH()OPMAIIMOHHON 0€301MacHOCTH.

I'2. HaBbiku MCHCII?KCpa, €TI0 3HAHHU: B o0OyacTH OE30IaCHOCTH BIUSIOT Ha

MPUHSATUE PEIICHUN B OTHOILIEHUH UHPOPMALIMOHHON 0€30MacCHOCTH.

I'3. Oco3HaHue BaXKHOCTH U TPUBEPKEHHOCTh LIEHHOCTH 3aILUTHI JaHHBIX
MEHEKEPOM CTapTana BIHSIOT HA IPUHATHE PEIICHUN B OTHOILIEHUH

UHGOPMAITMOHHON O€30MaCHOCTH.
I'4. O6nacTh IEATeTLHOCTH CTapTara OnpeeseT YPOBEHb TPUBEPKCHHOCTH

MEHeKepa oOecriedeHnIo HHOOPMAIIMOHHONW 0€30MacHOCTH.

[Tocne ompeneneHust runore3 ObLT COCTaBJIEH OMPOCHUK ISl PYKOBOJUTENEH
crapranoB (cM. Tabmuma 4). B tabmune 5 mnpuBeneH OpUTMHAT ONPOCHHMKA Ha

(bpaHIy3CKOM SI3BIKE.
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Tabnuna 4 — OnpocHUK ISl MPOBOAUMOTO HUCCIICIOBAHUS

Tema IMoarema IIpumeps1 BOIpocoB Hean
Kak BbI nymaere, uro Takoe «Mudopmannonnasn
Omnpenenenue / 0ezomacHoOCTbL»? OLICHUTH HABBIKU M
OG6unactb KakoBa o0s1acTh HH(pOPMaLIMOHHOM 0€301IACHOCTH (YTO BbI snanus (I2)
nojapasymeBaere noja uapopmaumeii)?
Ha xakowm stane BHeapeHus nHGOpMALMOHHONW O€30MacHOCTH
Haxoautcs Bam crapran?
Hosuums ctaprara Kak pykoBoauTe/ib, Kakoii IPHOPUTET BbI MPUCBaNBaeTe
Hrdopma 110 BHEJPEHHIO o Py ATer % prop P N OHPEICTHTD
- . UH(OPMANIMOHHOI 0€30MaCHOCTH B BallleM cTapTane?’
P uH(OpMaIMOHHOM n pMail B P [IPUBEPKCHHOCTD
HHHUMAaeTe Jin Bbl IMYHO yyacTHe B mpoleccax
6 6e3omacHocTH (110 P N y pon neHHoctsiM (I'3)
€30I1aCHOCTh uHdopmannoHHoii 6e3onacuoctu? Ecim na, To kak? Eciu Her,
COOCTBEHHOMY
TO movemy?
onpexaenenuto Ub) N
SBasirorcest ik TpeOGoBaHUsA 0 HHGPOPMANMOHHOM 0€30MACHOCTH
0G3ATELCTBOM B 061acTH esiTesbHocTH Bamero craprana? | TPOBEPHTH (I'4)
[TorpeOHOCTH B IMoyemy BaMm Ba:kHa 3amuTa uHpopmauunu? ColnroaeHue
N UHTEPIPETUPOBATH
o0Jactu TpeOOBaHMIT KJIMEHTOB / COOMIOIcHNE KOH(DHUICHIIMATbHOCTH
. ., | IpUYUHBI TPUHATHUS
MH(OPMAaLMOHHOM Bbl1u Ju ciyyau, KOTOpble NPUBEIU BAC K NIPUHATHIO peleHuii emerit (T1-4)
0€30MacHOCTH B 00/1acTH MH(oOpMaIHOHHOMH Oe30macHOCTH? P
()
Kakue mepbl 6€3011acHOCTH peaTn30BaHbl? OIEHUTh CTEIICHb
HpI/IH)ITHe KTo ux Hpe)IJ'IO)KI/IJ'I? KTo 3anumancs peaﬂmauneﬁ? peanu3alnuu u (baKTOPBI,
peteHus ITouemy? BJIMSIONIUE HA 3TOT
Crioco6b1
Kaxk? YPOBEHD
IPUMEHEHHS
BBISICHUTH (DAKTOPBI,
OrpannyeHus KakoBbI pensaTCTBYS HA ITyTH BHEAPEHHS IMOIX0/1a a2 ole
. HSFOIITN
pean3zanuu nH(pOpMaIMOHHOH Oe30macHOCTH? TPYA

NPUHATHE PELIeHUN
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Tabnuma 5 — OpuruHan onpocHuKa (Ha GpaHITy3CKOM SI3BIKE)
Sous thémes

Thémes

Exemples de questions

Intérét

La Sécurité de
I'information

Modes
d'emploi

Définition /
Périmeétre

1. Selon vous qu'est-ce que la sécurité de I'information ?

2. Et elle s'étale a quel périmétre ?

évaluer des
compétences et
connaissances (h2)

La place de la
startup par rapport
a sa définition de la

sécurité de
I'information

1. Votre startup se trouve ou par rapport a ce que vous entendez par
sécurité de l'information ?
En tant que dirigeant, a quel niveau de priorité placer vous la
sécurité de l'information dans votre startup ?
Et étes-vous engagé a des procédures de sécurité d'info Si oui
comment ? Si non pourquoi ?
2. Est-ce que le domaine de votre activité vous oblige a vous
positionner a I'égard de la sécurité de I'information ?

savoir si la startup est
engagée dans des
procédure de sécurité
d'information (h3) et se
renseigner (h4)

Besoins en matiere
de sécurité
d'information

Décisions prises

1. Pourquoi peut-il étre nécessaire pour vous de sécuriser vos
informations ? Répondre a des exigences de client / respect de la vie
privé
2. Quels sont les situations qui vous ont amené a mettre en place
des décisions de sécurité d'information ?

Quelle sont les mesures de sécurités en ceuvre ?

Qui les a proposés ? Qui les a mis en ceuvre ?

Pourquoi ?

Comment ?

interpréter les raisons
des prises de décisions
pour en conclure les
facteurs influengant

évaluer le taux
d'implication et les
facteurs impactant ce
niveau d'implication

Limites de la mise
en ceuvre

Quels sont les obstacles de la mise en ceuvre d'une approche de
sécurité d'information

clarifier les facteurs qui
constituent des freins
aux prises de décisions
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Bonpocs! pa30utel Ha TEMBI, TakKHe Kak OMpeaeeHne 3Hanuil menemkepa o Ub,
MO3UIMS CTapTana Mo BHEAPEHHIO WH(OpMAIMOHHOW 0e30MmacHOCTH, MOTPEOHOCTH B
ob0nacTh HMHQOPMAIMOHHOM O€30MACHOCTH, NPUHATHIE PELIEHUS W OrPaHUYCHUS
peanuszanmu. [lpu sToM QopmMynupoBKa BOIMPOCOB HE sBisiercss >kectkoil. [lpum
IPOBEJEHUM UHTEPBBIO BOIPOCHI NepehOpMyINPOBAIUCH B 3aBUCUMOCTU OT CUTYalluH,

KCCTKO CO6JIIOI[&JIOCI) TOJIBKO ITOKPBITUC BCCX TCM.

3.2 OnucaHue CTapTanoB

Hccnenyemold Tpynmoi craim crapranbl B OW3HEC-WHKyOarope M crapTarl-
akceneparope EuraTechnologie, pacionoxxennom B ropoae Jlmmuie B pernone Hop-Ila-
ne-Kae. Bpiin mpoBeieHbl HHTEPBBIO ¢ PYKOBOUTEIISIMHU IIECTH CTAPTAIOB, Ubsi cepa
JCATEIILHOCTH TECHO CBsi3aHa C WH()OPMAIMOHHBIMU TEXHOJOTHAMHU. Bce oHU

npeaiiararoT pasjIndHbIC IMMPOAYKThI HIIK YCIYI'H XU HC ABJIAIOTCA KOHKYPCHTAMMU.

3.2.1 Crapran 1 (Jooxter)

Jooxter coctout U3 MpUMEpPHO MATHAAIATH COTPYIHUKOB M cyliecTByeT ¢ 2014
roga. Kommnanusi pabotaet B ob6mactm Smart Building Domain  Application,
npefocTaBisis apyruM  komnanusMm (B2B) cepBuc anms  onTtumuzanue  O(QUCHBIX
miomazneil. Mcnone3yercs ceTb IaTYMKOB, ¢ MOMOIIBIO KOTOPBIX B PEAJIbHOM BPEMEHU
OTCJIC)KUBAETCA MEPEMEILIEHUE COTPYAHUKOB B 3AaHUSIX, COOJII0/1asl UX aHOHUMHOCTb.

B xomnanuu HeT yTBEP)KIEHHOW MOJMTUKU OE30MaCHOCTH YPOBHS TPEOOBAHMIA
O6ankoBckoi chepbl. OnHAKO, BHEIPEHBI MEPbl O€30MACHOCTH, BKJIFOYAsi KOHTPOJIb MPaB
JocTyna K uHGOpMaINKi, aHOHUMHU3AIUIO TTepeAaBaeMbIX JaHHBIX O MOJIb30BaTENIe HIIU
BBIOOD HA/IEKHBIX UHCTPYMEHTOB M TEXHUYECKHUX MAPTHEPOB (XOCTHUHT).

CoTpyIHUKH COTTIAIIAIOTCSA C MYHKTOM O KOH(PUAEHIMAIbHOCTA UH(OPMAIIH B
TPYyAOBBIX AoroBopax. Kpome toro, komnanueu npuHsta XapTus YBaXKEHHS YaCTHOU
KU3HU (KOH(PUACHIIMATBLHOCTA YAaCTHBIX JAHHBIX), HE TOJBKO IS «YCIIOKOCHHS
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KIIMEHTOB, HO W W3 3paBOro cMbicia (¥4 KIMEHTOB WHTEPECYIOTCS 3alUINCHHOCTHIO
YJaCTHBIX JIaHHBIX). TeM He MeHee MEHEKep MOMYCPKHYJ, YTO I HEro OJHUM H3
NPENSTCTBUHN SBISETCA HEOOXOJUMOCTh YOCKACHHUS KIIMEHTOB B TOM, YTO HET PUCKA JIJIS
WX YaCTHOM KU3HU.

MeHemxkep crapTana MoKas3al BBICOKYK) OCBEAOMIIEHHOCTh B Bompocax HUb.
XOTSl HET YTBEPKIACHHOU MOJUTUKU b ypOBHS KPYITHBIX KOpHOpPAILMM, IPUHITHI MEPHI
Mo oOecneYeHn0 0€30MacHOCTH: TEXHUYECKOTO, OPHUINYECKOTO0 W OPraHU3alMOHHOTO
xapaktepa. [loarBepxknaercss Bropas runore3a (['2) o BIusHUM 3HaHUM MEHEIXKEpa U
yetBeptast (I'4) o BIMsIHUM OO0JACTU JESATEIHHOCTH (OTCIEKHBAHHUE TIEPEMEICHUM

M0JIb30BaTENICH BBI3BIBAET UX 00ECIIOKOCHHOCTD ).

3.2.2 Crapran 2 (Pitchr)

Pitchr, manboyiee MoJI0/I0if W3 ONPOIIECHHBIX CTApPTAlOB, OCHOBAH B OKTAOpE
2016 roma. Ilpennaraer cBOUM TMOJB30BATENSIM OHJIANH-TUIAT(GOPMY yIpaBIEHUS
npodeccoHaIbHBIMU  COOOIIECTBAMH U MOOWIIBHOE TMPUIIOKEHHE, T03BOJISIONIEE
HaXOJUTh Jyulue npodecCUOHAIbHBIE KOHTAKThl B HY’KHOE BpeMsl B HY’)KHOM MECTE B
3aBUCUMOCTH OT MHTEPECOB U CYILIECTBYIOLIEH CETH KOHTAKTOB, CUHXPOHU3UPYEMOH C
Linkedin.

B naHHBINT MOMEHT MEHEKEP KOHIIEHTPUPYETCS HA MIPOJIYKTE, €ro pa3padoTKe U
NpOJABIDKEHNU. TeM He MeHee 3asBisSeTCS BBICOKHM MPUOPUTET O€30MacCHOCTH.
MeHemkep yKka3blBaeT Ha MPUUUHBL «IIOTOMY YTO CTapTan B HUGPOBOM OHU3HECEY,
YKPEIUIEHUE UMUJIKA.

CornacHO MEHEIKEpPY, MNPENATCTBHUS, C KOTOPHIMH MOXET CTOJKHYThHCA
peanu3anusa Mep 0e30MacHOCTH, — 3TO BPEMs U IIeHa, OCOOEHHO JJII OY€Hb MOJIOJOTO
cTaprara. 3aTeM CJIEYIOT COMPOBOXKICHUE COTPYIHUKOB, UX OOYYECHHE U MOTUBAIIHS.

B peamuzamuun Wb MeHemkep mosjaraeTcs Ha TapTHEPOB, O00JIaJarolInuX

TexHU4YecKuMU 3HaHusAMU. [lonTBepxnaercs nepas runoresa (I'1) o BnusiHuM ceTH.
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3.2.3 Ctapran 3 (Libertrip)

Libertrip, crapran cymecTByromuii yxe 5 JIeT B KauecTBE MPOU3BOIAUTEIIS
IporpaMMHoOro odecrieueHus st cektopa TypusMa. OH NpesocTaBiIsieT Typoneparopam
SaaS (mporpammHOe oOecmedeHHEe Kak  yCIyry), OOJETdalomuid  MPOJaxu
TYPUCTUYECKHX TMOE€3N0K. KOMIIaHWs COCTOMT W3 JAECATH YEIOBEK, B OCHOBHOM
UHKEHEPOB. JTO OOBICHSAET TOT (haKT, YTO OHA XOPOIO MOJArOTOBJIEHA MEpe]] JUIOM
po0seM 6€30TacHOCTH.

MeHemkep roBOpUT O HAIMUKMK Y Hero «O3krpaynaa» Ub. Tlo ero cmosam, b
HE SBJISIETCS MpUOpUTETOM, a HaxomuTcs B «JIHK» TexHosormuecknx KOMMaHUM,
SIBJISIETCS «€CTECTBEHHONY.

B kommanum ecth mpopabOTaHHBIE CXEMbl PE3EPBHOIO KOMUPOBAHUA U
BOCCTAHOBJICHUSI JAHHBIX, IMM(PPOBAHUS KECTKUX JUCKOB. Ciyyall KpaXh OJIHOTO
KOMITBIOTEpA HE CO37aJ yIrpo3bl MJisi KOMIIAHUU: J@HHbIE HAa KOMIIbIOTEpE ObLIH
3amu@poBaHbl, 1 KOMIIAHWS BOCCTAaHOBMJIA WX M3 pe3epBHOM Komuu. Cobiromaercs
MOJIUTUKA CIOKHOCTU M YaCTOThI CMEHBI MapoJjie (He MEHee IMIECTH pa3 B rof), a TAKKe
OPUHLHUI OTAECIBHOTO MapoJid K KaXXIOMy CEpBUCY. MEHEIKEp 3HAKOM C HOPMaMH U
pexomenganusiMu CNIL (HaunonanpHast KoMUCCHSI IO MHPOPMATUKE U TPAKIAHCKUM
cBoOo1aM DpaHIum).

Co cCcTOpOoHBI KJIHMEHTOB cTapTana He ObUio TpeOoBaHUN O0OecTeUeHHUs
Oe3zomacHocTH, ©Oo0jJee TOro KOMIAaHUS caMa NbITaeTCs JOBECTH  MPUHLIMUIIBI
0€30macHOCTH /10 KJIMEHTOB. MeHeKep MOJYepKUBAET, YTO, KaK cTapTamy, KOMIIAaHUH
Jier4e MOBBICUTh YPOBEHBb OE30MAaCHOCTH, YEM KPYITHOM KOMIIAHUH.

3aTtparbl Ha obOecrieueHHE OE30MaCHOCTH SIBISIIOTCA MPENSTCTBUEM, OCOOEHHO
st HeOompImMX KoMranuii. Ho pykoBoauTeNh TMOMYEPKUBACT HEOOXOIUMOCTH ITOU
unBectuimu, gaxe ecau ROSI (Return On Security Investment) BuseH He cpasy.

[TonTBepxknaerca TpeTbss runore3a (I'3) o MPUBEPKEHHOCTH MEHEIXKEpA

IIEHHOCTH Oe3omacHOCTH. OH HECKOJIBKO pa3 YINOMHHAET O TOM, 4TO B IU(poBOM
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Ou3Hece Hy)KHO ObITh O€3YIIPEUHBIM U HE MTpeHeOperaTs 6e30macHocThi0. TeM He MeHee,
ATOTO HEAOCTATOYHO JIJISl MOJTBEPIKACHUS MM ONPOBEPKEHUSI YETBEPTON THITOTE3BI O

BIIMSTHUU 00JIaCTH ACATCIIbHOCTH Ha IIPUHATHUC pGIHGHI/Iﬁ.

3.2.4 Crapran 4 (Mail Billy)

JlanHbIil cTapTam npeacTaBisieT co0oil riargopMy MO MEpeBOy M CO3AAHUIO
MHOT'OSI3BIYHOTO KOHTeHTa i kommnanuii (B2B). IlepeBom mnmceM u HamucaHue
MapKETHHTOBBIX TEKCTOB TapaHTUPYETCS] B TEUEHUU OJHOTO daca. KoMmanus ocHOBaHa
B ssuBape 2017 ropa.

Menemkep uMeeT OOJIBIION OMBIT B MEPEBOJE W HANMCAHUU TEKCTOB, B TOM
yucie B pabore ¢ KOH(DUACHIMATLHBIMUA TEKCTaMH. Y CTOSBIIMMCS crocoO paboThl B
ATOM OHW3HECe TMOJpPa3yMEeBaET IMEPEChUIKY MHOXECTBA DJJIEKTPOHHBIX TIHCEM C
JOKyMEHTaMH B MPUJIOKEHNWU. UTO CTaBUT KOH(PHUACHIIMAIBHBIC JaHHBIC MO YIPO3y U
CO37Ia€T BBICOKYIO BEpPOSTHOCTh OIIMOOK uenoBedeckoro dakropa. IloBbiieHue
0e30MacHOCTH M aBTOMAaTH3alMs padOThl OBLIM CTUMYJAMU CO3JaHUs TIaT(OPMBI.
PykoBogutens mnpuriacuia Ha padoTy pa3paboTuMKa, KOTOpPBIA B3ssI Ha cels
OTBETCTBEHHOCThH 32 BCE TEXHUYECKUE aCIIEKThl KOMITAHUHU.

[lo ee cnoBam, wuHpopmalusa, O0€30MaCHOCTh KOTOPOM JOKHA OBIThH
obecrieueHa, — 3T0 JOKYMEHTHI JIJIsl IepeBOia, PeIoCTaBICHHbIC KiIueHTaMu. Bo Bpems
BOIIPOCA O TOM, TpeOYeT JIM 3allUThl BHYTPEHHsIs1 HHPOpMaIisg KOMIaHUH, pa3pabOoTIHK
BMEIIAJICSI B MHTEPBBIO, KaK TOJIBKO MEHEKep 3asBuiia, 4ro «MBbI COBCEeM HeE
3alIUIIEHB». OJTOT (PAKT TOJHOCTHIO OMPOBEPTraeT BTOPYIO THUIOTE3y O BIMSHUU
HABBIKOB U 3HAHUM.

Tem He MeHee, pyKOBOJMTEIb NMPUHUMAET MEphl O0OeCIeUeHUs 0€30MacHOCTH.
Hampumep, npocuT KJIMEHTa ynanuTh WIH 3alu(poBaTh B CBOEM JOKYMEHTE JO0YIO
KOH(PUACHIIMATBbHYIO0 HHGOPMAIIUIO.

Pa3paboTunk  mpuMeHseT COOCTBEHHbIE HMHHIIMATHBBI B OTHOIICHHUH

O0e3omacHOCTH, W TakuM O0Opa3oMm BeIcTymaeT B ponu wmeHemkepa Wb. Tak, on
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peanu3oBai MHU(pPOBAHWE TAPOJCH W CBEICHWN, XpaHSIMMXCA B 0a3e maHHBIX. s
BO3pacTa W pa3Mmepa craprama, U oco0eHHO Toro (akrta, yto IMwiarpopma Oblaa
noctpoeHa B pexume MVP («MuHMMabHO KH3HECIOCOOHOTO MPOAYKTa»), 3Ta
CUTYaIHs MPECTaBIIsAET COO0H JOMYCTUMBIN YPOBEHh MUHUMAIHLHOM 3aIUIIICHHOCTH.

Takum 00pazom, noATBepkIaeTcs neppas runotesa (I'1) o BIusiHUU ceTu.

3.2.5 Crapran 5 (Languages.ai)

OTo cTaprTam W3 MIECTH COTPYAHUKOB, CHEIHATM3UPYIOMIMKCA Ha pa3paboTke
pacimpenust Opaysepa (IJ1arMHa), MOMOTAIOLIEro IOJb30BATENSAM YIYYIIUTh 3HAHUE
MHOCTPAHHBIX $3bIKOB. C MOMOIIBIO PACIIUPEHUS MOJIB30BATEIN MOTYT UCKATh IEPEBOL
CJIOB U OTMEYaTh CJIOBa JUIsl M3ydeHHs. B ciydae BCTpedd OTMEUYEHHOrO CJIOBAa Ha
m000i BeO-CTpaHHUIIE OHO BBIACNAETCS B TEKCTE M I0JIb30BATENIO IpejiaraeTcs
MPOTECTUPOBATH CBOM 3HAHUA UM HAIOMHUTH 3HAaYEHUE CJIOBA.

Menemxep HacTauBaeT Ha TOM, YTO B UX OOJACTU JEATENbHOCTH, NOMHUMO
HCXOJHOTO KOJla M aJIrOPUTMOB, pa3pabOTaHHBIX B cTapTane, Jpyras nHdopmauus He
TpeOyeT olOecrneueHus 3amuThl. Tak, Jaxe BHYTPEHHsS WH(OpMAIUs CTPaTernyecKoro
WM (UHAHCOBOTO XapaKTepa Ha JaHHOM »JTale He MPEeACTaBIseT JOCTaTOYHOM
BaXXHOCTH, 4YTOOBI OO€cCleyuBaTh YPOBEHb €€ 3aluThl KaK KOH(HIECHIHATbHON
uH(bOopMaIuu.

Bynyuu pykoBoautenemM o4eHb HEOOJBIIONH CTPYKTYpPBl B 00JIACTH EATIBHOCTH
MeHee TpeOoBaTeNbHOM K 0€30MaCHOCTH, MEHEIKEpP KOMIIAHMM HE CYMTAeT
MH(POPMAIIMOHHYIO 0€30MaCHOCTh TNPUOPUTETOM WM MPEIMETOM, KOTOPBIM HYKHO
paccMaTpUBaTh €XKEAHEBHO, U HE BUJIUT UBMEHEHUS 3TOM CUTYAIlMHU B OyIyIEM.

Tem He MeHee, pealM30BaHHOM MEpPOM SBISIETCS 3allliTa MCXOAHOTO Koza
IIPOrpamMMBlI.

[IpenarcTBuem st peanuszaunu b, mo MHEHWIO, PYKOBOIMTENSA, SBJISIOTCS

BOIIPOCHI BPCMCHH, ACHCT U IIPUOPUTCTOB.
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DTO WHTEPBBIO TMO3BOJIACT CHETIaTh BHIBOJA O TOM, 4TO cepa nesaTeTbHOCTH
cTaprama SBJISETCS OYCHb BAXHBIM (PAKTOPOM, OKAa3bIBAIOIIUM SIBHOC BIIMSHHE Ha
IIPUHATHE MEHEIHKEPOM pelieHu B oTHOIIeHUH Ub.

B sTOM ciiydyae MEHemKEp HE BHUIUT KOHKPETHBIX NPUYMUH I NOAACPKAHUA
ypOBHS O€30MaCHOCTH, HO OH OTMETWUJ, 4YTO O€30MacHOCTh HUKOIr/Ja He Oblia
TpeOOBaHUEM CO CTOPOHBI €€ KIIMEHTOB WM MAPTHEPOB.

[TonTBepxnaercsa yerBepras (I'4) o BIusiHUM 00J1aCTH AESITEIBHOCTH.

3.2.6 Crapran 6 (Moffi)

Komnanus Moffi — HeOonpmoit crapram, cocTOAIME M3 8 YEIOBEK, BKIIOYAs
pa3paboTunka, OTBETCTBEHHOTO 32 MH(GOPMAIMOHHYIO O€30MaCHOCTh. JTO YCUJIIUBAET
BOBJICUEHHOCTh cTaprama B opranuzammio KMb. Crapran mnpemnaraer miathopmy
COBMECTHOTO HCIIOJIb30BaHUs PabOyYero MPOCTPAHCTBA, IMO3BOJISIONIYIO BIlaJielbliaMm
KOBOPKHHIOB, OM3HEC-TIEHTPOB M O0(pricoB KomMnaHui, He 3aHiAThIX Ha 100%, cnaBath B
apeHy paboune mMecTa Ha JIt000H CPOK C MOMOIIBIO OHJIAMH CUCTEMbl OPOHHUPOBAHUS U
OTLIATHI.

JlupexTop CBsA3BIBAaCT 0E€30MACHOCTh MHPOPMAIUU C UMHKEM KOMIIAHUU U
rapaHTUPYET MEPBOCTENEHHOCTh ee o0ecreueHus B cBoeil kommnanuu. [1o mkane ot 1 10
10 MeHemxKep MaeT ypoBeHb MPUOPUTETA MH(GOPMAITMOHHON O€30ITaCHOCTH MEXTY 8 U 9.

[To ero ybexaenuro, q000H BeO-callT JOJDKEH OBITH 0€30MaCHBIM, HE3aBHCHUMO
oT 00JacTH JeATeTLHOCTH. TeM He MeHee, TO He ONpOBEPraeT TUIIOTE3Y, BHIIBUHYTYIO
B CBSI3U C BIUSIHUEM 00JIacTU JesTeIbHOCTH. Bce 3aBUCHT OT MHTEprpeTanuu 00JacTu
NeATeIbHOCTU. B 9TOM cllydae JUpEeKTOp MOoJpa3yMeBaeT, 4TO OOCITy)XMBaHHE U
co3/laHKe BeO-CalTOB Bcernia TpedyeT o0ecrnedeHus: 0€30MacHOCTH.

Menemkep Has3plBaeT B CBOEM CIllydae JiBa THUIA BaXHOW uHMOpmaIuuy,
TpeOyromedt 3amuThl. [lepBbIii TUm — 3TO OaHKOBCKass WHGOpMalUs, CBA3aHHAS C
TpPaH3aKIMSIMU M TUIATeKaMUd Ha Tutatgopme, 4ubs O€30MacHOCTh O0eCreYnBaeTCs B

MEePBYIO0 ouepenb cucTeMod oOpaboTKM IiaTexeidl OaHka, a HE cTaprarnoM. BTopbiM
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TUIIOM SIBJIAIOTCSI TOJB30BATENIbCKUE JaHHBIEC, 3allUTa KOTOPHIX OOECIIeYUBACTCS
CTapTaIoM.

CoTpyIHUKOM, OTBETCTBEHHBIM 32 MH(OPMALMOHHYIO O€30IaCHOCTbH, SIBIISETCS
OIMH M3 pPa3paboTyuKoB, uMerommii omnbIT B obmactu KMb. Takum oOpazoM oH
HOCBSIILIAET 3TOMY BOIIPOCY HE Bce pabouee BpeMs. ITO paclpoCTpaHEHHas MPaKTUKA B
cTapranax, rie COTpyJHUKHU, YUUThIBas pa3Mep KOMIaHUH, MOTYT OBITh 3aJ€1ICTBOBaHbI
OJIHOBPEMEHHO B PA3JIMYHBIX ACTIEKTaX.

OTO MHTEpBBIO MOJATBEPXKIAET JIBE T'MIOTE3bl. ueTBepTyro runoresy (I'4) o
BIIMSIHUM OOJIACTH JIEATEIbHOCTH U nepByto runote3y (I'1) o BausHum cetn. Menemxep
MOATBEPKIAET HEOOXOAMMOCTh oOecreyeHus: Oe30MacHOCTH B KOMIIAHWHU, KOTOpas
pabotaer B WHTepHere, a orBercTBeHHBIH 3a Wb, OGeper Ha ce0s MHUIMATUBY U
BCTPEYAETCS] C MEHEIKEPOM, YTOObI YTOUHHUTh BOIPOCHI U PEKOMEHI0BATh BO3MOYKHbBIE

peleHus.

B Tabmumax 6 u 7 npuBeeHb KpaTKUE OTBETHI PECIOHECHTOB, Pa3OUTHIE MO

TCMaM U CTapTallaM.

48



Tabnuma 6 — Pe3ynbTaTbl HHTEPBBIO

Tema Crapran 1 Crapran 2 Crapran 3

Paznuyaer Tpu Tna nHbopManuu: Ob6nacte Ub: Bce nannsle, oTHOCAIU- | [Ipobnembl  6e30macHOCTH: BTOpIKE-
3apE3epPBUPOBAHHYIO Ul MEHEIK- | €Cs K JKU3HHM KOMIIAHWH, SBIIAIOTCS JIM | HUE, PE3EPBHOE KOIIMPOBAaHUE U BOC-
MeHTa (KOH(UACHIIHATIBHYIO), OHM CTPYKTYPHBIMHM WJIM 3KOHOMHYE- | CTAHOBJICHHUE JaHHBIX.
BHYTPEHHIOIO MH(POPMALHUIO Pa3INy- | CKUMU JIaHHBIMHU. HauOonee BaxHas mHpoOpmanus: uc-

MonuManme HBIX OTJEJIOB, Hns menemxepa b pacnpoctpansier- | XoaHble KOABI IpOrpaMM U 1atdop-
nyoJIn4H UHpOpMaLIMIO, JOCTYI- | C Ha BCE acleKThl OM3Heca craprama | Ma.

MEHEIKMEHTOM Y yIo (op ’ i P

uHgpopmamuu /
HUb

HYIO JJIs1 BCEX.

H KacaCTCd OOCTYIMHOCTH AAaHHBIX H
oOMeHa JaHHBIMH MEXIy Pa3IYHbI-
MU BHYTPCHHHUMH U BHCIIHUMU 3aWH-
TEpECOBAHHBIMHU CTOPOHAMH.

OH TaKXe NPOBOJIUT pa3INuue MEXIy
KOMITBIOTEpPHON ~ 0€30MacHOCTBIO U
MH(POPMAIIMOHHOH 0€301MacHOCTHIO.

Hopmer u pexkomennmammu CNIL
(HauuponanbHasi KOMHCCHSL 110 HH-
dopMaTUKe U TPaxJTAHCKUM CBOOO-
nam OpaHIun)

Ilo3unus
crapramna no
BHEJIPEHHI0
HHopManOHHOI
O0e3omacHocTH (B
NMOHUMAaHUU
MeHe/KMEHTA)

Her no menbuaitmux aeraneit npopa-
O6oranHoi monutuku. Her panukainb-
HBIX Mep 0€30MacHOCTH.

Ho ectp 00s13aTenbCcTBO €O CTOPOHBI
cTapTana mo OOECIEeYEHHIO COXpaH-
HOCTHU JIaHHBIX M YpOBEHb 0€30IacHO-
CTH JIOCTaTOYEH JUIS 3TOrO THIA JaH-
HbIX: «MbI He OaHK U He paboTaeMm
JUis OaHKOBCKHX OpraHu3aluil, ruae
0€30MacHOCTh HUMEET KPUTHUECKOE
3HAUEHUE.

[IpniiokeHre MUHUMAaJBHO 3alIuILe-
HO.

Menemxep 3a1aeTcsi BOIPOCOM 0O 0e3-
OMACHOCTH, HECMOTpPsS Ha TO, YTO
craprainy 7 MeCsLEB.

WUb wumeer 2-if wnmu 3-W PUOPHTET,
XOTs Ha JAHHBIII MOMEHT cTapTan He
3aHMMAETCSl KOHKPETHO IMpolLeTypaMu
6e3omacHOCTU. ['JaBHBI NpHOpUTET:
MPOJYKT, KOTOpBIM paboTaeT W Hpa-
BUTCA  IIOJIB30BATENIAM,  CO3/IaHHE
T0JIb30BATEILCKOM 0a3bl

Ub He sBiseTcss OTPUOPUTETOM, HO
oHa Haxoxutca B «/IHK» craprama.
Crapramn, cocTroslMii U3 COTPYIHH-
KOB, ocBemomieHHBIX 0 Ub. YV Mmene-
JoKepa ecTb «03krpayn» Ub.

«MBI 3HaeM, 4YTO 3HAYUT IOTEPSTH
JTAHHBIEY.

«Kax crapran Mbl MOkeM ObITh OoJiee
aKTUBHBI B MOMBITKAX MMOBBICUTH ypO-
BEHb OE€30MACHOCTH.

IIpuunna / moTuB
IJI o0ecmeYyeHus
HHpopManOHHOI
0e3omacHOCTH

YroObl 3aBeputh KiMeHTOB (3/4 pery-
JISIPHO CTIPAIIHUBAIOT).

VYBaKeHHE K YaCTHOMU JKU3HU SIBIISET-
Csl BAXKHBIM JIJISI CTapTana.

W3 npuHIMna, mo ryMaHHBIM CO00-

[Totomy 4YTO crapran B 1u(ppOBOM
ousHece

He nonmyctuth Kpaku TaHHBIX O KJIH-
eHTax

YKpenuTbs UMUK

[IpuHIMIT BOCCTAHOBJIEHUS, BO3MOXK-
HOCTBh OBICTPO 3aHOBO 3aITyCTUTH CH-
cremy B cirydae UC.
DTO0 «eCTECTBEHHO» I TEXHOJIOTH-
YECKOW KOMITaHUM.
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paXCHUAM MW Ha OCHOBC 3ApaBOro
CMBbICJIa

IIpenoTBpaleHue Kpaxxu JaHHBIX.
[To3BoasieT COKOWHO COCPENOTOUUT-
cs Ha Ou3Hece.

Jlia noepxaHust UMUpKa OpeHja.
CooTBeTcTBHE HOPMaM.

Mepsbi
0e30macHOCTH,
peajn3oBaHHbIe /
NoJAJIesKALIH e
peaau3zanuun

[lepenaBaeMble JaHHBIE O IOJIB30BA-
TEJIAX AHOHUMU3UPOBAHBI.

JloBepue K TEXHHYECKHUM IapTHEpaM
[0 OKa3aHUIO YCIYr XOCTUHIAa U
oOecrieueHn0 0€30IaCHOCTH  pa3Me-
IIEHHBIX JJAaHHBIX.

Buytpennee ympaBieHHEe TpaBaMu
JoCTyna K KOH(UICHUMANbHOM MH-
dbopmariuu.

Hcnonb30BaHue HaCKHBIX 00JIAYHBIX
CEpBUCOB M KOPIIOPATUBHBIX HMHCTPY-
MEHTOB i 3ddexkTuBHOrO0 M 0e3-
OIacHOTO OOMEHA. MPEJOCTaBIIEMBIX
TPETHUMHU JIMIIAMHU.

Vr1BepxkaeHa XapTus yBaXXeHUs 4acT-
HOIl ku3HH (KOHQHICHIHATEHOCTH
YAaCTHBIX JIAHHBIX), HE TOJIBKO JUIs
«YCIIOKOGHHS» KIMEHTOB, HO U U3
3/IpaBOTO CMBICTIA.

[Iynkt 0  KOH(UACHIUAILHOCTH
WHPOPMALIK B TPYJOBBIX JTOTOBOPAxX
COTPY/AHUKOB.

OOnauHble CepBHUCHI A PE3CPBHOIO
KOIMPOBAHUS ONPEACICHHBIX JOKY-
MEHTOB

WNudpactpykTypa HaJEKHBIX TEXHO-
JOTHYECKUX TTApTHEPOB.
Opunnuecku odopmienHsie obmme
MIOJIOKEHHS TIOJIb30BAaHMSI M BHYTPEH-
HUE UHCTPYMEHTHI

[Ipunosxxenue, pa3mMeIIEHHOE Ha J10BE-
peHHOM BeO-y31e

JlanHble 3a1MppOBaHbI

Pe3epBHOE KONMMpPOBAaHME HCXOTHOTO
Ko/la. YHUUKAIHS HCIOIb3YEeMOTO
KOMITBIOTEPHOTO 00opyoBaHusl.
IudpoBanue KECTKUX THCKOB.
[TonuTHKa CIOXKHOCTH W YaCTOTHI
CMEHBI MapoJieH.

Hcnonw3oBanne PaaS (mmardopma
kak yciayra) Amazon AWS u Heroku
MO3BOJISIET CHATH 3afady obecmeue-
HUsT 0E30IIaCHOCTH CEpBEpHOM HH-

(bpacTpyKTypbl

IIpensitcTBus /
TPYAHOCTH

VYo6exaeHue KIMEeHTOB, YTO HET pUCKa
JUIS UX JIMYHOH JKU3HU

MeHemkep KOHLEHTPUPYETCS B JIaH-
HBIi MOMEHT Ha MPOAYKTE («CHayasa
JOJKEH OBITh XOPOIIMHA TPOAYKT U
MI0JIb30BATEIH)

Lena oGecneuenus Ub (ayrcopcuHr,
pabouas cuia, Bpems)

Her MrHOBEeHHON OKynaeMOCTH MHBE-
CTHILIMU (KaK CTPaxOBaHUE).
CroumocTh M 3aTpaThl Ha KBaduQu-
LIMPOBAHHBIE KaJApbl, TEXHUYECKOE
00cIy>)KHBaHUE.

W npexnae Bcero: HepexecTBo. OT-
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ConpoBokJIeHUE COTPYJHUKOB U HX
BOBJICUCHHOCTH

CyTCTBUE KYJbTYyphl O€30MACHOCTH U
OTCYTCTBHE OOy4YEHHsS M MpUoOpere-
HUS HABBIKOB.

Cdepa
NeATeTbHOCTH

Smart Building Domain Application B
B2B nmns  ontmmm3anmuu  0pHCHBIX
mromaaeii. Mcnons3oBanue naTdmka,
MO3BOJISIIOIIEE B PEATbHOM BPEMEHU
OTCJICKUBATh TEPEMEIICHUE COTPYI-
HHUKOB B 3JaHMAX, COONIIOIAs MX aHO-
HUMHOCTb. Llenb KIMeHTOB M Xapak-
Tep MAHHBIX, CBA3aHHBIX C OM3HECOM,
HE OYCHb YYBCTBUTEIBHBI K OOecre-
yeanto WMb. «Her kputnuHoro pwuc-
Kay.

OmnnaitH-miatrdopma yIpaBJICHUS
npoeCCUOHATTBHBIMU  COOOIIECTBA-
MHU. MoOHIIbHOE MPHIIOKEHUE, T03BO-
JSFOINEE HAaXOAMTh JIydline mHpodec-
CHOHAJIbHBIE KOHTaKThl B HY)KHOE
BpeMsI B HY)KHOM MECT€ B 3aBUCHUMO-
CTH OT MHTEPECOB U CYIIECTBYIOIICH
CETH KOHTaKTOB)

OmnutaiiH cepBUC U1 OpraHUu3aluy Iy-
temecTBuid. Typomeparopel MOTyT
IIPEIUIOKUTh TOTOBBIEC MOE3JKH, a TYy-
PHUCTBI BBIOpATh MPENTIOKEHHBIA WU
CIUIAHUPOBaTh COOCTBEHHBIN Mapli-
PYT C BO3MOXXHOCTBIO CJII€NATh BCE
OpOHUPOBaHUS OHJIANH
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Tabnuma 7 — Pe3ynbTaTsl HHTEPBBIO (MMPOTOIKCHHE)

Tema Crapran 4 Crapran 5 Crapran 6
WNudopmanus — 3710 110001 JOKyMeHT, | UHpopmanmst — 3To AaHHBIe NOJb30- | Hambonee BakHas OaHKOBCKas WH-
IPEJOCTABICHHBI KIMEHTaMH JJIS | BaTelsl, a TAKKe KOJ KOMIIAaHUM M all- | (hopMarusl.
NIEPEBOJIOB. TOPUTMBI, OTJIMYAIOLIHE OT KOHKYpEH- | JINuHbIe JaHHBIC KIHEHTA.
Menemxep YyBCTBYeT OTBETCTBEH- | TOB. Ho BHyTpeHHue naHHble Tuna | baza manubIx 1wiatdopmbl U oOMeH
Ionumanue HOCTh 3a obecrieueHne KoH(puaeHuu- | (crpaterust / GUHAHCH MEHEE BAXKHBI | TAHHBIMH MEXIY IOJIb30BaTEIIIMU U
MeHEeIKMEHTOM ATbHOCTH MH(GOPMAIIMU CBOMX KJIMCH- | Ha TEKYLICH CTaHn). iatdopmoit

unpopmanuu /
Ub

TOB U CTPEMHUTCS 00€CIeYnTh MHHH-
MaJbHO HEOOXOAMMYIO 0€30MacHOCTh
B Tipoliecce oOMeHa wuHdopmaiuein
MEXIy KIMCHTaMH, CTapTarnoM |
SI3BIKOBBIMU ~ DKCIIEPTaMH, KOTOPBIC
BBITIOJTHSIOT TICPEBO/IBI.

WNudopmanronnas 6e30macHOCTb CO-
CTOHUT B 3aIUTE KOJA U 00ECIICUCHUH
3alUIIICHHOCTHU KOHCI)I/IIIGHHI/IZUH)HBIX
JaHHBIX OT JIOCTYIIa H3BHE.

ITo3unus
crapramna mno
BHeE/JIPEHUI0
HHpopMaALNOHHOI
0e3omacHocTH (B
MOHUMAHUU
MeHeIKMeHTa)

«MBI cOBCEM HE 3alIUIIEHE)

WNudopmannonnas 6e30macHOCTb BO-
BCC HE SBISETCS NPUOPHTETOM WU
MPEeIMETOM, PacCMaTPHBAEMBIM EKe-
JTHEBHO.

bezonacHocth MOJIb30BATEIBCKUX
JAaHHBIX MMEET MEepPBOOYEPETHOE 3HA-
YeHue JJIA cTapTarna.

Kak u 0Ge3omacHOCTh miaTexed, HO
OHa o0ecrieuynBaeTcsi B MEPBYIO Oye-
penb cucteMoil 00paboTKH TuIaTexe
0aHKa, a HE CTapTAaIOM.

Jlenaetcs Bce Bo3MoxkHoe 111 b

IIpuunna / moTHB
JJIs1 00ecneyeHust
HH(popMaALOHHOI
0e30macHOCTH

CoxpaHsTh KOH(UJIEHIIMATBHOCTD
UH(POPMALIUHU O KIUEHTE

KnuenTsl nHOT]a OTHOCATCSA K CEKTO-
py, uyBcrBUTENIBHOMY K  Ub!:
roCyIapCTBEHHOMY CITYKOBI,
KpYIIHbIE KOMIIAHUU U T. 1.
OnpeneneHHble BHYTPEHHHUE TMOJIUTH-
KA KJIMEHTOB, TPeOYIOIIME MOJIIca-
HUSl COTJIAIllEHUsI O HepasriialleHuu
(NDA) ¢ nocTaBumKaMu yciuyr

3ammTa JAHHBIX W MUHUMH3AIUS
PUCKOB BHEIIHHUX aTaK U BHYTPEHHHX
yTEyex.

[IpenotBpaienue ymepba u3-3a Kpa-
KM TI0JIb30BaTEIbCKUX JaHHBIX.
[TonmbIiTKa B37IOMa MOXKET MPOUCXO-
TUTH B II000€ BpeMsI.

Vixe ObUIH MONBITKY aTaK.

mukx koMnanuu.
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Mepbi
0e30macHOCTH,
peajiu3oBaHHbIE /
nojJie;Kamme
peaau3zanumn

['maBHBIM pa3pabOTUMK 3aHUMAETCs
obecrieyeHrEeM 0E30MacHOCTH U CaMo-
CTOSITENIFHO TPUHUMAET PELICHUS.
[Inatdopma cymiecTByeT B peKUME
MVP (MUHMMAIBHO KH3HECIIOCOOHO-
r'0 MPOAYKTA).

B mpomecce pa3paboTku (yHKIHO-
HAJIbHBIC BO3MOXKHOCTH IUIAT(OPMBI,
ABTOMATH3UPYIOIIUE  TPOLECCHl U
OTPaHUYMBAIONINE  HEOOXOIUMOCTh
PYYHOTO BMEIIATEILCTBA B 0a3y JaH-
HBIX.

KnreHram HanmoMuHaeTcs O HEO0OXO-
JUMOCTH  YAJIUTh KOH(HICHIHATH-
HYI0O WHQPOpPMAIMIO M3 JOKYMEHTOB,
OTIIPABIISIEMBIX JUIS IEPEBOIA.
3amudpoBaHHbIC TAPOIIU

Heo0xoanMblii MUHEMYM.
VYrhpaBineHuss TmpaBaMH JIOCTyma K
I10JIb30BATEIbCKOM uHpOpMaLnu.
Kontposnp obmena koHpuaeHIHMAIb-
HBIMH JTAHHBIMU.

[IudpoBanre KIOYEH B HCXOIHOM
Kojie mporpaMMbl. OOHOBIIEHHUE KITIO-
yeil goctymna K 0a3e JaHHBIX, YTOOBI
rapaHTHPOBATh, YTO HU OJUH YEIOBEK
HE UMEET IIpaBa JIOCTyIa K HEMY.

Pa3paborunk, HaJeNCHHBIA OTBET-
CTBEHHOCThIO oOecnieueHuss Mb wu
HMMEIOIIUH OIBIT B 3TOW 00JIACTH.

4 cepBepa uig pe3epsa, B T.4. B CIy-
gae aTak.

AytcopcuHr obOecniedeHusi Oesomac-
HOCTH OAHKOBCKHX JaHHBIX.

[Ipouecc u cucrema s BBISBICHUS
MPUYHH OITHOOK.

VYipasneHue npaBamu JOCTyIa K cep-
BepaM 110 omnpeneieHHbM IP-agpecam.

IpensitcTBus /

Her xoHTpOJS cO CTOPOHBI MEHEIK-
MeHTa (HEeIOCTaTOYHO TEXHHUYECKUX
KOMITETECHIIH).

Bpewms.
Jlennru.
Tot ¢axT, 4TO 3TO HE SBJISIETCS OCHO-

bananc Mexny 0€30IaCHOCTBIO U U3-
MEHEHUSMHU.
XKectkue mepbl 0€30MaCHOCTH MOTYT

TPYAHOCTH ObecneueHneM 6€30MaCHOCTH B JaH- | BOM OM3Heca, U 3TO HE MPUOPUTET. ObITH B yIIepO MPOCTOTE MCIIOJIb30BA-
HBIH MOMEHT 3aHUMAeTCsi OJMH CO- HUS TIPOJTYKTa M OTTOJIKHYTH KITUEHTA
TPYAHUK
[lepeBon u co3manue MHOTOSI3BIYHOTO | Pacmmpenne Opaysepa /s u3ydenus | [Imardopma coBMECTHOTO HCIONB30-
KoHTeHTa B2B. WIH HOBTOPEHUS CJIOB B | BaHUsl paboyero NnpocTpaHCTBa, M03-
WHOCTPAHHBIX SI3BIKAX. BOJISIFOIIAs! BJIA/ICIbIIaM KOBOPKUHTOB,
Coepa OU3HEC-IIEHTPOB U 0(MCOB KOMIIaHUH,
JesTeIbHOCTH He 3aHaTeix Ha 100%, cpaBaTh B

apeHay paboune MecTa Ha JH000M
CPOK C MOMOINbI OHJANH CUCTEMBI
OpOHMPOBAHUS U OILJIATHI.
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SAJAHME JJISA PA3JAEJIA « COIIUAJIBHASA OTBETCTBEHHOCTDb»

Crynenty
I'pynna PHUO
3AM6D Kopobxory EBrenuto Uropesnuy
HNucruryt [Ixouna unxeHepHoro | Kagenpa MEHEI)KMEHTa
pEeANPUHUMATENIbCTBA
YpoBeHb Marucrparypa HanpaBJsienue/ | MeHe)KMEHT
o0pa3oBaHusi cnenuajabHocTh | 38.04.02

I/ICXO[IHI)Ie JAaHHBbIC K pasaejy «ConuajbHasi OTBETCTBEHHOCTD)

1. Onucanue paboueco mecma (paboueil  30HbI,
MEXHON02UHECKO20 npoyecca, UCNOL3YEeMO20
000py008aHUsL) HA NpeOMem B03HUKHOBEHUL:

- 8PeOHbIX nposeieHull (DaxKmopos Nnpou3800CMEeHHOU
cpeobl (Memeoycnosus, epeoHbie 6eujecmsa, oceeujetie,
wymol, subpayus, I1eKMPOMACHUMHbLE nos,
UOHU3UPYIOWjUE UTYUEHUs)

- ONACHYIX NPOAGNEHUl PAKMOPO8 NPOUIBOOCMEEHHO

cpedvl  (Mexanuyeckou — Npupoovl,  MEPMUUEecK020
xapaxmepa, 21eKmpUyecKo, NOACApHoU npupoosvl)

- He2amugHO20  6030€UCMBUSL  HA  OKPYICAIOUYIO
NpUpPOOHYIO cpedy (ammocgpepy, euopocghepy,
aumocghepy)

- qpes*%maﬁnwx cumyauuit (meXHOZCHHOZO, CmuxuﬁHoeo,
2KO0JI02UHEeCK020 U COYUATIBHO20 xapakmepa)

Pabouee mecto HaxoauTCs B 0rce KOMIAHUU
EuraTechnologies SEML
165, avenue de Bretagne
59000 Lille, France
Bpennsie u omacHble TPOSIBICHUS (HaKTOPOB
HpOH3BO,Z[CTBeHHOI>'I Cpcabl, a TaK¥XKEC
Ype3BbIYANHbBIC CHUTYyallun COITMAJIBHOTO
XapaKTepa Ha pa6oqu MCCTC OTCYTCTBYIOT.

2. Cnucok 3AKOHOOAMENbHbIX u HOpMAamueHblxX
OOKyMeHWLOG no meme

- MeXayHapoasblii crapmapt 1SO 26000:2010
(MCO 26000) «PykoBOACTBO MO COIHAIBHOM
OTBETCTBEHHOCTH

- cepusl MEXAYHApOIHBIX CTAaHIAAPTOB CHUCTEM
skoJtorudyeckoro menemrkmenta 1SO 14000

- GRI (Global Reporting Initiative) — Bcemupnas
WHUIMATHBA TOOPOBOJILHOW OTYETHOCTH

-SA 8000 (Social Accountability 8000) -
CTaHJApPT IS OIEHKH COIMAIBHBIX aCIEKTOB
CHCTEM MEHEDKMCHTA

- TaHHBIC, TIPEJICTABICHHBIE Ha OQPUITHATEHOM
caiirte

- BHYTPEHHSIS JOKYMEHTAIUS IPEIPUSTHS

- METOJMYECKUE YKA3aHUS JUIS BBIMOJHEHUS
paznena «ConuaabHasi OTBETCTBEHHOCTBY

IlepeyeHb BONPOCOB, MOLJIEKANIMX UCCIIET0BAHUIO, IPOEKTHPOBAHUIO M Pa3padoTKe

1.  Ananusz

haxmopos  eHympenneil  COYUaIbHON | - IPUHIAIIBI KOPIIOPATUBHOM KYJIBTYPBI
OmeeMCmeeRHOCU HCCIIeTyeMOH OpTraHN3aIlkH;
- CHCTEMbl ~ OpraHM3allid  TpyAa U  €ro
0e30macHOCTH;
- pPa3BUTHE YEIOBEYSCKUX PECYpCOB  Uepes
oOy4arolmpe  MporpaMMbl U HPOTPAMMBI
HOATOTOBKH U MOBBIIICHHS KBATH(DUKAIINY,
2. Ananuz  pakmopoe  eHewinell  COWuanbHol | - MEPOIIPUSATHS, CBSI3aHHBIE C OKOJIOTHEH W
omeemcmeeHHocmu.
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MIPUPOIONOJIE30BaHUEM;
- COJICCTBHE OXpaHE OKPYKAIOIIEeH Cpelibl;

- B3aUMO/ICHCTBUE C MECTHBIM COOOIIECTBOM U
MECTHOH BJIACTHIO;

- CIOHCOPCTBO u KOpIIOpaTHBHAS
6HaFOTBOpI/ITeHBHOCTB;
- B3aHMOIIeI>’ICTBH€ C 3KOJOTHYCCKUMU
opraHu3alusaMu,
- B3aMMO/ICHCTBHE C HAYYHBIM COOOIIECTBOM;
- B3aUMOJIEUCTBUE C 00IIeCTBEHHBIMU
OopraHu3alsAMu.
3. Ilpasosvie u opeanuzayuonnvie 8ONPocyl obecneuenus | - gHAINA3 IIPaBOBBIX HOPM TPYIOBOIO
s npasosees nop mpydosozo saxonodamensemaa; | *<OPOAATEMECTER:
- aHanu3 cneyuanbHux (Xapakmepuvie s UCCIeOyeMoll | aHajims3 CIHCLHMAILHBIX TIpaBOBBIX u
obnacmu desmenvHocmu) npagoguix u Hopmamugnux | HOPMATUBHBIX 3aKOHOJATCIILHBIX aKTOB,
3aKOHOOAMENbHBIX AKMOG; - a”Hajiu3 BHYTPCHHUX HOPMAaTHUBHBIX

- aHanu3 GHYMPEHHUX HOPMAMUBHBIX OOKYMEHMO8 U
Pe2lamMenmos opeanuzayuu 6 00aaACmu  UCCIedyemou
oessmenbHOCmi.

JOKYMEHTOB ¥ PErJaMEHTOB OpraHU3allid B
00J1aCcTH UCCIeayeMOM AeSITEIHbHOCTH

Ilepeyenb rpaguyeckoro marepuaja:

Ipu Heobxo0umocmu npeocmagums ICKU3HbIE
epagpuueckue Mamepuaibl K PACYEMHOMY  3a0GHUIO
(06s13amenvbHO 015 CReyUaIUCmo8 U Ma2ucmpos)

- OTYCTHBIC TAOIHIIBI U TpauKH,
- (hoTomMaTepHabl C caiiTa OpraHu3alun

Jlata BbIIaYW 3amaHusl JJIs  pa3gena mno JuHeitHomy | 06.10.2017

rpaguky

3amanue BbIJIa] KOHCYJIbTAHT:
a

Jo/KHOCTB 1017 (0] Yenas cTenens, Hoxnmucn Hara
3BaHHUe

JIOLIEHT UYepenanosa H.B. K.(.H.

3ajanue MPUHSIT K UCTIOJTHEHUIO CTY/ICHT:

I'pynna PHUO Hoanuce Hara
3AM6D Kopobkos E.I.
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4  CoumaJbHasi 0OTBETCTBEHHOCTh Kommanuu EuraTechnologies

B mupe Ou3Heca OCHOBHAas «OTBETCTBEHHOCTH» KOPHOpPAIMl HMCTOPUUYECKH
3aKjIoYyaliach B TOM, 4YTOOBI 3apalaThiBaTh JEHBIM W TMOBBIMIATH AKIMOHEPHYIO
CTOMMOCTb. JlpyrMMH cloBamMH, KOpIIOpPATHBHAs OTBETCTBEHHOCTh SABIISIACH
CUHOHMMOM (DMHAHCOBOM OTBETCTBEHHOCTH Tiepen akuuoHepamu. OnHaKo 3a
MOCJIETHUE JIBa JIECATWIICTUS JIBIDKEHME, Ompejaessmooliee Oonee IMIMPOKUE
KOPIOpPaTUBHbIE OOSI3aHHOCTH — JJIsi OKPY’KaIOIIEW Cpelbl, MECTHBIX COOOIIECTB,
YCIOBUH TpyJa U YCTOMYUBOTO pa3BUTHUSL — HAOpAJIO CUITY U YKPEIUIOCh. DTa HOBas
JBUKYILAs CHJIa U3BECTHA KAaK KOPIIOpATUBHAs collalibHast oTBeTcTBEHHOCTH (KCO).

KopnopartuBHas colpaiibHasi OTBETCTBEHHOCTh — 3TO KOHUEMUHUSA MPO3PAYHON
OU3HEC-TIPaKTUKHU, OCHOBAHHOM Ha 3TUYECKUX LIEHHOCTSX, COOJIOJEHUM MPaBOBBIX
TpeOOBAHMI M YBaXEHUU K JIOASAM, COOOLIECTBaM M OKpyXkarouei cpene. Takum
o0pa3oM, MOMHUMO MOJyYEHHUs NPUOBUIM KOMIAHHUM HECYT OTBETCTBEHHOCTH 3a
COBOKYITHOCTb MX BO3JICHCTBMS Ha JIIOACH M Ha IUIAHETY. 3/1€Ch B IOHATHUE <JIFOJI»
BKJIAJIBIBAIOTCSI BCE CTEMKXOJAEpPbl (3aMHTEPECOBAHHBIE CTOPOHBI) KOMITAHUH: €€
COTPYIHHKH, KJIMEHTHI, J€JI0BBIE MMAPTHEPHI, HHBECTOPHI, TOCTABLIUKH, FOCYJapPCTBO
u cooOmectBo. Bee yalle 3avHTEpecOBaHHBIE CTOPOHBI OXKUAAIOT, YTO KOMITAHUU
JNOJDKHBI ~ OBbITh  0OOJIee  SKOJOTMYECKM M COLUMAIbHO OTBETCTBEHHBIMH B
OCYILIECTBJICHUH CBOETrO OM3HECa.

Peanusys conuanbHble MPOrpamMMbl, KOPIOPALMK COKPAIIAIOT CBOM TEKYIIUE
npuObUIM, HO B JIOJATOCPOYHOM TepcHeKThBe (HOPMHUPYIOT OJIArONPHUATHYIO
COLIMAJIBHYIO Cpefly ISl CBOMX PA0OTHUKOB M TEPPUTOPUN CBOEH IEATEIBHOCTH,
0O0MBasICh B KOHEUHOM MTOT'e CTA0OMILHOCTH CBOEH MPUOBLIH.

Tak kak Marucrepckas IuccepTanus MOCBAIEHA UCCIEA0BAHUIO HE OTAEIBHO
B35TOM KOMIIAHUM, a TEXHOJOTMYECKUX CTAapTaIoB, M aHaiu3a 3(PQPeKTUBHOCTU
IporpaMM KOPITOPAaTUBHOM COLMAIbHOM OTBETCTBEHHOCTH Obljla BHIOpaHA KOMITaHUS
EuraTechnologies SEML — kpynHseiimmii crapTam-akceneparop @DpaHuuu,

pACIIOJIOKEHHBIN B Topoae JIniuib.
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4.1 JlesTeJbHOCTH KOMIIAHUHU

EuraTechnologies — »5Tto OusHec-MHKyOaTOp H cTapTam-akceleparop,
oObeIUHSIOMUNA TTo cBoek kpbimiel okono 200 UT-komnanuii. IToT OM3HEC-Tapk
JaeT  HAYMHAIONIMM  KaMIIaHUSIM  BO3MOXKHOCTh  B3aWMOJICUCTBOBATH  C
MPEAICTaBUTEIISIMU HCCIIEIOBATEIHCKOTO U HAYYHOTO COOOIIECTBA, YHUBEPCUTETAMU U
JIPYTUMHU SKOHOMUYECKUMH cyObekTamu B obOnactu WMKT (ctaprambl, Mainbie H
CpellHHE MPEANPUATHS, KpYIIHbIE (PPAHIY3CKHE U 3apyOEKHbIE KOMIIAHUN).

EuraTechnologies paboTtaer ¢ GOJBIION CEThIO MAPTHEPOB: YHUBEPCHUTETOB,
nabopaTtopui, yCHEUIHbIX MpeANpUHUMATENeH, HTHBECTOPOB U Ou3Hec-TpeHepoB. C
oonee uwem 200 ¢QpaHUy3cCKUMU U 3apyOEKHBIMU KOMIIAHUSAMH-PE3UICHTAMH,
EuraTechnologies cTtpeMuTcst co37aTh MOJHYH 9SKOCHCTEMY JJIS MECTHBIX U
MHPOBBIX NpeanpuHumarenei ropoae Jlmuue, cronune pernona Hop-ITa-ne-Kane.

EuraTechnologies naxoautcs B paiione bya-binanc B Jlwmwie. IleHTpaabHBIM
3nanueM siBrsercs Jle bnan-Jladhon, ObIBIIMI NPAIUIBHBIN 3aBOJ, TTOCTPOCHHBIN B
1900 roxy, a cam kyacTep npoctupaercsa Ha mionaau 6onee 100 rekTapoB U UMeeT
IEeJIbI0 TPEBpalleHHe B JKO-paiioH, OOBEAUHSIOMUNA O(QUCH], J1ad0paTOpHH,
OpeAnpusiTAsS ¢ OOIECTBEHHBIMU MPOCTPAHCTBAMHM, KUJIONM 30HON U 3eJICHBIC
HACAXKICHUSIMU.

Kpome pe3mpeHTOB, mpocTpaHCTBAa OW3HEC-TIApKa TaKKe MPEIOCTaBISIOTCA
BHCIIHMM  Y4YaCTHUKAaM, B YaCTHOCTH, JJII OpTaHHW3alldd  MEpPOIPHSITHH,
KoH(pepeHnii, GOpyMOB U SPMAPOK, CBSI3AHHBIX C HWHHOBAIIUSIMA W HOBBIMH
TEXHOJIOTUSIMH (ayAUTOPUH, KOH(EPEHII-3aJIbl, IEPEroBOpHbIE U T.1.). OCHOBHOM Xe
3a/1aueil ocTaeTcs MOJJIEPKKA PYKOBOJUTENCH MPOEKTOB, CBS3aHHBIX C HOBBIMU
texHosorusimu. Takum oOpasom, EuraTechnologies o0benuusier 6u3Hec-uHKyOaTOP,
MIO3BOJISISI TIPEAITPUHUMATEIISIM CO3PETh U 3ayCTUTh CBOM ITPOEKTHI, a 3aTEM MEPEUTH
Ha 3Tan crtapTtana. B Hacrosiee Bpemsi B akceneparope, oTkpbitom ¢ 2009 ropa,
paboTtaeT okosio 200 koMmnaHui, 9To coctapisaeT nopsaka 4 000 padbounx mMecr.

B muccuun EuraTechnologies nmepeurcieHsl cleayolne 3a1aumn:
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o [lomnepxuBaTh KOMIIAHUM B WX TEXHOJIOTMYECKOM, KOMMEPYECKOM H
CTPATEruYeCKOM Pa3BUTUU
e Cnoco6cTBoBath nosiBiaeHuto npoektoB MKT u HOBBIX TamaHTOB
o [IpemIoKUTh UHCTPYMEHTBI U CPE/Y, KOTOPbIE OTBEUACT MOTPEOHOCTIM
KOMITaHUHN
EuraTechnologies coneiicTByIOT 5KOHOMHYECKOMY H COIIMATLHOMY Pa3BUTHIO
IOCPEACTBOM  Tepelayd TEXHOJOTMH W  WHHOBAIMH ®  pa0OTaroT  Hajk
MOCJIC/IOBATCIBHBIM ~ TEXHOMOJMTUYECKUM  TMOAXOAOM,  OOBCOUHSISE  MUPBI
MCCIICTIOBAHU, BBICIIIETO 00Pa30BaHMs U SKOHOMHUKH.
B ympasmisromeii kommanuu EuraTechnologies SEML pabotarotr okoso 50
cotpynHukoB. [IpeacenaresnieM coBeTa AMPEKTOPOB KOMIAHHMM sIBIsieTcs [lbep

CaHTHUHBOH.

4.2 OmnpeneieHue CTEKX0JI1ePOB

Tabmuua 8 — Creiikxonaepst EuraTechnologies SEML

IIpsiMbIE CTEUKXOJIAEPBI Biusanue

CoTtpyaHuku [IpenocraBiieHne MOJIHOIO COLMAIBHOTO MaKe-
Ta, BO3MOXHOCTH TOBBIIICHUS] KBATU(PHUKALMN
U nepeoOydyeHusi B pamMKax OCYIIECTBIIIEMOI
NeSTeIbHOCTH, NPEAOCTaBIeHHE pa3HOOOpa3-
HBIX JIBIOT M KOPIHOPATUBHBIX CKHUJIOK B KOM-
NaHUSX-MapTHEpax, oOecleyeHue  JIydlInx
KaJIpOB KUJIbEM U JP.

KnuneHTs! (KoMIaHUH-PEe3UIEHTHI) [TpenocraBneHre KaueCTBEHHBIX U KBaIH(HU-
[POBAHHBIX YCIIYT, TAPAHTHS MOJHOTO COOT-
BETCTBUSA YPOBHIO COLIMAJIbHOU
Y TUYECKON OTBETCTBEHHOCTH KOMITAHUU

KocBeHnHbIe cTENKXO0IAEPhI

Hacenenue pernona Hop-Ila-ne-Kane Peanusanus npoekTOB Ha pa3BUTHE COLUAIIb-
HOM cdepbl ropoja: pa3BUTHE TEPPUTOPUH,
opraHusanus KyJIbTYpPHO-JOCYIOBBIX MEpO-
MPUATHH, y4acTe B OJIarOTBOPUTEIBHBIX MPO-
€KTax U T.[I.

DKOJIOTMYECKUE OpTraHU3aANT CoBMmecTHast peanu3alus 00pa30BaTEIbHBIX
IIPOEKTOB B chepe IKOJOTHH, COBMECTHAS Pa-
00Ta B IPOEKTHPOBKE U CO3/1aHUM IKO-pailoHa

HKO u ¢onast bilarorBopuTenbHbBIE MMOXKEPTBOBAHUS HA pas-
BUTHE U KOHKPETHBIE MEPOIIPUATHUS, yHacTUE B
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MEPOIPUATHAX U AKLUUSAX, IMOMOIIb B IPEIO-
CTaBIICHUN MaTE€PHUATBHO-TEXHUYECKOIO0 OCHAa-
LIEHUS U JIp.

KopropaTuBHas coraibHasi OTBETCTBEHHOCTh KoMmaHuu EuraTechnologies
CBOJIUTCSI K TPEM HAIPABIICHUSM:

—  0OIIEeCTBO;

—  JKOJIOTHS;

—  OXpaHa Tpyna.

C mepBeix ner co3manusi EuraTechnologies Hew3smMeHHO TpHUICPKUBACTCS
MOJUTUKNA BBICOKOM COIIMATbHOW OTBETCTBEHHOCTH HE TOJBKO TM€pell CBOUMU
COTpYOHUKaMH, HO U mepes HaceneHueM peruoHa Hop-Ila-ne-Kane. JlesarenpHOCTD
EuraTechnologies, Bxonsmiero B AecATKy JIy4lINX CTapTal-akceleparopoB EBporis,
CHOCOOCTBYET pa3BUTHIO SKOHOMUKM perroHa Hop-Ila-ne-Kane, co3manuto HOBBIX
pabounx MecT, 00eCIeUYEeHNI0 YCTOWYMBOro pa3BuTHs. I[loMumo sToro, peanusyercs
IIMPOKUN  TepedYeHb  O00pa30BaTENbHBIX W TPOCBETUTEIBCKUX  MPOCKTOB,
HaIpaBJICHHBIX Ha MOMYJISPU3ALNIO TEXHOJIOTHI, HAYKH U UHHOBAIIU.

OpHrM W3 OCHOBHBIX HAIpaBJIICHUH pa3BUTHS SIBISIETCA CO3JaHHE DKO-
paiioHa, OTBEYAIOIIETO KOHIEMIIMH YCTONYMBOTO PAa3BUTHS, KECTKUM CTaHIApTaM
noTpebneHus: sHepruu (kjgacc 3HeprodPpdekTuBHOCTH A+++) U OKPYXEHHOTO
3€JICHOU 30HOM C «T0ay00l paMKoi» — 3KO-TaHAIIadTHON CeTU, COCTOSAIEH U3 PEeK U
CMEXHBIX WM 3aBUCUMBIX BOJIHO-OOJOTHBIX YTOJIUH.

YemoBeyeCKM W COLMAJIBHBIM KamHUTall SABISIOTCS BBICHIEH IIEHHOCTBIO

KoMIianuu. Paboune Mecta COOTBETCTBYIOT HOpMaM O€301IaCHOCTH TPyAa.

4.3 Onmnpenesienue cTpyktrypbl nporpamm KCO

Crpykrypa mporpamm KCO cocraBnger noptper KCO opranuzauuu u
COCTAaBJISIETCSI B  COOTBETCTBHU C IEJSIMH KOMIIAHUM ©  BBIOPAHHBIMU

CTEUKXOJIIepaMt, Ha KOTOPBIX ATH MPOrpaMMbl OyayT HarpasiieHbl (cM. Tabnuia 5).
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Tabnuna 9 — Ctpykrypa nporpamm KCO

HaumenoBanue . Oxuaemblii pe3yJibTaT 0T
JieMeHT CrelikxoJaepbl Cpoxku
MeponpusiTUs pean3anuu MeponpuATUSI
1. ObpazoBa- IIpoBencHue JIEKIIN, MacTep-KiIaccoB, | KoMIaHuu-pe3uieHTHl, exerogHo | Ilomynspuzanus TEXHOJIOTHH,
TeJIbHbIC npe3eHTalun Hacenenue perunona Hop- HAyKH U MHHOBALIUH, IPOJBUKCHHE
MEpOUPHATHA IIpodeccuonansuele KoH(epeHIUH Ila-ne-Kare, exerogno | Openia
o OO0111eCTBEHHEIE
Meponpusitust st neteil  (BBeneHue B €XKEroJIHO
OpraHu3aIui,
pOTrpaMMHUpPOBaHHE, poOOTOTEXHHKA,
CotpyaHuku
TEXHUUYECKOE TBOPUECTBO)
2. bnaroTtBopu- [IpenocraBnenue TUTOMIAJIKH st | Hacenenne pernona Hop- | exerogno | [IpuBneuyenue BHUMAaHUS K
TEJIBHOCTh 0J1aroTBOPUTEIBHBIX OPraHU3aLUl [Ma-ne-Kane, HKO wu CYUIECTBYIOIIUM  mpobiaemam U
Opranu3anys MOOHJIBHOTO JOHOPCKOTO I[EHTpa orner exerogquo | HOMCK  COBMECTHOrO  IyTH  HX
KpacHoro kpecra peICHUA
Opranuzanus COKOHA-XEH]T IpMapoK €XKEroJTHO
3. Cropt n Opranu3anus 0;1aroTBOPUTEIILHOrO 3a0era Hacenenue perunona Hop- | exxerogHo | Yuactue B KyJIbTYypHO-JA0CYTOBOM
KYJIbTypa [Ta-ne-Kane, Komnanuu- NESTeNbHOCTH  peruoHa MW ee
PEe3UEHTHI pa3zHooOpas3ue
[TpoBeieHue KOHIEPTOB U TBOPUECKUX BeuepoB | COTpyTHUKHU €XXEroHO
Hacenenne
4. DOxonornyecku | ObnmaropakuBaHue TEPPUTOPUIL Hacenenue exeronHo | OOnaropaxuBaHue TeppUTOpUi
OPUEHTHUPOBAHHOE DKoJIoTH4YecKue peruona Hop-Ila-ne-Kane u ropona
TIOBEJICHHE OpTaHu3aINH Jlne
[TpoBeneHue MoX0/10B BHIXOAHOTO JTHS CoTpynHHKH, exerogHo | I[IpoaBmkeHue 3HaHUI O perMoHe u
Komnanumn-pe3nieHTsn 3JI0pOBOT0 00pa3a KU3HU
5. Oxpana Tpyna u | CooTBeTcTBUE TpeOoBaHMsIM MexTyHapoAHbIX | Corpynuuku, Kommanum- | exxeronno | CBoeBpeMeHHass — peakius Ha

HpOMBIHIHeHHaS[
0€30I1aCHOCTh

cragmaproB  OHSAS 18001, MCO 9001 wu
OCYLIECTBIIATh IIOCTOSIHHOE
COBEPIICHCTBOBAHUE CUCTEMBI MEHEIKMEHTA

PE3UIEHTHI

mo0ble U3MEHEHUS B CTaHJapTax U
cepTuduKamu
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CoryacHO aHaIM3UPYEMON JIOKYMEHTalW{, KOMIIAHUS J00POCOBECTHO
UCIIOJIHSET CBOM 00s3aTENbCTBA IEpEl COTPYJHUKAMH, HACEICHHUEM M JPYrUMU

CTGﬁKXOHI{GpaMI/I.

4.4 Omnpenesienue 3aTpat Ha nporpammsl KCO

C yderoM MepomnpusiTUd, pa3pabOTaHHBIX B MPEABIAYIIEM ITYHKTE,

HE00X0IMMO CIUTaHUPOBaTh Or0/pKeT Ha iporpammbl KCO (cm. Tabmura 6).
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Tabmuna 10 — 3arpatsel Ha meponpusTus KCO

Ne | Meponpusitue Enununa usmepenust Hena CroumocTthb
peanu3anuu

1 | [IpoBexenue nexuuii, MacTep-KJIacCOB, MPE3EHTAIINN KOJI-BO MEPOIPHUATHIA 30 000 EUR 40 000 EUR

2 | [IpodeccnonanpHbie KOHPEPEHITMI KOJI-BO KOH(epeHIi 50 000 EUR 65 000 EUR

3 | Meponpusitust 11t 1eTeid (BBeAGHHWE B IPOTPaMMUPOBAHUE, | KOJI-BO yuactHukoB | 15 000 EUR 15000 EUR
POOOTOTEXHHKA, TEXHUYECKOE TBOPUECTBO) meponpustus: 20-80

4 | TlpemocraBieHue IUIOMIAAKKA Ui OJarOTBOPUTEIBHBIX | - becruiatHo becruatHo
OpraHu3aIuii

5 | Opranuszanuss MOOMIBHOTO JOHOpPCKOro IeHTpa KpacHoro | - becruatHo BecrutatHo
Kpecra

6 | Opranusaius COKOH/I-XEH/I IPMapOK - becruiatHo BecrutatHo

7 | Opranusanus 61aroTBOpUTEIHLHOTO 3a0era CIIOHCOPCKHI B3HOC 3000 EUR 3 000 EUR

8 | IlpoBencHME KOHIIEPTOB U TBOPUYCCKUX BEUCPOB KOJI-BO KOHIIEPTOB 12 000 EUR 12 000 EUR

9 | ObnaropakuBanue TEPPUTOPHIL pa3mep B3HOCa 10 000 000 EUR 800 000 EUR

10 | [IpoBeneHME MOXOA0B BBIXOIHOTO JTHS - 500 EUR 500 EUR

11 | CootBercTBHE TpeOOBaHUSAM MEXKIYHAPOAHBIX CTaHIAPTOB | KOJ-BO obyuennbix | 40 000 EUR 45 000 EUR
OHSAS 18001, MCO 9001 m ocymecTBisATh MOCTOSHHOE | CIELHAIMCTOB
COBEpPILICHCTBOBAHUE CUCTEMBI MEHEDKMEHTA

Hroro 3atpatel Ha KCO 950 500 EUR
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4.5 Ouenka 3¢ GeKTHBHOCTH NPOrPaMM M BbIPA00TKA peKOMeHIalui

Ha OCHOBaHUH JTaHHBIX IPEICTaBICHHBIX BBIIIIC, uHbOopMaIun
0 JIeATEeTbHOCTH OPTaHU3aIlMH, €€ OTYETHOCTH, MOKHO CIENaTh CIICTYIOIINE BBIBOIBI:

1. Kommanus EuraTechnologies moOpocoBeCTHO OpraHU3yeT CBOIO JIESATEIHLHOCTH
COTJIaCHO YTBEP>KIEHHBIM MpUHIMNAM. JlesTeIbHOCTh KOMIIAHUM TPAHCIAapeHTa, MHOTO
uHpoOpMaIlMM B OTKPBITOM JIOCTyNe. PyKOBOACTBO KOMIIAHMM YyBaKaeT WHTEPECHI
obmecTBa u coTpyaHuKoB. [IporpaMmma KCO coOTBETCTBYET CTpaTETuy OpraHU3aliiH.

2. Jlenenne Ha BHEMHIO W BHYTpeHHIOO KCO B maHHON KOMIAHWUU BEChMa
YCIIOBHO: cO0JItOaeTcs 0anaHC MHTEPECOB U yNIENsAETCa BHUMaHUE BceM chepam.

3. IIporpammer KCO oTBeUaroT HHTEPECAM BCEX CTEMKXOIIEPOB.

4. Peanuzys mepornpustus KCO, komnanus co3gaer ceOe MO3UTHUBHBIA HMUIDK,
OCYUIECTBJISIET CBOIO JICSITENIBHOCTh OCO3HAHO U OTBETCTBEHHO. OpraHu3anus HaXOAUTCs B
Kypce COLMAIbHO-3HAYUMBIX HpOOJIEM COBPEMEHHOTO MHpa M HMMEET BO3MOXKHOCTh
OpUHUMATh y4YyacTUe B PEIICHHH 3TUX MpoOsieM. B nomoiHeHne K 3TOMYy BHYTpHU
MPEINPHUITHSI CKJIabIBACTCS OJarONpUsATHBINA KIMMAT U dTUYECKOE MOBEICHINE CTAHOBUTCS
4acThIO JKM3HU He Toyibko EuraTechnologies, Ho u kaxaoro coTpyaHuka.5. 3arpaTel Ha
KCO B nenom agekBaTHbI NOJYYEHHBIM pe3yibTaraMm. [louTn Bce MEpONpUATHS MOKHO
OLICHUTh C TOYKU 3peHusi 3(p(HEeKTUBHOCTU MHBECTHUPOBAHUS, 32 UCKIIOYEHHEM TEX, IIe
HEJIb3s1 OTCJIEIUTh KOJIMYECTBEHHBIN pe3yibTar.

6. EuraTechnologies MoxHO cuHMTaTh COIMAIIEHO-OTBETCTBEHHON OpTaHU3aIUCH.
Ona umeer He mpocto nponucanHyr mnporpammy KCO, a menblii KOMIUIEKC MEp IO
KaKJOMY HaNpaBJICHUIO: DKOJIOTHs, OXpaHa Tpyaa U 0e30MacHOCTh, o60mecTBo. B
JOTIOJTHEHUE K ATOMY MOKHO PEKOMEHI0BaTh KOMITAHUU:

—  YYECTh COLIMAIbHO-ITUYECKUH aCleKT B (POPMYJIUPOBKU LIETH;

—  YIeIUTh BHUMAHUS MEPOTPHSITHSIM, HAIPABJIICHHBIM Ha TTOTPEOUTEIS,
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—  ONTUMH3UPOBATHh PACXOJbl, 3aMEHHMB KAIUTATOEMKHE MPOEKThl Ha MPOEKTHI
CO CpeaHUM OIOJKETOM, KOTOpble 00JalaloT MPUMEPHBIM COLMATbHO-3HAYUMBIM

adexToMm.
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3akJIroueHue

HNudopmanmonnast 0e30macHOCTh HPEACTABISIET cOOOM KpailHe Ba)KHBIA aCHEKT
COBpeMeHHOM  opraHuzauuu. Hemocratounoe — obecnieueHwe  MH(OpPMAIMOHHON
0€30MacHOCTH HAaHOCHUT MHPOBOM AIKOHOMHUKE KOJoccaidbHBIN yiiepO. s crapramoB
BOIIPOC HMH(POPMALIMOHHON OE30MaCHOCTH  SIBIISIETCSI  KpPaeyroibHbIM ~KaMHEM  JJIs
POJOJDKEHUS U Pa3BUTHSI CBOETO OM3HEcaA.

Pe3ynbrarhl TOKa3bIBAIOT, YTO OpraHU3allMOHHBIE MeEpbl HH(OPMAIMOHHON
0€30MacHOCTH OTPAaHUYMBAIOT PACIPOCTPAaHEHUE CTpATErMuecko MH(pOpMaIuU U JIeJatoT
COTPYIHMKOB OTBETCTBEHHHIMH B WX TMpakTHKe oOMeHa wuHpopmanueir. B
OpPraHM3AIMOHHOW KYyJIbTYype BBIICISETCS POJIb OMEPAIMOHHOTO MEHemkepa. BrusHue
MOCJITHETO  SIBJISIETCS. BaXHBIM KaK B JIOBEJACHUU O CBEJCHUS COTPYIHUKOB
OpraHM3aIMOHHBIX Mep 0e30MacHOCTH, TaK B PACHpPOCTPAHEHUH CPEIU COTPYTHUKOB
OpraHU3aIMOHHBIX [IEHHOCTEH.

JlaHa OIIeHKY BJIMSHUIO IIEHHOCTEH WHIUBUIYYMA U OPTaHU3AIMOHHOU KYJIbTYpPbI
Ha TPAKTHUKy HHGPOPMAIMOHHON Oe3omacHOoCcTH. Takke pe3ynbTaThl BHOCST OO B
KPUTUYECKUN B3IJIAJl HA TEOPUIO COIMATBHBIX CETEH, IMMPOKO MPU3HAHHYIO B HAYYHOM
coO0IIeCTBeE.

O60cHOBaH BBIOOP MOHATUS OPTAaHU3AIMOHHON KYJIbTYpPhl KaK BaKHOTO (akTopa
uHbopMaIMoHHOW Oe3omacHOCTH. PaccMoTpensl  ycioBust ee  GOpPMHPOBAHUS W
MO PKaAHUSI.

Paccmotpensl  cmocobwl  obecrieueHuss  MHGOPMAIMOHHONW  ©€30IacHOCTH
MOCPEACTBOM aHAIM3a YIrpo3 M MPHUHATHS COOTBETCTBYIOIIUMX KOHTPMEp, MOJenei
yIOpaBJIeHUs], Pa3padOTKU TOJUTUK O€30MaCHOCTU W TOBBILIEHUS HWH(YOPMUPOBAHHOCTU
MI0JIb30BATEIIEH.

OI1eHUTh CTENeHb BIMWSHUS PYKOBOIUTENEH, OpPraHU3AIlMOHHOW KYyJIBTYphl U

MOJIUTUK O€30MaCHOCTH Ha YPOBEHb NH(POPMAITMOHHOM 0€301MaCHOCTH B OpTaHU3AIIHH.
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HpOBeCTI/I Ka4CCTBCHHOC HJIM KOJIHWYCCTBCHHOC MCCIICAOBAHUC JIsI IIPOBCPKU

BBIABHUHYTBIX I'MIIOTC3
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Ipunoxenune A

(o0s13aTENILHOE)

Part I1. Information Security Management

CryneHr:
I'pynna %00 IHoanuce Hara
3JAM6D Kopo6koB Esrenuit Uropesnu
KoHcynpTaHT Kadeapbl MEHEHKMEHTa
JosxkHOoCTH (017 (0 Yuenan MMognucek Hara
CTeleHb,
3BaHMe
3aBEIYIOIIMI Huctsakosa Hatanbs K.3.H.
Kadeapoii OnerosHa
KoncynbranT — nuHreuct kagenpsr UACIT :
JosxkHOCTH (017 (0 Yuenan MMognucek Hara
CTeleHb,
3BaHMe
3aBEIYIOIIHI Co0J10TOBHUKOBA K.}.H.
Kadeapoii Onbra BnagumupoBHa
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Part Il. Information Security Management

The widespread use of information systems connected to the global and / or local networks
in organizations has multiplied the efficiency of many of them, but simultaneously
exposed them to the new threats. Although some threats to the information security of
organizations are of a technical nature or result from natural disasters, many of them are
anthropogenic, whether they are mistakes, omissions or malicious acts committed by

employees or external actors such as competitors, hackers, etc.

This increased vulnerability forces most organizations to apply countermeasures to prevent
incidents, such as technical and behavioral control measures. Organizations implement
policies and procedures for the security of information systems, training and awareness-

raising in the field of information security, as well as sanctions for violations of IS policy.

However, these control measures and security measures are effective only to the extent that
employees want to follow them, and this is especially true when employees are outside the
organization. Information security is a worldwide problem that concerns all market

participants regardless of their size or sector of activity.

Von Solms explains that organizations must take into account all aspects of information
security. According to him, information security is a multidimensional space that includes
corporate governance, organizational structure, policies, best practices, ethics, certification,
law, insurance, personnel, information, technology, indicators and audit. Information
security means more than preventing malicious users from accessing sensitive data. The
international standard 1SO / IEC 27002: 2005, which provides a set of rules and
regulations for information security management, states that: "Information security
protects information from a wide range of threats in order to ensure business continuity,
minimize business risk, maximize return on investment, as well as the realization of
potential business opportunities™.

That's why the information:
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 should not be disclosed to unauthorized persons;
* must be protected from unauthorized modification;

« must be available at the request of users.

ISO / IEC 27001: 2005 (clause 3.4, page 2), containing specifications for the
implementation of the Information Security Management System (ISMS), defines
information security as "maintaining confidentiality, integrity and accessibility of
information; in addition, other properties, such as authenticity, impossibility of refusal of

authorship, reliability can be included".

Information security focuses on three aspects: confidentiality, integrity and accessibility

(paragraphs 3.3, 3.8 and 3.2 respectively).

Confidentiality means that information is only available to those who have the appropriate
rights (authorized users). The degree of confidentiality of information depends on its
strategic or legal nature. To ensure confidentiality, security mechanisms such as encryption

and access control can be used.

Integrity means that the information will not be changed without prior permission.

Information should be accurate, complete and protected from change.

Availability is ensuring that information and other resources are accessible by users. To

ensure the continuity of available resources, a backup mechanism is used.

These three principles are usually denoted by the abbreviation CIA. However, Dhillon and
Backhouse (2000, pp. 127-128) argue that the CIA principles are not sufficient to ensure
the security of information. For these authors, information security refers not only to
technical environments, but also applies to employees of the organization. Therefore, the

authors offer additional principles, such as responsibility, trust and ethics.

Table #1 provides a summary of the twenty-two principles proposed by researchers and

information security specialists (Johnston et al. 2008, 256). The sources of these
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requirements are three groups: practitioners, scientists and security services. In the survey
of these groups, six principles: confidentiality, integrity, accessibility, non-repudiation,
authentication and audit. In fact, the table below shows that information security practices
define a much more exhaustive list than scientists and security organizations. This list
includes evidence systems (for example: signature, witnessing) and tracking (for example:

timestamp).
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Table 1 — Non-exhaustive list of basic safety principles (Johnston et al, 2008: 254)

Practitioners
Principle

Academics
9

Organizations

Confidentiality/privacy
Integrity
Availability
Non-repudiation
Identification
Authentication
Signature
Authorization
Access control
Validation
Certification
Time-stamping
Receipt
Confirmation
Ownership
Anonymity
Revocation
Witnessing
Utility X
Possession X
Auditability/accountability X

Ethics
References: 1. Boykin (2003), 2. Host (2001), 3.
Krauss and Tipton (2002), 4. Byrnes
and Proctor (2002), 5. Parker (2002), 6.
Hutt (2002)
Note. Italicized most frequently cited principles of information security

X X X XN
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X

X
7. Leiwo et al. (1999), 8. Rosenthal
(2002), 9. Dhillon and Torkzadeh
(2006),10. Summers (2002), 11. Long
(1999), 12. Rannenberg et al. (1999)
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13. CIECA (2003),
14.1Tsecurity.com, 15. SAWG
(2002), 16. OIT (2002), 17.
GASSP(2003)
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The information security of an organization can be defined as protection from theft of
information or any other attack on information systems, as well as protection from
failures of information systems that can make them inaccessible and can violate the

integrity of information.

Organizations and their information systems must be prepared to respond to a variety of
threats. These threats can be caused both by actions of actors outside the organization
and by its employees. On this issue, Anderson and Moore (2008: 11) note that the
traditional view of security professionals is rather dichotomous when it comes to users
of the information system. On the one hand, there are "good guys", that is, members of
the organization, and on the other — "bad guys", that is, people outside the organization
who want to harm it. But according to the report of Computer Crime and Security
Survey (2011: 20), 43.2% of respondents said that at least some of their losses were

associated with malicious actions of employees.

2.1 Threats, vulnerabilities and countermeasures

Reports prepared by specialized organizations, such as the Computer Crime and Security
Survey, prepared by the Computer Security Institute (CSI) or the CLUSIF reports
(French Information Security Club), usually classify attacks as intentional /

unintentional and internal / external.

Many publications provide more detailed threat classifications for Hinde (2002),
Whitman (2003), Doherty & Fulford (2005), CSI (2009, 2011). Below are some of the

main ones, broken down into internal and external to the organization.
External threats:

« Computer viruses, worms and Trojans: computer programs that can be

automatically replicated, through various systems and networks;
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» Natural disasters: damage is caused by such phenomena as earthquakes, floods or
fires;

« Spam (e-mail): mass mailing of unsolicited emails;

» Hacker attack: penetration of the organization's information systems by an
unauthorized third party, who can then freely access and manipulate data (theft,
modification) or disrupt systems;

« Theft of information by third parties who have been accessed through fraud and
manipulation of internal employees (social engineering), and also because of the
negligence of internal employees, which allow guests to move unattended to the

premises of the organization.
Internal threats:

+ Installation / use of unauthorized equipment, peripherals or software: these
hardware and software may contain viruses or copying systems;

» Fraudulent use of the information system by users with authorized access;

« Theft of equipment / software / information: theft of valuable hardware, software
and information assets;

« Human error: accidental destruction or incorrect data entry.

» Deliberate damage caused by a disgruntled employee for the purpose of carrying
out revenge;

» Use of organization resources for illegal or immoral activities;

» Disclosure of confidential information to external organizations or internal third

parties that did not need it, regardless of media (files, oral transmission, etc.).

Some threats in organizations are related to software or hardware vulnerabilities, with
design flaws in information systems. Human errors in the pursuit of security policy: for
example, it may be forgotten to block access to resources to the employee who left the

organization.
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Thus, information security policies are countermeasures to security violations, provided

that they are respected and applied.

After identifying a threat or vulnerability, employees need to know what to do to ensure
the safety of information. In this context, it is important that employees know the degree
of confidentiality of information and priorities for its protection. They should be able to
determine the needs of the CIA in their assets (Garbars, 2002; Lévéque 2006 &
Anderson 2003).

Organizations actually apply the risk management approach (Siegel et al., 2002). Risk
management is "the cornerstone for effective and focused work, proactive solutions to
possible incidents” (Henry, 2007b: 321). Risk assessment allows organizations to know
the environment and develop scenarios for combating threats (Swanson & Guttman,
1996).

Risk assessment is the responsibility of the organization: although there is no universal
prescription for minimizing risks, specialists need to assess the nature of the
organizational environment before considering whether and how to implement IT
solutions "(Dhillon & Backhouse, 1996: 73-74).

2.2 Role of the organization

Planning is an important element of management for implementing security measures
and justifying their budget. Tryfonas et al. (2001: 188) defines three components of

information security planning:

« Strategic planning is the development of policies,

« Tactical planning is the compliance with standards, conducting risk analysis, audit
effectiveness, etc.

» Operational planning is the implementation of security tools, such as antivirus,

and so on.
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However, as Straub & Welke (1998: 441) explains, "the security of information is still

ignored by executives, middle managers and employees. The result of this negligence is

that security systems are much less reliable than they should be, and that security

breaches happen more often and cause more damage".

Dhillon and Backhouse (2001: 126-128) share this view. Information security is not so

much a technical problem as social and organizational. It is essential to ensure the

development of an appropriate and effective security policy. Indeed, it creates a solid

platform for implementing security practices (Von Solms and Solms, 2004: 276). This

policy should include at least the following considerations (Verdon, 2006: 49):

Involve the security team and the legal department to work in the team to assess
the policy document for compliance;

Identify the organization's protection needs;

Maintain the requirements of the information classification policy;

Ensure that all employees receive information about the best methods of ensuring

information security.

For Tryfonas et al. (2001: 183), the information security policy is a combination of

principles, regulations, methods and tools designed to protect an organization from

potential threats:

Organization policy (in terms of structure). This general policy applies to the
organization as a whole. It refers to the commitment of the information security
management and its importance to the organization. It highlights the
responsibilities of everyone in the organization and the means to ensure security.

Specific policy in the Information and Communication Technologies (ICT)
department. These policies cover the duties of the Directorate of Information

Systems, whose role is to ensure the security of information systems and
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communication networks. It dictates the terms of the software choice, the backup
policy, and so on.

A policy designed for employees. This policy defines a set of information security
processes that employees should follow (Internet use, password management,

security incident reporting procedure, etc.)

2.3 Policy Objectives

According to David (2002: 506), "security is not what we do or what we do not do. This

iIs not what we allow or do not allow. Security has nothing to do with the level of

security of data and systems. Security is how we stick to official security policies."

An effective security policy is a strategy in which people can accept what is expected of

them when working with information resources. Therefore, an effective security policy

depends not only on what it contains, but also on how participants understand that this

policy will achieve the security objectives in the organization.

How to achieve this understanding? Von Solms and von Solms (2004: 4) makes an

analogy between the development of the organization's security policies and the creation

of the Bible (the Bible metaphorically). They conclude that:

1.

The policy should come from the highest level of management in the

organization;

. The overall policy should be stable over time;

The general policy should focus on general concepts and should not affect the
specific and technical contexts that change over time;

Derived policies should be based on a common policy. These policies determine
the specifics of technical and business contexts;

Procedures should describe how to act in accordance with the policy;
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For this, it is necessary to regularly update the rules and procedures and regularly bring

information to the members of the organization.

2.4 Theory of action

There are few research papers on malicious behavior in the organization, such as non-
compliance with security policies. To a large extent, this seems to be due to the
difficulties of data collection, as companies do not want to disclose the problems that

arise in this regard.

Nevertheless, we can note that the Theory of Reasonable Action (TRA) (Fishbein and
Ajzen, 1975) and its extension, Theory of Planned Behavior (TPB) (Ajzen, 1985) were
applied in several studies related to information security. Fishbein and Ajzen explain
intention to follow certain behavior. They assume that the intention to perform different
types of behavior can be predicted with great accuracy from the attitude toward this
behavior, subjective norms and perceived behavioral control. Ajzen (1991) further states
that intentions, as well as perceived behavioral control, form a significant part of the

differences in actual behavior.

A better understanding of the factors that motivate participants to comply with the
organization's information security policy is important to help managers identify gaps in
their security management efforts by providing them with the means to solve the

behavior problem.

Siponen et al. (2007) attempted to provide empirical evidence on the application of the
behavioral model to studying compliance with safety policy in everyday practice. They
developed a theoretical model combining the theory of defense motivation (Protection
Motivation Theory, Rodgers, 1975), the theory of sound action (Fishbein and Ajzen,
1975, 1980) and the theory of diffusion of innovations (Rodgers, 1962), which was
subsequently confirmed by a survey of 971 employees. The results show that employees

should be informed and feel able to act in defense of the company's information systems
82



and that the actions taken by the management are considered relevant and adapted to the
company's actual operations. The study of behavioral changes has revealed the value of

raising awareness and, consequently, of learning.

2.5 Raising awareness of information security

For the National Institute of Standards and Technology (NIST 800-50, 2003: 8-9),
raising awareness is not training. It is designed to draw attention to security and allow
everyone to feel involved and adopt appropriate behavior. Awareness raising is aimed at
a wide audience, while training is provided to small groups. Learners acquire practical
knowledge that allows them to be more effective in their activities. Training combines
the totality of knowledge, both technical and social, aimed at training specialists in

information security.

According to SOGP (Standard of Good Practices, 2011: CF 2.2), the information
program should promote a "positive safety culture”. The difference between awareness
and training or education is not made. It is about holding awareness-raising trainings.
These trainings should be regular, encouraged by management and addressed to all

members of the organization.
Advantages of increasing the level of information system users' awareness:

« targeting a heterogeneous audience, not just information systems specialists,
which allows (1) to explain the goal of safe behavior, (2) to spread good practices
and (3) to provide assistance, if necessary;

« computer security specialists receive feedback and reports on possible incidents.

The goal of raising awareness is defined as the development of a "positive safety
culture” in organizations and the effectiveness of this process is achieved only under
certain conditions. First of all, regular training requires material means and organization.

Therefore, raising awareness requires, on the one hand, the budget, and on the other the
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structure responsible for its organization. It can be a designated manager that relies on

an internal command or an external service.

Awareness-raising should be based on simple terms that are understandable to as many
people as possible (ENISA 2006, Goucher 2008). It must also conform to the
organizational structure, so ENISA (2006) and SOGP (2011: SG 1.1.3) indicate that

awareness-raising should:

» Meet the needs of listeners,

» Propose realistic actions,

« Show what listeners can get by participating in information security,

* Meet the business strategy, objectives and strategic vision defined by

management.

Like security policies, awareness-raising should be based on organizational culture
(Casmir and Yngstrom, 2005). Siponen (2000) also believes that awareness-raising
should promote morality and ethics that respond to security needs, as they are powerful

vectors for behavior change.

Participation of senior management is also a prerequisite for the success of awareness-
raising (SOGP, 2011: CF 2.2, Maeyer, 2007). It must ensure the effective promotion of
best practices and allocate the necessary financial, material and human resources. On the
other hand, Maeyer (2007), shows that too informal training on too general topics may

be the cause of the failure of awareness.

When studying the behavior of remote employees, Furnell (2006) notes that awareness
raising has a significant impact on the perception of safety. These results are interesting
in that they show how an individual, even outside the organizational context, can behave
in accordance with the expectations of the organization, if he believes that this is
important. This is the effect of normative pressure. The employee accepts behavior,

which, in his opinion, is not excluded from the organization during remote work.
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However, this does not mean that such employees have learned the security values
promoted by the organization. Perhaps their behavior will change as a result of changing
the workplace, where security is perceived as less important. This emphasizes the role of
local participants, especially the operations manager. In fact, the influence of the
operational manager on the awareness and behavior of employees has been little studied.
However, the operational manager has local authority, strategy and values of the
organization. This can potentially be significant for raising awareness and adopting

behavior that meets safety requirements.

2.6 The relationship between organizational culture and information

security

Security includes complex social constructs, such as identification, trust and
confidentiality, which vary depending on the context. An approach that takes into
account the best interests of all participants and the characteristics of information

systems, networks and related services can be both effective and safe.

The OECD's approach to the formation of a culture of information security includes nine

mutually complementary principles (see Table 2).

Table 2 — Formation of a culture of security (OECD 2002, pp. 5-8)

Principle Definition

1) Awareness Participating parties should be aware of the need
to ensure the security of information systems and
networks and understand what they can do to

improve security.

2) Responsibility The security of information systems and networks

Is the responsibility of all parties involved.
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3) Taking Response Participating parties should, in cooperation with
others, take timely action to prevent, identify and

respond to incidents involving security breaches.

4) Ethics The parties involved must take into account the
legitimate interests of other individuals and

organizations.

5) Democracy Ensuring the security of information systems and
networks should not conflict with the fundamental

values of a democratic society.

6) Risk assessment Participating  parties should conduct risk

assessment.

7) Development and | Participating parties should consider security as
implementation of systems | one of the most important elements of information
and networks taking into | systems and networks.

account the need for security

8) Security management Participating parties should adopt an integrated

approach to security management.

9) Reassessment Participating parties should review and reassess
the security of information systems and networks,
and make appropriate changes to security policies,

practices, measures and procedures.

The OECD definition focuses more on the cultural dimension that is central to security
activities, which largely depends on the level of perception of participants: "Security
management should be based on risk assessment. It must be dynamic, covering all levels
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of activity of the parties involved and all aspects of their work. It should include a
proactive response to emerging threats and should include measures to prevent and
detect incidents and respond to them, measures to restore systems after disruptions,
continuous maintenance, analysis and audit. Policies, practices, measures and
procedures for the security of information systems and networks should be coordinated
and integrated so as to form a coherent security system. The requirements for security
management depend on the level of participation, the role and functions of the

participating party, the existing risk and the requirements for the system".

Many researchers also suggest that information security should be part of the
organizational culture (Von Solms 2000, Schlienger and Teufel 2002, 2003). Knapp et
al. (2006) found that in most organizations, information security is not an integral part of
the organizational culture. To explain this phenomenon, there are several reasons, for

example:

» Lack of financial investments — Shedden et al. (2006) showed that organizations
tend to view security spending as justified after an incident occurred, that is too
late.

» Insufficient staff participation — some researchers have pointed to the passive
participation of employees in implementing security measures, the
implementation of which often falls on the shoulders of units (Chia et al, 2002,
Koh et al, 2005).

« Limited implementation of security measures: the Maynard & Ruighaver (2006)
study shows that the implementation of a security policy in most cases does not
result from beliefs but from the need for compliance and enforcement through

external audits.

The literature also shows that there are three types of relationship between

organizational culture and information security.
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1.

Information security is not integrated into the organizational culture (Chia et
al, 2002, Knapp, Marshall, Rainer et al, 2004, Koh et al, 2005). In this case,
the organization management does not deal with information security.
Members of the organization are poorly informed and do not feel responsible
for security problems. Organizations are often inclined to view spending on
security as unjustified spending (Shedden et al, 2006). This is the situation
where information security activities are supported only by the IT department.

Information security — the “subculture” of organizational culture. Part of the
staff is more aware of the requirements for security, periodic security training
Is conducted. Some departments of the organization begin to pay attention to
safety, and the issue of new practices appears in the agenda of the leadership.

Information security is built into the organizational culture. Security measures
are implemented throughout the organization and with a relatively high level
of participation. In addition, security policies are regularly updated. Members
of the organization feel responsible for the information and are motivated to
adhere to the security policy. Security practices become unconscious everyday
activities (Von Solms, 2000, Vroom and Von Solms, 2004, Thomson and Von
Solms, 2005, Thomson et al, 2006). Management and employees of the

organization share common values of information security.

How is the third type of relationship achieved? The review of the literature makes it

possible to identify several variables capable of developing the organizational culture,

but their influence, in particular on actual practices, remains poorly understood.

o ~ wnp e

Security policies;

Participation of top management;
Awareness;

IT department / Security department;

Participation of operational management.
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Some security measures operate directly at the organizational level, affecting the "mass'

awareness of IS threats, while others affect individuals. This increase in individual

awareness adapts the individual culture to bring it in line with the organizational culture.

Table 3 shows how the security components in the cycle affect the individual culture and

through it change the organizational culture.

Table 3 — Impact of safety components on individual and organizational culture

Component

Subject

v

Impact

Influence

Organizational culture

v

a

Impact

Involvement and promotion
by management

Security Policies

IT department

Organization

Organizational

Raise awareness

Participation of operational

Mmanagers

Experience

Individual

Individual

89



