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Annomauyusn. Ilposedeno uccredosanue 3(PGekmueHvlx Mep nO NPedOmMEPAUeHUr) CAbOMAXiCad HA SOePHbIX
00vekmax u Xuwjenus paduayUoOHHbIX Mamepuanos. B uccredosanuu ucnoavzyromes dghgexmusHvie
npeseHmusHble U 3aUuUmHble Mepbl, KOomopvle Oblll peanu308anbl @ UHCIMUmMyme, umoOvl NOKA3AMb
HadexcHocmy  2unomemuyecko2o obwvexkma. Llenu Maproea, xomopwle npedcmagisiiom cobot KOMOUHAYUIO
6EPOAMHOCMEN U MAMPUHHBIX ONEPAYUTL, MOOCTUPYIOM NPEEEHIMUGHbIE U 3AUUMHbLe MEPbL HA 2UNOMEMUYECKOU
A0epHoll yemaHoske. Pesyromamul peanusyiomes 8 npoyecce oyeHKu peanu3osannvlx cmpameauti. Hexomopule
U3 NpPoYeccos OYeHKu BKIOUAIOM pA3pabOMAaHHble A20PUMMbBL NPEeOOMEPAWEHUS. ONUMETbHbLIX U / Ul
BHE3aNHbIX  Kpadic, cabomadica U c2080pa Medcoy eHympenHumu Hapyuiumenamu. CrnedosamenvHo,
IPhekmusHOCmb NPEGEHMUBHBIX U  3AUJUMHBIX MeD NPOMUE  3NOYMBIULIEHHUKOS MAKJCe 3a6UcUm om

aghpexmugHocmu npoyecca oyeHKu, npogooumoco sxcnepmamu [1, 2].

Introduction. A study on the advancement of effective measures to prevent the sabotage of nuclear
facilities and radiological theft has been conducted. The strategic approach used is Markov chains, which
addresses the insider threat as shown in Fig. 1 and proposing comprehensive measures, required to justify the
need to enhance and prioritizing preventive measures to control the insider threat. The hypothetical nuclear
facility designed for this research has instituted preventive and protective measures to deter, detect, delay and
respond to threat. These include vetting and review of individuals, approval for individuals with authorized
access and to critical assets or vital areas, detection of a malicious act, and the interruption of the malicious act
[3]. The development of sabotage scenarios and based on the characteristics defined in the threat assessment or
Design Basis Threat and an assessment of the impact of those scenarios or targets provides protection against
stand-off attacks. This aids in also identifying potential vulnerabilities. Protection measures that may protect
against or mitigate the consequences of a stand-off attack include increasing the stand-off distance to exceed the
range of weapons the adversary might use, obscuring lines of sight to the target from potential stand-off attack
areas, increasing detection and deterrence through off-site patrols and surveillance, using barriers to intercept
missiles or absorb blast or fragments, modifying layouts of facilities to protect sensitive targets and hardening

facilities to resist the attack.
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Research method. The method used in this research is the Markov chains. These are a combination of
probabilities and matrix operations that model the preventive and protective measures instituted by the
hypothetical nuclear facility[4]. Algorithms are generated from the transition diagram analysis of the qualitative
representation of the preventive and protective processes that have been instituted. Table 1, Fig. 1 and Fig. 2,
give an appreciable representation. The initial state vector is a recommended probability representation of the
90% preventive and 10% protective measures by the regulatory body to be: [0.9 0.1]. The transition matrix is

multiplied by the initial state vector to achieve the new state vector approaching the steady state, as obtained
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Table 1
Representation of interaction preventative and protective processes
Measures Qualitative Designators Probability
Vetting of Personnel High 1
Reduction of Potential Insiders High 2/3
Authorized Access Approval Medium 1/3
Occurrence of Malicious Act Low 0
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Fig. 1. Steps for preventive and protective measures against potential insiders.[5, 6]
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Fig. 2. Transition diagram of the two measures
A - vetting and review of persons/individuals applying for access.
B - approval for individuals with authorized access.
C - approval for individuals with access to critical assets or vital areas.
D - initiation of insider malicious act.

E - malicious act completed or interrupted.
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Results. A product of the initial state vector and the transition matrix provides a vector value that

eventually after many system updates, tends to plateau or stabilize, assumably due to an enhanced effective
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the updated measures has 97% preventive measures and 3% protective measures.

Conclusion. The activities of insiders and the threat that they pose to the nuclear industry at nuclear and
radiological facilities can not be underestimated. Qualitative and quantitative remedial approaches through
research such as this contribute to justification to the need to prioritize the effective resourcing of preventive
measures. From the theoretical assessment, it is realized that a 97% effective preventive measure and a 3%
protective measure relative to the overall security system interaction processes will contribute to annulling the
insider malicious act. A long-run Markov chain will present a steady state which will also contribute to a
theoretical representation of the effective nuclear security culture practice at the hypothetical facility. The series
of data collected is inputted in a python programme. This provides a platform for flexible alterations during
system upgrades or adaptation of practice by similar nuclear facilities. To help sustain and continuously improve
upon the implemented system, an introduction of a quantitative concept of maintaining the performance of
people, procedures and equipment is required. A requirement of monitoring performance, motivation, and
leadership to create organizations that collaborate, innovate and produce consistently superior outcomes. A key
aspect of sustainability involves maintenance and testing programmes to enhance the physical protection systems

which coordinate harmoniously with other components of the security system.
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