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Model of forming a spatial-temporary radio frequency portrait
of subscriber terminals in satellite communication systems monitoring

Currently, the development of satellite communications systems (SCS) is associated with the development of
signals of complex structure. The popularization and distribution of software-defined radio systems (Soft-
ware-defined radio, SDR) are noted, which leads to a decrease of quality of functioning of the SCS. Promis-
ing areas of countering the unauthorized use of the time-frequency resource of the KA repeater are methods
aimed at determining the location of subscriber terminals (ST) and analyzing the service and semantic parts
of the transmitted message. Accounting for changes of physical parameters requires the use of a large amount
of heterogeneous a priori data; it is not achievable task in practice. According to the theory of mathematical
statistics, the approximation is used at solving problems of sample analysis. The result of the approximation
is a spatio-temporal radio-frequency portrait (STRFP) of an ST participating in the formation of a group sig-
nal. Thus, the aim of the research is to develop a model of changing the physical parameters of a radio signal
and to study the possibility of approximating physical parameters in order to form a spatio-temporal radio-
frequency portrait of an ST SCS.

Keywords: satellite communication system, group signal, non-energy parameter, communication channel,
time division multiple access, satellite repeater, radio frequency portrait, sample.

Introduction

One of the directions in the development of satellite communications systems (SCS) is the use of sig-
nals with a complex structure that allow for the efficient use of the frequency-time resource. In particular, in
SCS for various purposes (commercial and military), time division multiple access (TDMA) technologies are
widely used [1]. It should be noted that the rapid development of SCS leads to an increase in the number of
cases of unauthorized use of the time-frequency resource of the spacecraft-relay (SC-relay), which in turn
leads to a decrease in the quality of functioning of the SCS.

In this situation, the forefront is the issue of ensuring hardware accessibility to the signals of individual
subscriber terminals (ST), which is achieved by decomposition of a group signal.

A method for analyzing signals with a complex frequency-time structure (CFTS) is described, which al-
lows the separation of STs without access to the semantic component of transmitted messages [2]. This
method is based on the localization of the values of non-energy parameters of the signal of an individual ST
in the parameter space.

The radio exchange in the SCS, operating through spacecraft — repeaters (SC-R) in the geostationary
orbit (GSO), is characterized by a dynamic change in the physical parameters of the radio signals, due to a
number of reasons in practice [3—7]. Moreover, the application of the known method [2] is not possible.
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Accounting for changes in physical parameters requires the use of a large amount of diverse a priori da-
ta, such as the coordinates of the Astronomical radio source and SC—R; state of the ionosphere and tropo-
sphere; temperature of atmospheric layers, water content over the entire length of the radio path, etc. [§-9],
which is not a solvable task in practice.

When solving problems of sample analysis, the approximation method is used in the theory of mathe-
matical statistics; it is a description of the experimental points by some deterministic function. The studied
complex object is replaced by a simpler object in order to study its properties.

The experimental estimates of the physical parameters of the radio signal with the frequency response
are approximated by some deterministic function at the final stage of observation in relation to the described
problem. The result of the approximation is a spatio-temporal radio-frequency portrait (STRFP) of an ST
participating in the formation of a group signal. The STRFP is directly dependent on the transmission condi-
tions and is unique, which allows for signal decomposition based on the analysis of the STRFP.

Thus, the aim of the article is to develop a model for changing the physical parameters of a radio signal
and to study the possibility of approximating physical parameters in order to form an STRFP ST SCS.

Experimental

During the propagation of radio signals through the physical communication channel, they change un-
der the influence of various factors, including the state of the ionosphere, ion concentration over the entire
length of the radio path, troposphere, water content on the propagation path, and the length of the radio path,
which changes due to the motion of the spacecraft — P and subscriber terminals, etc. Moreover, the value of
each physical parameter depends to a certain extent on the distance between the SC-R and the ST, the state
of the atmosphere and ionosphere, which continuously changes over time. The value of the k" physical pa-
rameter of the radio signal from the ST at a certain point in time is determined by the Equation (1):

_ R) At) Ion)
v () =v, (1) +v O+ O+ (1), (1
where v, (¢,) is the base value of the parameter at time, f; V,ER)(t ) is change in the parameter due to a change
in the distance between SC-R — ST — radio monitoring receiving station; v,EAt)(t) is change in parameter

due to the influence of the atmosphere; v,(f’")(t) is change in the parameter due to the influence of the iono-

sphere.

Subscriber terminals operating in the same SCS can be located at geographically distant positions and,
accordingly, communication channels from ST to SC-R, depending on their condition, will affect radio sig-
nals differently.

Figure 1 shows a simulation scheme for radio monitoring of ST SCS for the following conditions:

— the period of functioning of the ST corresponded to 24 hours;

—the SC repeater moved in the area at 62° E, according to the TLE obtained from open access for the

SC-R «UFO-10»;

— ST1 stationary object with coordinates 45.031° N and 41.6917° E;

— ST2 is a mobile object that performs rectilinear movement with initial coordinates of 35.934° N and

101.614° E at a speed of 40 km/h towards the sub-satellite point;

— ST3 is a mobile object that performs rectilinear movement with initial coordinates of —45.13° S and

95.66° E at a speed of 40 km / h towards the sub-satellite point;

— ST4 is a mobile object that performs rectilinear movement with initial coordinates of —45.45° S and

41.318°E at a speed of 40 km/h away from the subsurface point;

— the daily change in the total electronic content of the ionosphere on radio paths was obtained on the

basis of data from the international reference model of the ionosphere [10].

The Doppler shift of the carrier frequency and the time delay with respect to the time-synchronous grid
consider such as the main non-energy parameters.

In general the slant range between the ST and SC-R and the effect of the ionosphere on the propagation
path of the radio signal are the main heterogeneous factors are influenced on the amount of time delay of the
signals of various ATs relative to the reference time grid. The change of the time shift of the signals of indi-
vidual antibodies relative to the time grid is caused by a change in these factors.

A change of the carrier frequency of the antibodies observed at the input of the receiver of the radio
monitoring complex occurs due to the Doppler Effect, which, on the one hand, is caused by the movement of
the SC-R on the GSO, and, on the other hand, by the movement of the mobile STs themselves, which carry
out the movement during the radio communication session.
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Figure 1. Scheme of the simulation of radio monitoring ST SCS

Figure 2 presents the graphs of changes of physical parameters obtained in the result of modeling.
The changes of the listed physical parameters take the form of a certain curve (Fig. 2). Moreover, two
types of sections (namely, “quasilinear” and “quasiquadratic”) are distinguished on each of the curves.

Polynomials of the second y,, ,(t)=b-t*+c-t+d and third orders y, ()=a-+b-r’+c-t+d

were used as approximants for studying the approximation error of changing physical parameter on a finite
observation interval; the coefficients of them were found by the least squares method by minimizing the sum
of the form.

The results illustrating the maximum value of the absolute error of the approximation (s) (&, and &,)

depending on the moment of the beginning of the observation #,, the duration of the hour #,,,= 1 and the type
of the approximating polynomial are summarized in Table 1.

When approximating a model of changing the time delay, the smallest approximation error is achieved
using a third-order polynomial and does not exceed 0.68 ps #,,-= 1 for an hour (Table 1).

At the same time, it is necessary to take into account the mechanisms of noise impact in the conditions
of data transmission to the SCS, operating through the spacecraft — R.
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Figure 2. Change of physical parameters of the signal from subscriber terminals, where a is time delay relative
to the reference time grid, b is the carrier frequency of the radio signal at the input of the receiver
of the radio monitoring system
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Table 1

Maximum absolute approximation error delays by polynomials of the second and third

Ly » [N] 1 2 3
€, ,[s] 2.655'1077 14.377:10”7 48.059:10°7

&, [s] 1.8035-107 2.1529-107 3.884:1077

According to [11], the potential accuracy of measuring non-energy parameters such as delay y,(¢) and
Doppler shift y,(¢) against the background of Additive white Gaussian noise, expressed through standard
deviation, are determined by the Equations:

1 1
Gys: 27 Gyfz 2
2-E/N,-(2-1-Af,) 2-E/N,-(2-1-At,)

where Af;; is equivalent spectral width; Az, is equivalent observation time.
The potential accuracy of estimating the delay and Doppler frequency shift is calculated taking into ac-
count the width of the spectrum of the radio signal Af = 9600 Hz and accumulation interval of 7= 0.025 s,

that is, a radio signal base of 240.

The dependence of the potential accuracy of estimating the delay and carrier frequency on the signal-to-
noise ratio is calculated based on the described parameters (Fig. 3).

Under the conditions for receiving a radio signal with a signal-to-noise ratio of 15 dB for the considered
radio signal, the standard deviation of the delay and carrier frequency corresponds to 6.949 ps and 2.668 Hz,
respectively.

The error in determining the value of physical parameters is a random variable. We assume that the er-
ror of determining the value of a physical parameter is distributed according to the normal law within the
framework of the model under consideration [12—16]. A sample describing the effects of noise on each of the
considered parameters is formed considering the obtained results.
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Figure 3. Dependence of the standard deviation of the parameter, where « is time delay on the signal-to-noise ratio;
b is carrier frequency on the signal-to-noise ratio

The Equation describing k& the physical parameter of the radio signal from the ST with the impact of
noise will take the form:

v () = v, (1) + v (6) + 91 () + v (1) + 8, (1),

where Sk (¢) is the effect of noise & on the value of the physical parameter of the radio signal from ST.
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Results and Discussion

The error of approximation by polynomials of the second and third order under the influence of noise
was studied based on the additive model (3). A «quasiquadratic» section was selected for the experiment.
A change in the time delay was simulated for a typical reception state with an SNR of 15 dB (Fig. 4).
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Figure 4. Change in time delay under noise at SNR = 15 dB

Based on the results of modeling the approximation by a polynomial of the second and third order of
the time delay under the influence of noise in a sample of 1000 tests, the distribution density of the approxi-
mation errors is constructed (Fig. 5).
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Figure 5. Probability density of approximation errors with a signal to noise ratio of 15 dB,
where a is second-order polynomial; b is third-order polynomial

When analyzing the results obtained, the approximation error with a probability of 0.9 for various SNRs
does not exceed the values presented in Table 2.
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Table 2
The value of the maximum absolute approximation error
Signal to noise ratio, [dB] Sti?rizrge(liz;’l?sl]o o, &, g,
5 219.8:10° 191-10° 258:10°
10 12.36°10° 16.4:10° 16.9:10°
15 6.949-10° 10-10° 810°
20 3.908:10° 7-10°° 4-10°°
25 1.95:10° 6:10° 2:10°

Analysis of the data in Table 2 shows that the choice of the best polynomial for approximation is not
obvious [17-20].
Figure 6 presents the results of the analysis and selection of conditions for the application of polynomials.
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Figure 6 Dependence of the absolute approximation error on the SNR

Based on the simulation results, it was found that for the approximation of an arbitrary section it is ad-
visable to use a second-order polynomial with an SNR of less than 10 dB, the use of which provides a signif-
icantly smaller error than when using a third-order polynomial. For SNR above 10 dB, it is preferable to use
a polynomial of polynomial order.

Conclusions

Based on the model, changes in the physical parameters of the radio signal under the influence of the
communication channel are studied. The quality of approximation of the change in the physical parameter of
the signal by polynomials of the second and third order is investigated. The minimum error for the SNR of
15 dB is achieved by approximating the change in the delay by a second-order polynomial and is 38 us. Ap-
plication of the developed model makes it possible to use the spatio-temporal radio-frequency portrait of the
ST, which in turn creates the prerequisites for the implementation of the method of decomposition of the ST
SCS group signal during radio monitoring in the absence of access to switching and address parameters.
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M. BanaprueB, A. bocsriit, O. IanbrieBa, X. L3s1H

CnyTHHUKTIK 0ailJIaHbIC J)KYylieJiepiHiH MOHUTOPHHTI Ke3iHae a00HEHTTIK
TEPMHUHAJAAPABIH KEHICTIKTIK-yaKbITIIA PAANOKUUIIK NOPTPETiH
KAJBINTACTHIPY MOAeJi

Kasipri ke3nme >xepcepikrtik Oaitnansic sxydenepin (JKBX) nameiTy yakeIT SKHUTINT pecypehiH THIMAIL
HaiijanaHy bl KaMTaMachl3 €Tyre MYMKIHIIK OepeTiH Kypaenai KypbUIBIMIbI CHTHAJIJapbl JaMBITYMEH
GaitnanpicTel. CoHbIMEH KaTtap, penenik rapwimn annapartapbiabl (CK-perneci) yakpITTBIK IKHUTIKTIK
pecypehIH pyKcaTChI3 Maijananyra MyMKIHIIK OepeTin Garmapiamansik Kamramackis etyne (BKE) tansmvan
eTy JkoHe Tapary Oap, Oyn e3 keserinme JKBJXK >KyMBICHIHBIH camachHBEIH TeMeHueyiHe okenenmi. CA-
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PETPAaHCIATOPBIHBIH ~ YaKbITTBIK OKMUIKTIK PECypChlH —PYKCATChl3 IaiijajlaHyFa Kapchl —TYPYHABIH
MEePCIEKTUBAIBIK OaFbITTapbl €Ki Heri3ri MaceyeHi Imemryre OarbITTaidFaH oiuicTep OOJBIN TaObLIAIbL:
aOOHEHTTIK TepPMHHAILAAP/bIH OPHAIACYBIH aHBIKTAy JKOHE JKiOepineTiH xabapiaMaHbBIH KbI3MET €TY JKOHE
MarbIHAIBIK OemikTepin Tanpay. Ou3HKaNbIK mapaMeTpliepAiH e3repyiH ecKepy YIIiH reTepOreHAl alpHOpIIbl
JIEPEKTEP/IiH KOl MOJIIEepiH KOJNAaHYIbl KaKET €Tedl XOHE IC JKy3iHAe Oyl NICHIJIeTIH Macele eMec.
MareMaTHKaJIBIK CTaTUCTHKA TEOPHSCH OOMBIHINA ipIKTEMEHI Tajjay ecenTepiH MIeNIKeH Ke3Je >KyBIKTay
KOJIIAHbLIaAbl. 3epTTeNTeH Kypaeni oOBEeKT OHBIH KaCHETTEepiH 3epTTey YIIH KapamahblM OOBEeKTIMEeH
aybIcThIpbUIanbl. CHUMaTTanFaH Mocesere KaTbICTbl KYPAENi XUUIKTIK KYpbUIBIMBI Oap paJuOCHIHAJIbIH
(bu3MKaNbIK MapaMeTpiepiHiH JKCIEePUMEHTTIK Oaranapbl OaKpUIayIblH COHFBI Ke3eHiHge Oenriii
JEeTepPMHUHMpIICHIeH (QYHKIMSAMEH >KybIKTaiapl. JKakbIHAQy/IblH HOTHXKECI TONTHIK CUTHAIBI KYpyFa
KaTbicaTblH AT-HbIH KeHICTIKTIK-yaKbITTHIK paanoxuinik noprperi (KYPXKIT). KYPXKII rapary mraprrapbina
Tikenel OalnaHbIcTHl koHe Oipered, Oyn omblH KYPXKII Tammayel HeriziHme CHTHAIABI BIABIPATYFa
MYMKiHIIK Gepeni. Ocpiraiimma, 3epTTeyiH MaKcaThl PaJHOCUTHAIIBH (QU3UKAIBIK IapaMeTpiIepiH e3repTy
mogenin >kacay jkoHe AT JKBXK KeHICTIKTIK-yaKBITTHIK DPaJHOXHUIIK IIOPTPETiH KAIBIITACTHIPY YIIiH
(U3HUKaNBIK TapaMeTpIIepAil XKybIKTay MYMKIHITIH 3epTTey OOJIBII TaObLUIa bl

Kinm ce30ep: cnyTHUKTIK GailfiaHbIc Ky#eci, TONTHIK CUTHAN, YHEPreTHKAIBIK eMec mapamerp, OaiiaHbic
apHAaChl, yaKpITIIa OOJIIHYTe KONTEreH MYMKIHIIK, FaphIll alaparsl, PETPAHCISITOP, PAIHOKHUIUIIK HOPTPETi,
yari.

M. BanaprueB, A. bocsriit, O. Ianbriera, X. L3sH

Mopeanb ¢popMUpOBaHMS NPOCTPAHCTBEHHO-BPEMEHHOI0
PAAN0YACTOTHOIO MOPTPETA A00HEHTCKUX TEPMHHAJIOB
IPU MOHUTOPHUHIE CHIYTHUKOBBIX CUCTEM CBSI3H

B HacTosmee BpeMs pa3BUTHE CIIyTHUKOBBIX cucTeM cBsi3u (CCC) cBsA3aHO ¢ pa3pabOTKON CUTHAJIOB CIIOXK-
HOM CTPYKTYpBI, O3BOJSIOIINX obecreunTh 3G (HEeKTHBHOE HCIOIb30BaHNE YAaCTOTHO-BPEMEHHOIO pecypcea.
Hapsity ¢ 3TuM, oTMe4aloTcs HNOMyJSIpU3aLis U PaclpoCTpaHEHHE MPOrPaMMHO OMPENEIsIEMBIX PaJHOCHC-
tem (Software-defined radio, SDR), uto npuBoauT k cHmkeHuto kadecrBa Qynkuuonuposanus CCC. Ilep-
CIIEKTHBHBIMM HAIIPABICHUSMH IIPOTHBOJCHCTBUS HECAHKIIMOHUPOBAHHOMY HCIIOJIB30BAaHUIO YaCTOTHO-
BpeMeHHOTO pecypca KA-perpaHCisTOpa SBISIOTCS METOJbBI, HAIPABJICHHBIC HA ONpeelIeHHe MEeCTONOIO-
JKeHHUs abOHeHTCKuX TepMuHaioB (AT) u aHanu3 ciyxeOHOM M CeMaHTHYECKOH JacTell mepeaaBaeMoro co-
o0meHust. YUET n3MeHeHHsT GH3UIECKHX IapaMeTpoB TpeOyeT UCIIOIb30BaHMs OOJIBIIOr0 00BbeMa PasHOPOA-
HBIX alPHOPHBIX JaHHBIX M Ha MPAKTHKE SIBISIETCS HeperaeMoi 3agadeii. CoriacHo TeOpUH MaTeMaTH4eCcKOit
CTaTHCTUKH, MPHU PELIEHUN 3a7ad aHaIu3a BBIOOPKH NMPUMEHSETCS anmpoKkcumarys. M3ydaeMslil CIOXKHBIH
00BEKT MoJAMEHseTCsl 00JIee MPOCTBIM OOBEKTOM C LENBI0 M3ydEeHHs ero cBOMCTB. IIpuMeHHTENBHO K OMu-
CaHHOM 3a/1a4e SKCIEPHUMECHTAIBHBIC OLEHKH (U3NUECKUX MTapaMEeTPOB PaIMOCHIHAIIA CO CIIOXKHOW YacTOTHO-
BPEMEHHOI CTPYKTYpOH aNIpOKCHMHUPYIOTCSI HEKOTOPOH IeTepMUHUPOBAHHOM (pyHKIMEl! Ha KOHEYHOM 3Ta-
e HaOroieHns. Pe3ynprar annpokcuManuy IpeacTaBisieT co00i MpoCcTpaHCTBEHHO-BPEMEHHOH parodac-
torubiid oprper (IIBPUII) AT, ygactByronmx B ¢opMmupoBanuu rpymmnosoro curHaia. [IBPUII manpsmyio
3aBUCHUT OT YCJIOBHH IE€pefauyl U SIBISCTCS] YHUKAIBHEIM, YTO ITO3BOJISIET OCYIIECTBISIT JEKOMIIO3UIINIO CUT-
Hajla Ha ocHoBe aHaim3a ero [IBPUIL. Taxkum oOpa3om, 1ebo HCciIeoBaHus ABIsIETCs pa3paboTka MOJEIH
U3MEHEeHUs (QU3NYECKHUX MapaMeTpOB PAAMOCHUTHANA U UCCIIEIOBAHUE BO3MOXKHOCTHU ANIPOKCUMALUK (U3H-
YECKUX MapaMeTpOB C IIENbI0 (OPMHUPOBAHUS NPOCTPAHCTBEHHO-BPEMEHHOTO PaJMO4acTOTHOTO MOPTpeTa
AT CCC.

Kniouesvie cnosa: CIyTHHKOBAsh CHCTEMa CBSI3M, IPYIIIOBOM CHI'HAJ, HEOHEPTETUUECKUIl MapaMeTp, KaHal
CBSI3U, MHO>KECTBEHHBII JOCTYII C BpEMEHHBIM pa3feicHUEM, KOCMUYECKUH amlapar, perpaHcisaTop, paiuo-
YaCTOTHBII MOPTPET, BEIOOpPKA.
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