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AnHoTanus. CTaTbsl paccMaTpPHUBAeT BONMPOCHI 6€30MACHOCTH JAAaHHBIX B 06JIaYHBIX MJIAaTPOpPMax, MOAYEePKUBAET aKTyaslb-
HOCTb TEMBI B YCJIOBUSX, KOr/J]a yrpo3bl HHPOPMAIMOHHON 6€30TMIaCHOCTH CTAHOBSITCS BCe 60Jiee CI0XKHBIMHU U U301 PEeHHbI-
MU. OCHOBHOe BHUMAaHUe y/ieJIeHO CPaBHUTEJbHOMY aHa/IM3y Mo/jiesiell 6€30MacHOCTH, TPUMeHsIeMbIX BeIyI[MMHU 06J1a4HbI-
MU 11aTdopMaMy, TaKUMU Kak Amazon Web Services, Microsoft Azure, Google Cloud Platform, IBM Cloud u Oracle Cloud.
MCCJIeAOBaHI/Ie OXBAaTbIBAET PAJ KJIHOYEBbIX aCIIEKTOB 66301’laCHOCTI/I, BKJIIO4Yad HJH(l)pOBaHI/Ie AAHHBIX, YIIpaBJIEHHUEe UAEHTU-
Cl)I/IKaILI/Ieﬁ U OOCTYIIOM, a TAKXK€ MEXaHHW3Mbl MOHUTOPHWHTA U pearupoBaHuA Ha MHUUAEHTHI. B craTne OCBE€IIEHbI COBpe-
MEHHbIe TEHAEHI MKW U TEXHOJIOTUH B ob6JiacTu 3alIHUThI 06J/1a4HBIX AAaHHBIX, B TOM 4YHUCJI€e UCITI0JIb30BaHUE€ UCKYCCTBEHHOI'O
HMHTeJJIEKTa U MalTUHHOTO 00y4eHUs JJIs1 NOBBIIIeHNs 3$QPeKTHBHOCTH 0OHAPYKEeHHS YyIpo3, a TAaKXKe NpUMeHeHHe KOHH-
JAeHIIHaJIbHBIX BBIYMCJIEHUHA U OJIOKYEHH-TEeXHOJOTrUH AJId yAydlIeHHUd 3alluThl JaHHBIX. O6CY)K,[[3€TCH BOIIPpOC COOTBET-
CTBUS MoJeJell 6e30II1aCHOCTH MJIAaTPOPM CTaHJAPTaM (Ge30IacCHOCTH JAHHBIX, a TaKXkKe MpeJIaralnTcsl peKOMeHAALUHU AJIs
OpFaHHBaL{I/Iﬁ 110 OITUMHU3AIHUH 3alUThI I/IH(l)OpMalLI/II/I B 00J1IaYHOM cpene.

KniouyeBble c/ioBa: 06/1auHble TEXHOJIOTHH, 6€30MaCHOCTD JaHHBIX, KU6epyTrpo3bl, MUPpPOBaHHE JAHHBIX, YIIpaBJIeHHE JI0-
CTYIIOM, MOHUTOPHUHT 6€30MaCHOCTH, UCKYCCTBEHHBIH UHTEJJIEKT B 6€30MaCHOCTH, OJIOKYEHH B 3al[UTE JAaHHBIX, COOTBET-
CTBHE HOPMATUBHBIM TPEOOBAHUSAM, aIalITUBHbIE CHUCTEMBI 6€30aCHOCTH
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Introduction

Cloud technologies are critical in the modern world,
where digital transformation encompasses all aspects
of business and daily life. Cloud platforms provide
robust and scalable solutions for storing, processing,
and analysing data, offering flexibility and cost sav-
ings. However, as more organisations and individual
users rely on cloud services for storing and processing
their data, data security issues become increasingly
pertinent and complex [1, 2].

The market offers a multitude of cloud platforms,
each proposing its set of tools and security measures to
protect user data [3]. These security measures are de-
vised in response to current threats and anticipation of
potential future attacks. Modern security models in
cloud platforms must be flexible and adaptive to meet
users' and businesses' diverse and ever-changing re-
quirements [4].

It should be noted that the widespread adoption of
cloud technologies raises the level of complexity in data
security management [5]. With the storage and pro-
cessing of critical corporate and personal information on
external servers, data security issues become a priority
[6]. The increasing number of cyber threats and strict
requirements for compliance with regulatory acts in in-
formation protection drive the importance of protecting
data on cloud platforms [7]. Security breaches can lead
to significant financial losses, damage to reputation, and
legal consequences for organisations [8].

Today, cloud providers offer a wide range of tools
and services to ensure the security of stored and pro-
cessed data [9]. However, the responsibility for data
protection rests not only with cloud service providers
but also with the users of cloud platforms themselves.
Adequate data protection in the cloud requires a com-
prehensive approach, including proper access policy
configuration, data encryption, multi-factor authentica-
tion, and regular security audits [10].

The relevance of the data security topic in cloud
platforms is conditioned by the constant development
of technologies and the evolution of cyber threats [11].
New methods of attack necessitate the development of
advanced protection mechanisms and the adaptation of
existing security approaches [12]. In this context, un-
derstanding modern trends and technologies in security
provision becomes a key factor in successful digital
transformation and reliable protection of valuable in-
formation [13].

This article presents an overview and comparative
analysis of security models used by leading cloud plat-
forms.

Literature review

Numerous studies have been conducted on cyberse-
curity and data protection on cloud platforms, covering
various aspects — from threat models and attack vectors
to specific encryption technologies and security stand-
ards. The literature review presented herein aims to
systematise the existing scientific works in this area,
identifying key trends and determining gaps in the re-
search.

The evolution of security models in cloud services
reflects progress in understanding and countering cyber
threats. Early research, including the foundational work
of Mell and Grance from the National Institute of
Standards and Technology [14], defined the basic prin-
ciples of cloud computing, including service delivery
models such as Infrastructure as a Service (laaS), Plat-
form as a Service (PaaS), and Software as a Service
(SaaS). These studies highlighted critical security
threats associated with each model and offered initial
recommendations for their management and mitigation.

Over time, research shifted towards creating more
complex and multi-layered security models that con-
sider various technical and organisational aspects [15].
Authors such as P. Sharma [16] demonstrated the need
for an integrated approach to security, emphasising that
data protection in cloud systems must encompass all
levels of architecture — from physical data storage to
applications and network interfaces [17-21]. These
works expanded the understanding of how security
provision should permeate every aspect of cloud infra-
structure, highlighting the importance of data encryp-
tion, identity and access management, and regular
monitoring and security auditing.

Further analysis by A.B.M. Shawkat Ali [22]
delved deeper into the study of multi-layered protec-
tion, examining complex challenges associated with
ensuring privacy and security in cloud services
[23-26]. The authors explored specific threats, such as
the misuse of cloud resources, data leakage, and vul-
nerabilities in Application Programming Interfaces
(APIs) [27-30], proposing strategies to mitigate these
threats through sophisticated encryption systems, ad-
vanced authentication and authorisation protocols, and
the implementation of Intrusion Detection and Preven-
tion Systems [31-35].

These studies underscored that cloud services re-
quire flexible and adaptive security models capable of
responding to new challenges in a constantly evolving
cyber threat landscape. They also pointed to the neces-
sity of continuously improving security policies and
procedures to stay abreast of the latest technological
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developments and methods of cyber-attacks. These
findings emphasise the importance of an integrated and
multi-faceted approach to security in cloud platforms,
which remains relevant in current research and practi-
cal developments in cybersecurity.

Contemporary threats and protective mechanisms

In the modern world, where cloud computing has
become the foundation for data storage and processing,
the importance of reliable security mechanisms cannot
be overstated. Security threats to data on cloud plat-
forms are becoming more sophisticated, necessitating
constant vigilance and adaptation of protective systems
by organisations and security professionals to new
challenges. This condition prompts researchers and
engineers to actively seek new approaches and solu-
tions for security in the cloud environment.

Complexity of cloud security threats

DDoS (Distributed Denial of Service) attacks,
phishing, insider threats, data breaches, and API vul-
nerabilities pose a serious risk to the security of cloud
platforms [36—40]. Complex attacks that combine mul-
tiple vectors are hazardous, complicating their detec-
tion and neutralisation. For example, phishing attacks
aimed at compromising credentials can be part of a
more extensive campaign to gain unauthorised access
to cloud resources and data.

Development of protective mechanisms

Data encryption continues to be a fundamental ele-
ment of information protection in the cloud [41-44].
The advancement of cryptographic methods, including
public essential encryption techniques and crypto-
graphic key management technologies, provides robust
data protection at rest and in transit.

Identity and Access Management (IAM) has
evolved to include more complex management sys-
tems, such as multi-factor authentication and access
management based on policies and roles. These mech-
anisms help minimise the risk of unauthorised access,
ensuring that only authorised users have access to criti-
cal data and resources.

Intrusion Detection and Prevention Systems are be-
coming more intelligent. They incorporate machine
learning algorithms to analyse traffic and detect anom-
alies in behaviour that may indicate a cyber attack. It
allows for detecting known types of attacks and adapta-
tion to new, previously unknown threats.

Innovations in cloud security

Applying Artificial Intelligence (Al) and Machine
Learning (ML) in security opens new possibilities for
protecting cloud platforms [45-48]. These technologies
can significantly improve the ability to detect complex
and disguised threats, offering automated solutions for
their prevention. Al and ML can analyse large volumes of

security data in real-time, identify hidden attack patterns,
and predict potential threats before they cause harm.

Blockchain technologies are also interested in en-
hancing cloud services security, especially in terms of
ensuring data integrity and secure identification
[49-52]. Blockchain can offer solutions for protecting
against data tampering and enhancing trust among par-
ticipants in cloud services.

Methods

Developing an approach to comparing security
models in cloud platforms requires meticulous plan-
ning and clear understanding of the research objectives.
This methodology aims to analyse and compare vari-
ous security models implemented by leading cloud
platforms to identify their strengths and weaknesses
and their effectiveness in protecting data and resources.
To achieve this goal, a comprehensive approach that
includes the following stages is proposed:

1. Defining evaluation criteria

The first step involves developing a system of crite-
ria, by which the security models will be assessed.
These criteria should cover key security aspects, such
as data encryption, identity and access management,
incident response, security monitoring and auditing,
and compliance with regulatory requirements and
standards. Each criterion must be clearly defined and
measurable to ensure the objectivity and reproducibil-
ity of the comparison results.

2. Selection of cloud platforms for analysis

This stage entails selecting the cloud platforms to
be included in the study. The selection is based on
market share, innovative security approaches, and in-
formation availability about their security models. For
a comprehensive analysis, choosing platforms repre-
senting different service models (laaS, PaaS, SaaS) is
recommended.

3. Data collection

Collecting data about the security models of each
selected platform involves analysing official docu-
ments, technical specifications, security reports, and
independent research. This stage requires careful atten-
tion to information sources to ensure the relevance and
reliability of the collected data.

4. Analysis and comparison

Based on the collected data, each security model is
analysed using the defined evaluation criteria. The
analysis should reveal, which security mechanisms and
approaches are used in each platform, and assess their
effectiveness. Comparing the security models will
highlight their strengths and weaknesses and identify
best practices.

5. Application of quantitative and qualitative evalu-
ation methods

Both qualitative and quantitative evaluation meth-
ods are applied to ensure the investigation objectivity.



Bulletin of the Tomsk Polytechnic University. Industrial cybernetics. 2023. Vol. 2. No. 2. P. 1-16
Levin S.M. Comparative analysis of security models in cloud platforms

Qualitative analysis allows for a deeper understanding
of each security model context and characteristics,
while quantitative methods, including rating systems
and comparative tables, provide a clear visualisation of
the differences and similarities between models.

6. Conclusions and recommendations

Based on the analysis and comparison, conclusions
are drawn regarding, which security models are most
effective in various contexts. Recommendations are also
offered for cloud service developers and users of cloud
platforms on selecting and optimising security models.

Criteria of security models

Developing and applying evaluation criteria and
analysis of security models in cloud platforms is a cru-
cial aspect of the research methodology. Clearly de-
fined criteria allow for systematically comparing dif-
ferent approaches to ensuring security, identifying their
advantages and disadvantages, and determining the
most effective solutions. The developed criteria, their
rationale, and the methodology for analysis are given
below.

Data protection complexity

Criterion description: evaluates how comprehen-
sively and multi-dimensionally the security model en-
sures data protection at all stages of its lifecycle: dur-
ing creation, transmission, storage, and destruction.

Analysis methodology: the presence and effective-
ness of cryptographic encryption mechanisms, data
integrity measures, and secure data deletion methods
are analysed.

Access and identity management

Criterion description: assesses the mechanisms for
managing access to resources and data, including au-
thentication, authorisation, user and system access log-
ging, and control.

Analysis methodology: we examine the application
of role-based policies, multi-factor authentication, priv-
ileged access management, and user action auditing
capabilities.

Incident response and risk management

Criterion description: evaluates a cloud platform
readiness for threat detection, response, and recovery
after security incidents, as well as the ability to analyse
and manage risks.

Analysis methodology: the paper analyses proce-
dures for threat detection, incident response, system
recovery after attacks, and risk assessment and man-
agement practices.

Compliance with regulatory requirements and standards
Criterion description: evaluates how the security

model complies with international and national security

standards and data protection legislation requirements.

Analysis methodology: we investigate the security
model compliance with standards such as ISO/IEC
27001, GDPR, and HIPAA and the presence of com-
pliance certificates and security reports.

Transparency and reporting

Criterion description: assesses the level of trans-
parency of security practices and reporting capabilities
for cloud platform users.

Analysis methodology: the availability and accessi-
bility of security documentation, audit reports, and user
tools and reports that allow monitoring of security
events are considered.

Innovation and adaptability

Criterion description: evaluates the security model
ability to adapt to new threats and integrate modern
technological solutions, such as Al (Artificial Intelli-
gence), ML (Machine Learning), and blockchain, to
enhance security levels.

Analysis methodology: the application of advanced
security technologies, the flexibility of the security
architecture for innovation integration, and the system
ability to learn and adapt to new threats are analysed.

Applying the developed criteria requires a system-
atic approach, including data collection and analysis
and qualitative and quantitative evaluation of each se-
curity model. It implies using various research meth-
ods, including comparative analysis, expert evalua-
tions, and case studies. The evaluation should be con-
ducted objectively, considering each model strengths
and weaknesses.

Criteria for selecting platforms for analysis

The platforms were chosen based on their market
share, indicating their influence and significance in the
cloud computing industry. Innovative security ap-
proaches, such as using Al for threat detection, data
encryption, and identity management, were key selec-
tion factors. The availability of information about secu-
rity measures was also a crucial criterion, allowing for
a thorough and objective analysis of each platform.

This selection of platforms provides a broad over-
view of modern approaches to ensuring security in
cloud services, covering common and unique protec-
tion strategies employed by leading providers.

Cloud platforms for analysis

For the analysis and comparison of security models,
the following cloud platforms were selected: each
holds a significant share in the cloud services market,
demonstrates innovative approaches to security, and
has sufficient information about its security measures.

1. Amazon Web Services (AWS)

AWS is a leader in the cloud computing market, of-
fering a wide range of infrastructure services, from
web hosting to high-performance computing. AWS
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provides deep integration of security measures, includ-
ing AWS 1AM for access management, Amazon
CloudWatch for monitoring, and Amazon Inspector for
application security analysis. The company also active-
ly utilises ML and Al to enhance the efficiency of its
security systems [53-60].

2. Microsoft Azure

Azure offers an extensive set of cloud services sup-
porting both Windows and Linux. The platform focus-
es on identity and access management with Azure Ac-
tive Directory and offers data and application-level
security tools, including Azure Security Center for cen-
tralised security management. Azure also emphasises
the importance of compliance, providing extensive
capabilities to adhere to international security standards
[53, 55, 57, 58, 61].

3. Google Cloud Platform (GCP)

GCP stands out among other cloud platforms with
its innovative security approaches, including using Al
and ML for threat detection and data analysis. Google
Cloud provides extensive capabilities for data encryp-
tion at rest and in transit, as well as identity and access
management tools, including Cloud IAM. GCP also
focuses on transparency and reporting, offering de-
tailed security and compliance reports [53, 55, 58-61].

4. 1BM Cloud

IBM Cloud offers a comprehensive set of cloud
services with an emphasis on Al, ML, and cybersecuri-
ty. IBM Cloud security highlights the importance of
comprehensive protection through data encryption,
access and identity management, and real-time threat
detection and prevention tools. IBM Cloud possesses
powerful risk analysis and management capabilities
and strictly adheres to international standards and regu-
latory requirements in data security [61-64].

5. Oracle Cloud

Oracle Cloud focuses on database and application
security, offering solutions to protect critical corporate
information. The platform includes powerful tools for
data encryption, access management, security monitor-
ing, and specialised tools for securing Oracle environ-
ments [65-69]. Oracle Cloud also provides detailed
security configurations to meet the requirements of
specific industries and regions.

Data security features of selected platforms

Ensuring data security is a paramount task for cloud
platforms. Let us examine the features of each selected
platform in the context of data security.

AWS offers extensive security tools and services
focused on protecting client data. AWS security key
aspects include data encryption at rest and in transit.
AWS Key Management Service allows customers to
create and manage encryption keys to protect data.
AWS also provides multi-layered network protection
capabilities, including setting up secure VPN connec-

tions and using Amazon CloudFront for secure data
delivery [53-56, 58, 60, 70, 71]. Furthermore, AWS
IAM enables fine-tuning access policies to resources
and services, strengthening identity and access man-
agement.

MS Azure emphasizes the integration of its securi-
ty services with the overall Microsoft security infra-
structure, offering solutions such as Azure Active
Directory for identity and access management. Azure
Security Center provides a centralized view of the
security state of cloud resources, offering recommen-
dations for data protection enhancement [53, 55, 57,
58, 61, 72]. Azure employs both built-in encryption
mechanisms for data storage and capabilities for cli-
ent data encryption using their keys. Azure also sup-
ports a wide range of security standards and certifica-
tions, making it a suitable choice for enterprises oper-
ating in regulated industries.

GCP stands out with its approach to security, which
is deeply integrated with its services and infrastructure.
A key feature is the automatic encryption of all data at
rest without needing special configurations from the
client [53, 55, 58-61, 73]. GCP offers a unique tool,
the Cloud Security Command Center, which provides a
comprehensive view of the security state of cloud as-
sets, allowing for the identification of vulnerabilities
and unauthorized changes. GCP also actively uses ML
to improve threat detection and anomalies in user and
system behaviour.

IBM Cloud focuses on enterprise security, offering
solutions specialized for industries with high data
protection requirements, such as finance and
healthcare. IBM Cloud provides extensive data en-
cryption capabilities, including key management with
IBM Key Protect [61-64, 74]. IBM Cloud is also no-
table for its approach to confidential computing, of-
fering technologies that allow processing sensitive
data in an encrypted form. Identification and access
systems on IBM Cloud allow creating complex access
management policies that integrate with corporate
identity management systems.

Oracle Cloud emphasizes database protection, a key
direction of its cloud strategy. Oracle offers advanced
data encryption capabilities at the database level and
for applications running in the cloud. Oracle Data Safe
is a comprehensive data security service offering vul-
nerability assessment, data masking, and user activity
monitoring features [65-69, 75]. Oracle Cloud pro-
vides powerful access and identity management tools,
including multi-factor authentication and network
segmentation, to ensure secure resource access.

Each platform presents a unique set of capabilities
and approaches to data security, reflecting their indi-
vidual strategies and target markets. Collectively, they
illustrate the broad spectrum of modern technologies
and practices in cloud security.
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Specific security measures and technologies used

in each cloud platform
Each cloud platform employs specific security

measures and technologies to protect its clients' data.

Here is a detailed overview of the technologies and

security measures used by AWS(Amazon Web Ser-

vices), Microsoft Azure, GCP (Google Cloud Plat-
form), IBM Cloud, and Oracle Cloud.
Amazon Web Services [76]:

e AWS IAM allows for managing access to AWS re-
sources by fine-tuning access policies for users and
groups;

e Amazon Cognito simplifies authentication, authori-
zation, and user management for web and mobile
applications;

e AWS Key Management Service — centralized en-
cryption key management that aids in creating and
controlling keys used for data encryption;

e Amazon GuardDuty — threat detection service that mon-
itors suspicious activity and unauthorized behavior;

e AWS Shield — DDoS protection service that auto-
matically protects against the most common attacks.
Microsoft Azure [77]:

e Azure Active Directory (AD) is an identity and ac-
cess service offering a suite of features for manag-
ing users and groups;

e Azure Policy helps meet corporate standards and
service requirements for cloud resources;

e Azure Security Center provides unified security
management and advanced threat protection for hy-
brid cloud environments;

e Azure Information Protection protects data regard-
less of where it resides, in the cloud or user devices;

e Azure Advanced Threat Protection (ATP) offers
detection and response to advanced threats targeting
corporate networks.

Google Cloud Platform [78]:

e Cloud IAM manages access to GCP resources with
granularity down to individual resources;

e Cloud Security Scanner — automated web applica-
tion scanner for finding vulnerabilities in applica-
tions hosted on GCP;

e Data Loss Prevention API helps discover and mask
confidential information in data stored in GCP;

e Google Cloud Armor — service protecting against
DDosS attacks and security threats for web applica-
tions and services;

e Titan Security Key — physical device for two-factor
authentication, enhancing the protection of ac-
counts.

IBM Cloud [79]:

e IBM Cloud IAM (Identity and Access Management)
manages users and their access to IBM Cloud resources;

e IBM Data Shield offers data protection using confi-
dential computing technology, allowing the pro-
cessing and analysis of encrypted data;

e IBM Hyper Protect Crypto Services provides secure
storage and management of cryptographic keys;

e IBM Cloud Security Advisor — centralized threat,
vulnerability, and incident management dashboard,;

e IBM QRadar on Cloud — Security Information and
Event Management solution that helps detect
anomalies and potential threats.

Oracle Cloud [80]:

e Oracle Identity Cloud Service provides access and
identity management, offering powerful tools for
managing users and their privileges;

e Oracle Data Safe— service that assists clients in
discovering sensitive data, assessing database vul-
nerabilities, masking sensitive data, and monitoring
database activity;

e Oracle Cloud Infrastructure (OCI) Vault manages
encryption keys and secrets needed for data protec-
tion and resource access;

e Oracle Advanced Security offers transparent data-
base and multi-layered data encryption, ensuring
comprehensive data protection at all lifecycle stag-
es;

e Oracle Configuration and Compliance — service to
monitor and ensure cloud infrastructure configura-
tions comply with security standards and regulatory
requirements.

These specific security measures and technologies
reflect the wide range of cloud data protection tools.
Each platform develops solutions to satisfy its clients'
security needs while showcasing unique innovations
and approaches in cybersecurity.

Overview of known security breaches
in reviewed cloud platforms

The history of cloud platforms has witnessed secu-
rity breaches that serve as important lessons for im-
proving data and system protection. Let’s examine
some of these incidents involving AWS, Microsoft
Azure, GCP, IBM Cloud, and Oracle Cloud.

AWS — notable incident related to AWS occurred in
2017 with Verizon. Data of almost 6 million Verizon
customers became accessible due to incorrectly config-
ured AWS S3 storage. The issue was that the storage
access settings were changed to "public”, allowing un-
authorized data access. This case highlighted the im-
portance of proper configuration and access manage-
ment to cloud storages [81].

Microsoft Azure. In 2019, a vulnerable database
server on Microsoft Azure was discovered, belonging
to Microsoft and containing anonymized user data used
for technical support. The data included personal in-
formation such as email addresses, IP addresses, and
descriptions of equipment issues. Microsoft swiftly
remedied the issue, emphasizing the importance of ro-
bust authentication mechanisms and data storage con-
trol [82].
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GCP. In 2018, an incident with Google+, Google's
social network, was uncovered on GCP, leading to po-
tential exposure of private user profile information of
up to 500,000 accounts. The problem was associated
with the Google+ API, which allowed apps to access
private profile information. Google shut down Google+
for consumers in response to this incident, underscor-
ing the significance of rigorous API and data access
control [83].

IBM Cloud. In 2020, a vulnerability in IBM Cloud
was identified that could allow attackers to bypass au-
thentication and gain access to IBM Cloud functions
used for managing cloud services. IBM promptly ad-
dressed the vulnerability after its discovery. This case
underscored the importance of regular audits and test-
ing for vulnerabilities [84].

Oracle Cloud. In 2018, security researchers found
several vulnerabilities in Oracle cloud infrastructure
that could have allowed attackers to access clients'
cloud resources. Oracle quickly responded to the re-
ports and released the necessary patches. This incident
highlights the necessity of continuous monitoring and
updating security systems to protect against known and
emerging threats [85, 86].

Analysis of the consequences of security breach in-
cidents on various cloud platforms and the response
measures taken by providers highlights the significance
of vigilance in risk management and quick response to
threats. Each of the discussed cases had unique circum-
stances that required specific actions by cloud provid-
ers to minimize damage and prevent similar incidents
in the future.

Consequences and security response measures

AWS and the Verizon Incident. Consequences: The
improperly configured S3 storage led to potential ex-
posure of personal information of millions of Verizon
customers. This incident underscored the importance of
security competencies and correct cloud service con-
figurations. Response Measures: AWS strengthened its
information campaign on the importance of proper ac-
cess policy settings for S3 storages, including the in-
troduction of new visualization tools and automated
access right checks.

Microsoft Azure and the Vulnerable Database Serv-
er. Consequences: The disclosure of anonymized user
data pointed to deficiencies in authorization mechanisms
and data storage control. Response Measures: Microsoft
swiftly fixed the vulnerability and reviewed its security
systems to detect and correct possible similar issues. The
company also enhanced auditing processes and intro-
duced additional data access controls.

GCP and the Google+ Incident. Consequences: The
potential exposure of private user information on
Google+ showed vulnerabilities in access control sys-
tems to APIs. Response Measures: Google decided to

shut down Google+ for consumers and strengthened
security checks for APIs, including stricter auditing
and monitoring processes for developer API usage.

IBM Cloud and the Authentication Bypass Vulner-
ability. Consequences: The vulnerability in the authen-
tication system exposed functionalities managing cloud
services to risks. Response Measures: IBM swiftly mit-
igated the vulnerability and enhanced testing and audit-
ing procedures for its security systems to detect such
issues at earlier stages.

Oracle Cloud and Detected Vulnerabilities. Conse-
guences: Vulnerabilities in Oracle Cloud infrastructure
could have allowed attackers to access client data. Re-
sponse Measures: Oracle quickly released patches to
fix the vulnerabilities and enhanced its threat monitor-
ing and detection systems. The company also stepped
up efforts to inform clients about best security practices
and configuration management.

The incidents that occurred on the AWS, Microsoft
Azure, GCP, IBM Cloud, and Oracle Cloud platforms
highlight the importance of a comprehensive approach
to security, encompassing not just technological solu-
tions but also risk management processes, staff train-
ing, and development of a security culture at all organ-
izational levels. The response measures taken by the
companies were aimed not only at addressing specific
vulnerabilities, but also at enhancing the overall securi-
ty level and resilience of the infrastructure against fu-
ture threats.

Analysis and comparison of security models based

on selected criteria
The comparative analysis of security models of five

leading cloud platforms — AWS, Microsoft Azure,

GCP, IBM Cloud, and Oracle Cloud — is conducted

based on previously defined criteria: data protection

complexity, access and identity management, incident
response and risk management, compliance with regu-
latory requirements and standards, transparency and
reporting, and innovation and adaptability.

Data protection complexity:

e AWS offers a broad spectrum of encryption tools
and ensures high data protection at all stages. How-
ever, the complexity of configuration might be a
barrier for some users.

e Azure possesses powerful encryption capabilities
and integrates with other Microsoft products for
comprehensive security. However, its dependence
on the Microsoft ecosystem can lead to potential
weaknesses.

e GCP automatically encrypts all data at rest, simpli-
fying data protection management, but this may
raise concerns about Google access to encryption
keys.

e IBM Cloud focuses strongly on data protection for
enterprise clients with high-security requirements,
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though its services might be less flexible for small
and medium businesses.

Oracle Cloud stands out with its database protection
solutions, making it an ideal choice for organiza-
tions, which databases are critical assets. However,
the complexity and cost of solutions might be pro-
hibitive for some users [76-80].

Access and identity management:

AWS IAM allows detailed access policy settings,
but its complexity can challenge new users.

Azure Active Directory offers robust identity man-
agement capabilities, but its effectiveness is maxim-
ized compared to other Microsoft products.

GCP provides flexible access and identity manage-
ment, including integration with external accounts,
which can be especially valuable for hybrid cloud
environments.

IBM Cloud offers advanced 1AM features geared
towards corporate users. These features provide a
high level of protection but potentially limit flexi-
bility in some scenarios.

Oracle Cloud integrates with existing corporate
identity systems, providing secure and convenient
access management, though integration with non-
Oracle systems may be complex [76-80].

Incident response and risk management:

AWS and Azure offer extensive incident response
and risk management tools, including automated
mechanisms for threat tracking and attack preven-
tion. However, they require significant effort for
configuration and monitoring.

GCP actively uses ML for threat detection and of-
fers user-friendly tools for risk management, which
can be particularly useful for companies without a
large IT security department.

IBM Cloud and Oracle Cloud offer specialized in-
cident response and risk management solutions,
aimed at large corporations with high security and
regulatory compliance requirements [76-80].
Compliance with regulatory requirements and

standards:

All platforms offer robust tools and services to

comply with international standards and regulatory
requirements, such as GDPR, HIPAA, and PCI DSS.
However, the degree of integration and ease of use var-
ies, with AWS and Azure, providing the most devel-
oped and accessible resources for users to achieve and
maintain compliance [76-80].

Transparency and reporting:

AWS and Azure provide extensive capabilities for
security monitoring and reporting, though the com-
plexity of their interfaces may prevent their effec-
tive use.

GCP stands out with its intuitive tools for visualiz-
ing and analyzing security data, simplifying inci-
dent tracking and response.

IBM Cloud and Oracle Cloud offer advanced re-
porting tools for corporate clients' needs, which
may be less convenient for small and medium busi-
nesses [76-80].

Innovation and adaptability:

AWS and GCP are notable for their innovative ap-
proaches to security. They actively incorporate the
latest technologies, such as ML and Al, to improve
threat detection and adapt to new challenges.

Azure continues to develop its security services,
closely integrating them with other Microsoft prod-
ucts, providing versatility and depth of protection.
IBM Cloud and Oracle Cloud focus on specialized
solutions for industry and corporate clients, ensur-
ing a high level of protection but may limit their
flexibility and innovation for a broader range of us-
ers [76-80].

Advantages and disadvantages of security systems
in leading cloud platforms based on previously
defined criteria

Amazon Web Services (AWS)

Advantages:

Broad range of security tools: AWS offers an ex-
tensive array of services and tools for data, net-
work, and identity protection, making it a powerful
platform for security at all levels.

Deep integration with ML and Al: AWS uses ad-
vanced technologies for threat detection and data
analysis, enhancing the effectiveness of its security
mechanisms.

Scalability: security in AWS can scale alongside a
business growing needs without compromising pro-
tection quality.

Disadvantages:

Complexity in management: various tools and ser-
vices can complicate security management, espe-
cially for new users.

Dependence on proper configuration: many security
incidents on AWS are linked to user misconfigura-
tion, highlighting the need for in-depth knowledge
for practical use.

Microsoft Azure

Advantages:

Integration with Microsoft ecosystem: Azure offers
tight integration with other Microsoft products and
services, facilitating security management in com-
plex environments.

Advanced IAM capabilities: Azure Active Directo-
ry provides robust identity and access management
functions, ensuring deep resource control.

Strong compliance support: Azure actively works
towards meeting international and industry-specific
security standards, appealing to large businesses
and regulated sectors.
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Disadvantages:

e Dependence on Microsoft ecosystem: maximum
efficiency is achieved when combined with other
Microsoft products, which may limit options for
companies with diverse IT landscapes.

e Complexity in configuration and manage-
ment: some users report high complexity in setting
up and managing security in Azure.

Google Cloud Platform (GCP)
Advantages:

e Security innovations: GCP actively implements the
latest technologies, including ML, for enhanced se-
curity, positioning it as a leader in innovations.

e Automatic data encryption: all data is automatically
encrypted in GCP, reducing the risk of information
leakage.

e Ease of use: GCP offers user-friendly security man-
agement tools, simplifying smaller teams tasks.
Disadvantages:

e Lower market penetration: despite its innovations,
GCP has a smaller market share compared to AWS
and Azure, which may affect the availability of in-
tegrations and third-party solutions.

e Limited information on some security aspects: users
may encounter a lack of detail in official documen-
tation on specific security issues.

IBM Cloud and Oracle Cloud
Both platforms showcase strong capabilities in

providing security for enterprise clients, particularly in

sectors with high data protection requirements. They
offer advanced solutions for encryption, identity man-
agement, and compliance with standards. However,
like other platforms, they may face challenges in man-
agement complexity and integration into existing infra-
structure, especially in mixed and diverse IT environ-
ments.

Common disadvantages of IBM Cloud and Oracle

Cloud:

e High cost and complexity for SMEs: products from
both providers can be expensive and complex to
configure and manage for small and medium enter-
prises.

e Focus on corporate clients: while this may be an
advantage for large businesses, smaller companies
might find that the products and services do not ful-
ly meet their needs.

Evaluating the importance of chosen criteria for
analyzing cloud platforms

The significance of the selected security evaluation
criteria for cloud platforms can vary depending on the
specifics of the business, security requirements, and
organizational priorities. Nevertheless, the author of-
fers a generalized assessment based on commonly ac-
cepted cloud security and risk management practices.

Data protection complexity: encryption, key man-
agement, and data protection at rest and in transit —
20%. Data is the most valuable asset for most or-
ganizations, and its protection must be a top priori-
ty. This criterion receives a high percentage be-
cause the absence of proper data protection can lead
to significant financial losses and reputation dam-
age.

Access and identity management: identity manage-
ment, multi-factor authentication, privilege minimi-
zation — 20%. Controlling who can access data and
resources is critical for ensuring security. This crite-
rion covers everything from user authentication and
authorization to privilege management and access
policies. Security breaches often occur due to vul-
nerabilities in access management systems, justify-
ing the high importance of this criterion.

Incident response and risk management: incident
readiness, risk analysis, and recovery plans after
failures — 15%. The ability to quickly respond to
security incidents and effectively manage risks
helps minimize potential damage from attacks and
breaches. This criterion receives a slightly lower
percentage because, ideally, security systems
should prevent incidents before they occur, but real-
ism requires preparedness for inevitable incidents.
Compliance with regulatory requirements and
standards: compliance with GDPR, HIPAA, PCI
DSS, and other standards and regulations — 15%.
This is mandatory for many organizations and
serves as proof of commitment to best security
practices. This aspect is critical for maintaining cus-
tomer and partner trust and avoiding legal conse-
quences and fines.

Transparency and reporting: availability of security
reports, audits, and monitoring — 10%. Transparen-
cy in security operations and reporting availability
are essential for stakeholder trust and internal risk
management. This criterion receives a lower per-
centage because while it is important for overall se-
curity management, its impact on direct threat pre-
vention and data protection may be less evident
than that of other criteria.

Innovation and adaptability: implementation of the
latest technologies and approaches, flexibility, and
the ability to adapt to new threats — 20%. Adapting
to new threats and integrating the latest technolo-
gies into cloud platform protection is crucial in the
dynamic world of cybersecurity. Innovations en-
hance the efficiency of security systems and pro-
vide a strategic advantage in protection against
competitors. This criterion receives a high percent-
age, emphasizing the importance of continuous de-
velopment and improvement of security measures
in response to current and future threats.
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This distribution reflects a balanced approach to as-
sessing the security of cloud platforms, highlighting
the importance of threat prevention and data protection,
access management, incident response, compliance,
transparency, and innovation.

Evaluating each security criterion for platforms
AWS, Microsoft Azure, GCP, IBM Cloud, and Oracle
Cloud based on the information provided in previous
sections and the established significance distribution of
criteria is a complex task. We will use a scale from 1 to
10, where 1 signifies low compliance with security
criteria, and 10 signifies high. These ratings are ap-
proximate and based on publicly available information
and security discussions. Fig. 1-6 present the platform
evaluation results for each criterion in diagrams.

10

75

Score

Cloud Platforms
W Aws W Azure Il Gecp M IBMCloud I Oracle Cloud
Fig. 1.
Puc. 1.

Data protection complexity scores
OyeHka caoxcHOCMU 3auyumul 0QHHbBIX

AWS and GCP stand out with their comprehensive
approaches to data protection, including broad encryp-
tion capabilities and key management. Azure, IBM
Cloud, and Oracle Cloud also offer robust solutions but
with some caveats regarding integration and ease of use.
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7.5
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25

Cloud Platforms
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Fig. 2. Access management and identification
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AWS and Azure offer advanced access manage-
ment and identification tools, including powerful IAM
capabilities. GCP and IBM Cloud also perform well in
this task but with some limitations. Oracle Cloud lags
in this aspect due to less flexibility and integration.
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Fig. 3. Incident response and risk management
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Kamu

AWS, Azure, and IBM Cloud provide strong inci-
dent response and risk management tools. GCP and
Oracle Cloud possess commendable capabilities but
with some restrictions compared to the leaders.
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Fig. 4. Regulatory compliance and standards
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AWS and Azure stand out for ensuring compliance
with international and industry-specific security stand-
ards. GCP, IBM Cloud, and Oracle Cloud also offer
suitable solutions in this direction, but with a slight lag
behind the leaders.

7.5

Score

25

Cloud Platforms
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Fig. 5. Transparency and reporting
Puc. 5. [Ipo3pauHocmb U omyemHocms



HW3Bectuss TOMCKOro NoJIMTEXHUYECKOTO YHUBepcuTeTa. [[poMbinieHHas kubepHeTrka. 2024. T. 2. Ne 2. C. 1-16
JleBuH C.M. CpaBHUTENbHBIN aHAJIU3 MOJieJiel 6e30MacHOCTH B 06JIaYHbIX MIaTdopMax

GCP distinguishes itself with its transparency and
reporting capabilities, especially using Al for security
data analysis. AWS and Azure also provide robust
tools in this area. IBM Cloud and Oracle Cloud have
certain shortcomings in terms of monitoring and re-
porting convenience.

Cloud Platform:

W aws re M GeP 1BM Cloud [ Oracle Cloud
Fig. 6. Innovation and adaptability
Puc. 6. HuHosayuu u adanmueHocmsb

AWS and GCP lead innovation and adaptability,
incorporating the latest technologies and approaches
into their platforms. Azure follows them with a slight
lag. IBM Cloud and Oracle Cloud offer innovative so-
lutions at a slower pace and scale.

These ratings reflect each cloud platform current
state and development directions regarding security. It
is important to note that the ratings are based on a gen-
eralised analysis and may vary depending on specific
usage scenarios and organisational needs.

The normalisation and summarisation of the securi-
ty criteria ratings for cloud platforms consisted of sev-
eral key steps:

Criteria identification and weight assignment: Ini-
tially, the security evaluation criteria for cloud plat-
forms were defined, such as data protection complexi-
ty, access management and identification, incident re-
sponse and risk management, compliance with regula-
tory requirements and standards, transparency and re-
porting, and innovation and adaptability. Each criterion
was assigned a specific weight in percentages, reflect-
ing its significance in the overall security assessment.

Platform evaluation by criteria: Subsequently, each
cloud platform (AWS, Azure, GCP, IBM Cloud, Ora-
cle Cloud) was rated for each criterion on a scale from
1 to 10, where 1 signifies low compliance with security
requirements, and 10 indicates high compliance.

Score normalisation: For each platform, the scores
for the criteria were multiplied by the criterion weight
(a percentage value converted into a fraction) to obtain
normalised values. This allowed considering not just
the platforms absolute ratings for each criterion but
also the importance of these criteria within the overall
security context.

11

Results summation: Finally, the normalised values
for all criteria were summed up for each cloud platform
to obtain a total score that reflects a comprehensive
assessment of the cloud platform security, considering
the importance of each criterion.

This process ensured a balanced and comprehensive
evaluation of cloud platform security, taking into ac-
count each platform strengths and potential vulnerabili-
ties in the context of the presented criteria. The results
of normalisation and summation provide a quantitative
expression of the security level, facilitating a more in-
formed choice of cloud platform from a data security
perspective.

After normalising the ratings, taking into account
the significance of each criterion, we get the following
results (Fig. 7):

Cloud Platforms

W AWS Azure I GCP IBM Cloud Il Oracle Cloud
Fig. 7. Summary ranking of cloud platforms based on ag-
gregate features
Puc. 7. (Cs00dHblill pelimuHe 06.1a4HbIX N1aM@opM HA OCHO8e

COBOKYNHbIX XApaAKMepucmuk

These ratings provide a comprehensive evaluation
of cloud platform security, considering the importance
of each aspect discussed. AWS highest overall score
indicates its leading position in comprehensive data
security. Azure and GCP show nearly identical out-
comes, occupying strong positions with a slight lag
behind AWS. IBM Cloud and Oracle Cloud have lower
ratings, indicating limitations in their current security
models compared to the leaders.

Conclusion

During our investigation, we detailedly analysed the
security models of the five largest cloud platforms:
AWS, Microsoft Azure, GCP, IBM Cloud, and Oracle
Cloud. Focus was given to data protection complexity,
access management and identification, the ability to
respond to incidents and manage risks, compliance
with regulatory requirements and standards, transpar-
ency and reporting, and innovation and adaptability.

The research shows that leading cloud platforms of-
fer a high level of security, actively utilising advanced
encryption technologies and effective access manage-
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ment systems. Particular attention is paid to using Al
and ML to enhance the efficiency of threat detection
and prevention.

Innovative approaches, including confidential com-
puting and application of blockchain technologies, are
becoming increasingly common, allowing cloud plat-
forms not only effectively protecting data and systems
but also ensuring their resilience to future threats. It is
important to note that all platforms make significant
efforts to comply with international and industry secu-
rity standards, which is critical for maintaining user
trust and regulatory compliance.

Based on the analysis, the cloud computing industry
demonstrates a high degree of commitment to security
issues, actively investing in developing and implement-
ing advanced technologies and practices. This lays the
foundation for further development and strengthening
of cloud platform security in the future, which is a key
factor for maintaining and expanding its use across
various business and technology sectors.

Assessing the significance of security evaluation
criteria for cloud platforms is a multifaceted process
that invariably depends on each organisation unique
needs, goals, and structural characteristics. The specif-
ics of the business determine, which data and applica-
tions are critical and, therefore, which aspects of secu-
rity require the most attention. For example, companies
operating in the financial sector or healthcare may pay
particular attention to compliance with regulatory re-
quirements and standards, whereas for technology
startups, innovation and security adaptability to new
threats may be more crucial.

Security requirements are formed based on risk and
threat analysis for the specific business. This means
that organisations highly dependent on cloud technolo-
gies may focus on access management and identifica-
tion to minimise the risks of unauthorised access to
data and resources. In this process, transparency and
reporting may be rated higher in conditions where the
need for transparent data management and accountabil-
ity to regulatory bodies becomes a key factor for main-
taining customer trust and legislative compliance.

Furthermore, organisation security priorities may
change as technologies evolve, security threat land-
scapes change, and business strategies are modified. In
this context, a cloud platform ability to innovate and
adapt to new conditions becomes a critical criterion
influencing the choice of cloud service provider.

In conclusion, assessing the significance of cloud
platform security criteria in percentage terms reflects a
comprehensive approach to evaluating security levels
tailored to the organisation specific needs and goals. It
underscores the need for a deep understanding of one's
own security requirements and careful consideration in
choosing a cloud provider, whose capabilities and se-
curity policies best meet these requirements.
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Discussions

In cloud data security, new trends and technologies
constantly emerge in response to the evolution of cyber
threats and changing information protection require-
ments. Modern approaches and innovations aim to en-
hance data security levels in cloud environments, con-
sidering the specificities of cloud architectures and
integrating them with existing security systems. Let us
explore some of this field most promising technologies
and approaches.

Confidential computing

Confidential computing is a technology that enables
the processing and analysis of encrypted data without
decryption. It provides a new level of data protection,
allowing users and companies to safely share infor-
mation and use cloud services for processing sensitive
data without worrying about leaks or unauthorised ac-
cess. The application of confidential computing ex-
tends from financial services to healthcare, where the
demands for confidentiality and data protection are
exceptionally high [87].

Blockchain and distributed ledgers

Blockchain and distributed ledger technologies en-
hance cloud data security by creating reliable and im-
mutable systems for data and transaction logging.
Blockchain can be used to protect supply chains, digi-
tal identities, and smart contracts and to ensure secure
data exchange among participants in a cloud infrastruc-
ture. The immutability and transparency of blockchain
provide additional trust and security in cloud applica-
tions [88].

Artificial Intelligence and Machine Learning

Using Al and ML in cloud data security allows cre-
ating systems capable of adapting to new threats and
effectively detecting anomalies in system and user be-
haviour. ML algorithms analyse vast data on network
traffic and user actions, identifying potential threats
and unusual patterns, significantly increasing the speed
and accuracy of security incident responses [89].

Managed identity and access services

Managed identity and access services provide cen-
tralised management of digital identities and access
policies in cloud environments. Integration with cloud
platforms automates authentication and authorisation,
ensuring high application and data protection. Ad-
vanced identity management features include multifac-
tor authentication, single sign-on, and privileged access
management [90].

API security

API security issues become critically important
with the widespread use of APIs for integrating cloud
services and applications. API protection mechanisms,
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including traffic encryption, authentication and author-
isation of requests, rate limiting, and monitoring, help
prevent attacks targeting application interface vulnera-
bilities [91].

Automated configuration management

Automated configuration management ensures
compliance with security standards and company poli-
cies in cloud infrastructure. Tools such as Terraform
and Ansible automatically deploy and configure cloud
resources according to predefined security templates,
reducing the risk of human error and enhancing data
protection [92].

These new technologies and approaches to cloud
data security represent just a part of modern organisa-
tions wide range of tools and methods for protecting
their digital assets in cloud environments.

As cloud technologies continue to evolve, offering
new opportunities for scaling, flexibility, and innova-
tion, the complexity of ensuring data security also in-
creases. In this context, cloud data security models also
undergo significant changes, adapting to new threats
and technological trends. Let us consider the possible
future developments in these models:

Autonomous security using Al and ML

Al and ML advancements foresee a future where
security systems can independently detect, analyse, and
respond to threats without constant human interven-
tion. These systems will be able to adapt to the chang-
ing threat landscape, automatically adjusting protective
mechanisms and security policies [93].

Enhanced data privacy protection through
confidential computing

Confidential computing technologies, which allow
processing encrypted data without decryption, will
evolve and find increasingly widespread applications.
It will enable organisations to use cloud services to
process sensitive data while ensuring high confidential-
ity and regulatory compliance [94].
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